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PREFACE 


This  survey  was  conducted  as  part  of  the  Department  of  Defense  (DoD) 

Food  RDT^Eng  Program  under  Project  No.  728012.19,  DoD  Production  Engineering 
in  Support  of  Stock  Fund  Food  and  Food  Service  Items.  The  Service  Require¬ 
ment  was  identified  as  USN  7-6,  "Procurement  of  Enlisted  Dining  Facility 
Patron  Identification  and  Recording  System"  and  sponsored  by  the  Navy  Food 
Service  Systems  Office  (NAVFSSO) . 

The  following  individuals  assisted  on  numerous  occasions  and  deserve 
special  credit.  These  include  Dr.  Robert  J.  Byrne,  Chief,  Operations  Research 
and  Systems  Analysis  Office,  for  his  overall  technical  guidance  and  his 
encouragement  and  support;  Mr.  Philip  Brandler  for  his  helpful  suggestions 
and  special  assistance,  and  Mrs.  Patricia  A.  Yow  and  Mrs.  Maryellen  Jennings 
who  provided  secretarial  support  for  the  project. 

In  order  to  make  this  report  as  informative  as  possible,  we  have  included 
in  the  appendices  reproduced  copies  of  all  the  relevant  brochures  and  articles 
that  we  received  when  we  were  conducting  the  survey.  Permission  has  been 
granted  by  each  of  the  companies  whose  literature  appears  in  this  report  to 
reproduce  their  material  for  informative  and  educational  purposes  only. 
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AUTOMATED  HEADCOUNT  SYSTEMS  -  A  STATE  OF  THE  ART  SURVEY 


SECTION  I 
INTRODUCTION 

The  Signature  Headcount  system  was  established  by  the  Annual  Military 
Appropriations  Act,  DoD  Directive  1338. 10-M  and  a  Memorandum  added  to  DoD 
Directive  1338. 10-M,  dated  10  May  1968,  to  control  the  entry  of  authorized 
personnel  into  military  enlisted  dining  facilities,  to  insure  proper  payment 
for  meals  consumed  by  personnel  not  authorized  Subsistence- In-Kind  and  to 
provide  an  appropriate  audit  trail.  Recent  criticism  of  the  system  includes 
claims  that  it  is  unreliable,  cumbersome,  and  time  consuming.  In  addition, 
headcount  sheets  are  difficult  to  audit  and  the  requirement  to  sign  for  a 
meal  is  considered  to  be  demeaning  and  a  source  of  irritation  to  patrons. 

In  an  effort  to  address  these  inadequacies  in  the  present  system  the  Navy- 
Food  Service  Systems  (NAVFSSO)  tasked  the  Operations  Research  and  Systems 
Analysis  Office  (OR/SAO)  of  the  US  Army  Natick  Research  and  Development 
Laboratories  (NLABS)  to  provide  technical  assistance  in  assessing  commercially 
available  automated  headcount  systems  for  application  to  Navy  foodservice. 

To  accomplish  this  task,  OR/SA  conducted  a  survey  of  off-the-shelf  automated 
headcount  systems.  This  report  presents  the  results  of  the  survey.  These 
results  include  a  description  of  the  operational  capabilities  of  each  of  the 
systems  identified  in  the  survey  and  an  evaluation  of  their  potential  for 
military  usage.  A  comparison  of  system  costs  is  also  included.  In  addition, 
this  report  discussess  prior  military  experience  with  automated  headcount 
systems,  government  audit  results  of  the  existing  signature  headcount  system, 
and  some  general  problem  areas  associated  with  the  signature  system.  Conclusions 
and  recommendations  are  also  presented. 

PEIOB  RESEARCH 

The  Navy  is  not  the  first  DoD  Agency  to  have  expressed  an  active  interest 
in  improving  the  existing  headcount  system.  In  1972,  during  a  test  of  the 
Centralized  Army  Feeding  (CAFE)  concept  at  Fort  Lewis,  Washington,  a  form  of 
automated  headcount  was  utilized. 1  Terminals  in  the  dining  facilities  recorded 
card  information  on  computer  tape  through  a  central  polling  device  and  key 
tape  units.  The  results  showed  that  an  Automated  Headcount  System  was  feasible 
and  that  the  concept  should  be  refined  and  tested  further. 2 


"'■R.  Bustead,  "The  CAFe  System  Experiment  at  Fort  Lewis,  Washington", 
Technical  Report,  TR-73/20-OR/SA,  December,  1972,  (AD  759284). 

2 

D.  P.  Leitch,  and  Hertweck,  G.,  "An  Automated  Headcount  System", 
Technical  Report,  Natick/TR- 73/11 -OR/SA,  November,  1972,  (AD  752118). 
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In  1973,  authority  was  granted  to  the  Troop  Support  Agency  (TSA)  at  ^ 

Fort  Lee,  Virginia  to  conduct  an  Automated  Headcount  test  in  Fort  Lee,  Virginia. 
The  test  as  operated  showed  two  types  of  results:  first,  the  problems  encountered 
in  a  system  of  this  design,  and  second,  the  advantages  of  an  automated  system. 

The  problems  encountered  included: 

1.  the  off-the-shelf  equipment  was  not  specially  designed  for  the 
function  it  was  to  perform  and  as  a  result  hampered  test  operations, 

2.  it  took  too  long  to  validate  transactions  (at  best,  an  average  of 
7  seconds) , 

3 .  because  the  equipment  was  obtained  from  seven  different  manufacturers , 
there  were  problems  in  communications  between  components  and  in 
isolating  machine  malfunctions, 

4.  approximately  401  of  the  people  lost  their  meal  cards  during  the 
test  period,*  and 

5.  the  damage  rate  to  cards  was  high,  causing  the  cost  of  card 
preparation  to  be  high. 

Furthermore,  the  voice  grade  telephone  lines  that  were  used  to  connect 
the  system  were  viewed  as  a  possible  cause  for  the  slow  response  times  and 
many  of  the  error  responses  experienced  during  the  test.  It  was  concluded 
that  the  concept  of  automating  the  headcount  requirement  was  viable,  but 
that  the  automation  package  as  tested  at  Fort  Lee  should  not  be  proliferated. 

However,  the  automated  system  showed  some  definite  advantages  over  the 
signature  headcount  system.  These  included:  (1)  the  automated  system  was 
highly  accurate  when  compared  to  the  signature  system  and  was  difficult  to 
"pad"  and  (2)  the  system  provided  an  improved  method  of  accounting  for  meals, 
report  preparations,  and  auditing  dining  facility  transactions. 


3 

J.  W.  Marker,  "Automated  Headcount  System  Test'1,  Final  Report,  US  Army 
Troop  Support  Agency,  November,  1974,  (CS-SD-7601) . 

*Fort  Lee  annually  experiences  a  20%  loss  rate  of  military  ID  cards, 
which  are  infrequently  removed  from  individuals'  wallets.  The  meal  card,  on 
the  other  had,  was  removed  as  many  as  three  times  per  day,  seven  days  per  week, 
which  would  explain  the  40%  loss  rate  during  the  short  duration  of  the  test. 
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There  were,  however,  (and  still  are  as  per  current  audit  reports)  two 
major  problems  in  existence  that  were  not  solved  by  either  of  the  two  automated 
systems  tested  and  that  can  not  be  solved  by  automation.  These  problems  include 
inadequate  meal  card  and  headcount  station  control  practices.  An  automated 
headcount  system  will  not  significantly  improve  record  keeping  in  regards  to 
ration  status  and  card  issuance  and  control.  Nor  will  an  automated  badge 
reader  have  the  capability  to  stop  unauthorized  people  from  getting  free 
meals  if  the  headcount  attendant  lets  them  go  through.  Any  good  access 
control  system,  including  an  automated  system,  depends  upon  good  and  exacting 
record  keeping  practices  on  who  is  authorized  and  "GO  -  NO  GO"  enforcement 
practices  at  the  point  of  access  control. 

FUNCTIONAL  REQUIREMENTS 

NAVFSSO  provided  NLABS  with  a  statement  of  functional  requirements  for 
the  selected  system (s)  and  to  a  large  extent,  these  requirements  guided  this 
survey's  search  for  alternative  systems.  The  specific  requirements  were: 

1.  Validation  of  eligibility  of  personnel  to  insure  that  only  persons 
entitled  to  subsistence-in-kind  are  permitted  to  eat  at  government 
expense . 

2.  Prevention  of  unauthorized  personnel  from  using  a  valid  entitlement 
instrument . 

3.  Providing  daily  and  monthly  auditable  headcount  totals  by  meal 
periods  and  category  of  personnel,  e.g.,  subsistence-in^kind,  cash 
sales,  and  meals  consumed  by  patrons  from  other  services. 

4.  Facilitate  the  verification  of  meal  counts  for  audit  purposes. 

5.  Substantiate  ration  credits  and  monetary  allowances  claimed  by 
Navy  enlisted  dining  facilities. 

It  should  be  noted  that  the  requirement  to  validate  personnel  eligibility 
was  the  driving  force  behind  the  decision  to  narrow  the  scope  of  this  survey 
to  automated  alternatives.  It  should  also  be  noted  that  when  the  requirement 
to  provide  auditable  headcount  totals  is  satisfied,  the  requirements  for 
verifying  meal  counts  and  substantiating  ration  credits  are  also  partially 
satisfied.  Therefore,  from  both  the  Navy's  and  from  the  surveyors’  perspective, 
the  requirement  to  provide  auditable  headcount  totals  was  considered  the  most 
important . 

SURVEY  METHODOLOGY 

There  were  three  major  stages  involved  in  conducting  the  survey.  First, 
a  list  of  potential  vendors  was  generated.  Second,  each  vendor  was  contacted 
and  asked  to  respond  to  the  specially  designed  questionnaire  given  in  Appendix 
A.  Finally,  where  time  and  resources  allowed,  actual  users  were  interviewed 
either  in  person  or  by  telephone. 
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The  search  for  potential  vendors  was  designed  to  be  as  extensive  as 
possible.  Trade  journals  such  as  "Security  World"  and  Datamation"  and  the 
Sandia  Handbook^  on  Entry-Control  Systems  were  reviewed,  and  all  relevant 
articles,  advertisements  and  system  descriptions  contained  therein  were 
extracted  for  further  investigation.  User  interviews  provided  another  means 
for  identifying  potential  vendors.  Interviews  were  conducted  with  personnel 
involved  in  either  foodservice  or  security  access  applications.  During  the 
course  of  each  interview,  users  were  asked  to  identify  other  systems,  if  any, 
which  were  considered  prior  to  making  the  decision  to  purchase  or  lease  the 
actual  system  in  use.  This  particular  approach  proved  to  be  the  most  valuable 
one,  because  some  of  the  vendors  included  in  this  report  were  not  listed  in 
either  the  trade  journals  or  in  the  Sandia  Handbook.  Other  questions  that 
were  posed  to  users  provided  information  on  system  reliability  and  performance, 
vendor  service  and  training  policies,  and  user  satisfaction. 

As  can  be  seen  in  Appendix  A,  the  vendor  questionnaire  was  divided  into 
three  categories:  Hardware,  Cards,  and  Other.  The  Hardware  section  addressed 
itself  to  issues  of  system  cost  and  operating  capabilities.  The  Card  Section 
was  concerned  solely  with  card  costs  and  characteristics,  and  the  last 
category  dealt  with  issues  considered  important  but  not  falling  into  either 
of  the  other  two  categories,  such  as  the  number  of  current  foodservice 
applications  and  the  nature  of  applications  other  than  foodservice. 

ANALYTICAL  ASSUMPTIONS 

The  actual  costs  of  any  particular  system  are  determined  by  its  size  and 
the  special  requirements  it  must  satisfy.  Systems  provided  by  each  vendor 
therefore  must  be  configured  to  provide  the  functions  required  for  a  particular 
site.  In  order  to  present  a  meaningful  cost  comparison  of  the  systems  included 
in  this  report,  however,  certain  assumptions  which  would  represent  appropriated 
fund  foodservice  on  Navy  ashore  bases  were  made.  These  were: 

1.  2000  authorized  patrons  (i.e.,  cardholders)  would  be  enrolled  in  the 
system. 

2.  A  401  yearly  card  turnover /replacement  rate  would  be  experienced. 

3.  Where  applicable,  only  one  card  encoder  would  be  required. 

4.  Two  dining  facilities  located  less  than  three  miles  apart  would  be 
the  only  two  locations  requiring  card  readers. 


4 

Entry-Control  Systems  Handbook,  (Sand- 77- 1033) ,  Sandia  Laboratories, 
Albuquerque,  New  Mexico,  September  1977,  Revised  September  1978. 
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Note  that  only  two  cost  components  (hardware  and  card  stock/preparation 
costs)  were  evaluated  in  this  survey.  Other  cost  elements  such  as  installation, 
operating,  maintenance,  labor,  and  energy  were  not  considered  germaine  since 
these  factors  would  be  evaluated  in  a  field  test,  should  any  of  the  available 
systems  be  selected  for  further  consideration. 

The  costs  of  the  various  systems  presented  herein  should  be  considered 
as  budgetary  estimates  rather  than  firm  fixed  prices.  These  prices  were 
obtained  over  the  latter  months  of  Fiscal  Year  1979  and  may  not  currently 
reflect  a  unique  market  position  for  any  one  item.  Funds  cited  in  this 
report  were  checked  for  reasonableness,  but  were  considered  as  budgetary 
estimates  which  could  be  effectively  used  for  comparison  purposes.  Therefore, 
the  costs  associated  with  each  of  the  systems  is  essentially  correct  relative 
to  each  of  the  other  systems. 

It  should  be  noted  that  some  companies  failed  to  respond  to  our  repeated 
requests  for  information  (Burroughs)  while  others  provided  incomplete  information 
(Rusco) .  These  companies  are  nonetheless  mentioned  in  this  survey  because  it 
was  apparent  through  user  interviews  that  they  are  capable  of  satisfying  Navy 
requirements.  (The  detailed  description  in  Appendix  B  of  a  Burroughs  user's 
application  shows  how  this  company's  hardware  could  function  in  an  automated 
headcount  system  capacity.)  Another  company,  Entree  Corporation,  replied  long 
after  the  survey  deadline  expired,  and  time  constraints  did  not  allow  discussion 
of  their  system  in  this  report.  However,  it  was  apparent  from  the  company's 
literature  that  they  are  probably  capable  of  satisfying  the  Navy's  functional 
requirements;  hence,  all  the  literature  that  Entree  provided  the  survey  team 
is  included  in  Appendix  C. 

DOD  A  LA  CARTE  POLICY 

A  memorandum,  dated  12  January  1974,  by  the  Deputy  Assistant  Secretary 
of  Defense  (Supply  Maintenance  and  Services)  requested  all  services  including 
the  Navy  to  test  the  Basic  Allowance  for  Subsistence  (BAS)  A  La  Carte  concept 
(all  enlisted  personnel  are  paid  BAS,  and  dining  facilities  are  operated  like 
civilian  cafeterias  where  food  items  are  priced  individually)  at  one  or  more 
of  its  installations.  In  view  of  the  above  directive  and  subsequent  tests, ^ 
the  DoD  Food  Planning  Board  recommended  on‘ 24  January  1979  that  an  A  La  Carte 
feeding  system  for  appropriated  funded  dining  facilities  be  adopted  where 
feasible. 

It  should  be  noted  that  this  recommendation  impacts  on  any  future 
implementation  of  an  automated  headcount  system  because  the  cash  register 
equipment  utilized  in  an  a  la  carte  pricing  system  can  be  adopted  to  produce 
an  automated  audit  trail  of  headcounts.  Hence,  in  an  a  la  carte  environment, 


^P.  Brandler,  et  al.,  "An  Evaluation  of  an  All  Commuted  Rations  Ashore/ 
A  La  Carte  System  for  the  Navy",  Technical  Report,  TR- 77/011,  January,  1977 
(AD  A043439)  . 


15 


an  automated  headcount  system  would  be  impractical,  as  it  would  be  redundant 
to  capture  headcount  information  at  the  headcount  station  and  at  the  end  of 
the  serving  line  on  cash  register  tape.  In  fact,  at  Marine  Corps  Base,  29 
Palms,  California,  where  an  a  la  carte  test  is  currently  in  progress,  the 
headcount  station  at  the  front  of  the  line  was  abolished  for  this  very  reason. 
Headcount  data  is  now  captured  by  a  cash  register,  located  at  the  end  of  the 
serving  line,  and  is  entered  through  the  register's  keyboard  by  a  cashier. 

Due  to  the  potential  keying  errors  (e.g.,  entering  meal  card  number 
0634  as  opposed  to  meal  card  number  0635)  that  might  occur  in  such  a  system 
as  29  Palm's,  a  more  reliable  approach  to  capturing  headcount  data  at  the 
end  of  the  serving  line  might  be  to  attach  a  card  reader  to  the  cash  register. 
The  upcoming  Navy  a  la  carte  test  at  Little  Creek  Naval  Station,  Norfolk, 
Virginia  will  provide  an  opportunity  to  test  this  concept. 

Where  a  la  carte  is  not  feasible,  however,  an  automated  headcount 
system  could  be  located  at  the  beginning  of  the  serving  line.  In  this 
situation,  then,  the  systems  identified  in  this  report  remain  viable 
candidates . 


16 


SECTION  II 


AUDIT  REQUIREMENTS  AND  RESULTS 


Since  the  most  important  requirement  guiding  this  survey  of  automated 
systems  was  that  involving  an  audit  trail,  four  recent  Navy  audit  reports 
were  obtained  and  reviewed.  In  each  of  the  four  reports  obtained,  the 
following  problems  were  cited: 

(1)  Meal  Signature  Records  contain  illegible  signatures,  meal  pass  numbers, 
and  duty  station  designations. 

(2)  Blank  passes  are  not  positively  secured  until  used  nor  are  they  handled 
in  a  manner  which  fosters  strict  accountability. 

(3)  Meal  passes  are  not  serially  numbered  or  issued  in  numerical  sequence. 

(4)  Personnel  are  lending  their  meal  passes  to  others,  or  using  invalid 
meal  passes. 

Further,  an  estimate  of  the  potential  annual  cost  incurred  as  a  result  of 
these  problems  was  provided  in  one  of  the  aforementioned  reports.  This  report 
stated  the  results  of  a  comparison  made  between  Meal  Signature  Records  and  the 
meal-pass  log  for  the  week  ending  30  September  1978.  Numerous  unmatched  names, 
signatures,  and  meal  pass  numbers  were  found.  Because  similar  conditions  were 
noted  for  this  base’s  tenant  commands,  the  auditors  believed  that  the  percentages 
encountered  were  representative  of  the  total  unauthorized  meals  served  at  this 
base  during  Fiscal  Year  (FY)  1978.  Of  the  380,000  actual  meals  served  by  the 
enlisted  dining  facility  in  FY  1978,  an  estimated  43,000  were  unauthorized,  as 
shown  in  Table  1.  In  addition,  6,266  potentially  unauthorized  night  meals 
costing  $7,200  ($1.15  x  6,266)  were  also  served  during  FY  1978.  Thus,  the 
audit  board  estimated  that  during  FY  1978,  on  the  base  under  review,  meals 
costing  $55,000  could  have  been  served  to  unauthorized  persons. 

It  is  important  to  emphasize  that  audit  reports  identify  potentially 
unauthorized  meals.  Some  illegible  signatures  --  countered  by  auditors  as 
unauthorized  rneals  --  may  be,  in  reality,  from  authorized  customers.  In  a 
similar  vein,  a  meal  pass  that  was  not  issued  in  proper  numerical  sequence 
may  still  have  been  issued  to  an  authorized  patron.  To  the  extent  that 
these  cases  occur,  audit  reports  are  inflated  estimates  of  unauthorized  meals. 

On  the  other  hand,  audit  reports  may  be  an  underestimate  of  fraudulent  meals 
served  because  auditors  may  not  detect  those  unauthorized  individuals  who 
intentionally  bypass  the  headcount  station  and,  more  importantly,  auditors 
would  not  be  able  to  detect  personnel  on  BAS  who  use  borrowed  SIK  cards  and 
sign  the  headcount  sheet  with  SIK* cardholder s’  names. 


*Subsistence-In-Kind. 
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TABLE  1 


Projected  Annual  Cost  of  Unauthorized  Meals 
Number  of  Meals  Reviewed 


Nunber  of  Meals  Annually 


Meal 

(Unit/Cost) a 

Served 

Unauthorized 

Percent 

Served 

Unauthorized 

Cost 

Breakfast  (55{) 

221 

28 

12.71 

58,286 

7,402 

$  4,071 

Lunch  ($1.15) 

426 

44 

10.3 

116,373 

11,986 

13,784 

Dinner  ($1.15) 

429 

45 

10.5 

119,115 

12,507 

14,383 

Brunch  ($1.30)c 

156 

17 

10.9 

50,724 

5,529 

7,188 

Dinner  ($1.55)c 

110 

16 

14.5 

35,884 

5,203 

8,065 

TOTAL 

1,342 

150 

11.11 

380,382 

42,627 

$47,491 

^nit  cost  as  of  7  October  1977. 

^Projected  number  of  meals  for  the  representative  base, 
‘“Weekends  only . 


These  considerations  lead  the  authors  to  conclude  that  while  audit  results 
provide  an  indication  of  the  magnitude  of  monetary  losses  under  the  present 
system,  they  lack  sufficient  precision  to  serve  as  exact  estimates  of  tangible 
reductions  in  unauthorized  meals  under  manual  or  automated  headcount  alternatives 
An  automated  system  would,  however,  have  some  impact  on  problems  identified  in 
audit  reports : 

An  automated  system  would  produce  computer  generated  audit  trails,  thus 
greatly  reducing*  if  not  eliminating  illegible  signature  on  meal  records.  In 
addition,  it  seems  fairly  clear  that  the  problem  of  "lost"  blank  uncoded  meal 
cards  would  be  alleviated  in  automating  the  headcount  system  since  blank  cards 
would  be  rejected  by  the  dining  hall  card  reader.  It  must  be  noted,  however, 
that  this  probable  benefit  would  depend  upon  the  extent  to  which  access  to 
meal  card  encoder(s)  is  strictly  limited  to  authorized  personnel. 

From  the  prior  experience  with  automated  systems  at  Fort  Lewis  and  Fort  Lee, 
there  appears  to  be  some  deterrent  value  associated  with  an  automated  headcount 
system  since  customers  realize  that  misuse  cannot  be  covered  over  by  an  illegible 
signature.  The  reduction  in  the  extent  to  which  meal  cards  are  loaned  to  and 
used  by  someone  other  than  the  authorized  individual  seems  to  be  one  of  the 
clearer  benefits  of  an  automated  system. 

Considering  prior  tests  of  automated  headcount  systems  and  accountability 
problems  detailed  in  audit  reports,  the  best  conclusion  at  this  point  seems  to 
be  that  the  cost-benefit  equation  is  still  unclear.  While  automated  systems 
have  shown  some  effect  in  improving  audit  trails  and  ration  accountability, 
the  probable  savings  have  not  equaled  auditors 1  estimates  of  dollar  losses 
from  unauthorized  meals.  Nor  is  it  entirely  clear  at  this  time  that  the 
introduction  of  automated  equipment  is  a  clearly  superior  alternative  to 
strict  enforcement  of  existing  manual  procedures  in  controlling  access  to  the 
enlisted  dining  facilities.  What  is  clear,  however,  is  that  the  procurement 
and  installation  of  an  automated  system  will  offer  an  opportunity  to  upgrade 
record  keeping  and  headcount  station  control  to  the  levels  which  should  exist 
in  the  present  signature  headcount  system. 


*A  back-up  manual  sign-in  system  may  have  to  be  used  if  the  automated  system 
is  down  temporarily.  Under  this  condition  illegible  signatures  could  still  occur 
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SECTION  III 


SYSTEMS  OVERVIEW 


There  are  two  building  blocks  in  the  alternative  systems  to  be  described 
in  this  report.  The  first  is  a  machine  readable  card.  The  second  is  the  data 
collection  equipment  (i.e.,  system  hardware)  utilized  in  capturing  the  infor¬ 
mation  that  is  encoded  on  the  cards.  System  cards  can  either  have  the  owner's 
photograph  on  them  or  they  can  be  blank.  The  choice  of  having  photo  cards  or 
not  is  entirely  up  to  the  user,  and  for  that  reason,  the  system  discussions 
and  corresponding  cost  estimates  in  the  following  sections  address  both  these 
options . 

Software  is  for  some  applications,  a  significant  third  building  block. 

Only  two  systems  included  in  this  report  required  a  software  package.  Since 
it  is  a  highly  variable  factor  and  is  not  a  significant  contributor  to  costs 
of  access -control  systems,  software  costs  are  not  considered  except  in  the 
cases  of  Validine  and  IBM. 

CARDS 

Card  Encoding  Processes.  Four  processes  used  to  encode  data  onto  cards 
were  identified.  These  are : 

1.  Magnetic -Stripe:  Magnetic- stripe  encoding  is  widely  used  in  commercial 
credit  card  systems,  and  several  vendors  manufacture  equipment  which  is 
compatible  with  the  American  National  Standard  Institute  (ANSI)  for  this 
technique.  With  the  magnetic-stripe-coded  badge,  a  stripe  of  magnetic 
material  located  along  one  edge  of  the  badge  is  encoded  with  alphanumeric 
data.  Two  types  of  encoding  are  specified  in  the  ANSI  standard  for  magnetic- 
stripe  encoding.  One  type,  the  American  Bankers  Association  (ABA)  standard 
allows  up  to  40  numeric  characters.  The  other,  the  International  Air  Traffic 
Assocation  (IATA)  standard,  has  up  to  90  alphanumeric  characters.  The  use  of 
alphanumeric  IATA  coding  allows  the  badge  holder's  name  to  be  included  in 
addition  to  a  badge  number.  One  disadvantage  of  the  90-character  data 
encoding,  however,  is  that  more  accurate  reader  spacing  and  alignment  are 
required.  These  data  are  then  read  as  the  magnetic  stripe  is  moved  past  a 
magnetic  read  head.  Credential  forgery  is  relatively  easy  since  data  from 
the  magnetic  stripe  can  be  decoded  and  duplicate  badges  encoded  by  the  use 
of  parts  from  a  common  magentic  tape  recorder.  Certain  of  these  types  of 
cards  are-  also  easily  erased  by  even  weak  magnetic  fields  such  as  might  be 
encountered  in  a  Navy  degaussing  station. 
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2.  Magnetic:  This  badge  contains  a  sheet  of  flexible  magnetic  material 
on  Which  an  array  of  spots  has  been  magnetized.  (The  number  of  usable 
information  bits,  or  spots,  typically  ranges  from  23  to  36.)  The  code  is 
determined  by  the  polarity  of  the  magnetized  spots.  The  badge  reader 
contains  either  magnetic  sensors  which  are  interrogated  electrically  or 
magnetic  read  switches  which  are  mechanically  actuated  when  a  magnetic  spot 
with  the  proper  polarity  is  located  adjacent  to  the  read..  The  magentic  spots 
can  be  accidently  erased  if  the  badge  is  placed  in  a  sufficiently  strong 
magnetic  field.  However,  field  experience  has  shown  that  this  is  not  a 
significant  problem.  Since  it  is  possible  to  build  equipment  to  recode  or 
duplicate  the  pattern  of  magnetic  spots,  fabrication  of  a  false  credential 

is  possible.  It  is  more  difficult,  however,  to  falsify  this  type  of 
credential  than  to  fabricate  a  magnetic-stripe-coded  badge. 

3.  Optical:  The  optical  coded  badge  contains  a  geometric  array  of  spots 
printed  on  an  insert  laminated  into  the  badge.  Photo  detectors  in  the  badge 
reader  detect  the  relative  optical  transmission  of  the  spots  and  hence  the 
code.  To  make  this  coded  badge  more  tamper  resistant,  the  pattern  of  spots 
can  be  concealed  by  making  the  badge  opaque  to  visible  light  but  transparent 
to  infrared  light.  The  spots  are  printed  with  ink  which  is  opaque  to  infrared 
light.  This  technique  offers  good  tamper  protection,  and  badges  are  reasonably 
difficult  to  counterfeit. 

4.  Passive -Electronic:  A  passive-electronic  coded  badge  is  a  badge  onto 
which  electrically  tuned  circuits  are  laminated.  In  order  for  the  code  to  be 
read,  a  swept-frequency ,  radio  frequency  (RF)  field  is  generated  and  then  the 
frequencies  at  which  significant  energy  is  absorbed  are  deflected.  These 
frequencies  correspond  to  the  resonant  frequencies  of  the  tuned  circuits  and 
are  decoded  to  give  a  unique  badge  number  or  code.  An  advantage  of  this 
technique  is  that  the  badge  does  not  need  to  be  inserted  into  a  reader  mechanism 
but  can  simply  be  placed  near  the  antenna  which  serves  as  the  read  station. 

The  disadvantages  are  (1)  badges  can  be  decoded  with  common  RF  test  instruments , 
allowing  counterfeit  badges  to  be  fabricated,  and  (2)  the  number  of  unique  code 
combinations  is  limited  to  a  few  thousand. 

Resistance  to  Decoding  and  Counterfeiting.  Any  type  of  coded  badge  can  be 
decoded  and  duplicated  if  sufficient  time,  money,  and  talent  are  devoted  to  the 
attempt.  The  following  list  ranks  the  coding  techniques  described  previously 
from  the  easiest  to  the  most  difficult  to  duplicate: 

1.  Magnetic- stripe  code 

2 .  Magnetic  code 

3.  Optical  code 

4 .  Passive-electronic  code 
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A  1973  Business  Week  article  described  just  how  easy  it  is  to  duplicate  a 
magnetic  stripe  code:^  "  ...  use  heat  from  a  household  iron  to  duplicate  the 
magnetic  pattern  of  the  "good"  card  on  an  ordinary,  blank  piece  of  cassette 
tape  ...  after  five  minutes  of  work,  a  second  tape  that  can  be  pasted  on  to 
another  card  is  created  ...  there  are  still  other  methods  ...  (in  fact)  Cal. 

Tech  students  came  up  with  22  different  ways  ...." 

In  general,  it  is  not  necessary  to  decode  a  badge  to  duplicate  it.  However, 
the  degree  of  difficulty  in  decoding  the  badges  listed  does  parallel  the  degree 
of  difficulty  in  duplicating  them.  Sometimes  the  code  data  are  crytographically 
encoded  or  contain  other  internal  checks.  When  these  internal  checks  are  used 
in  the  encoding  process,  counterfeiting  a  new  badge  then  requires  both  decoding 
and  understanding  the  check  algorithm;  which  makes  counterfeiting  much  more 
difficult. 

Resistance  to  decoding  and  counterfeiting  is  not  as  important  if  the  badge 
is  used  in  conjunction  with  a  separate  personnel  identification  system.  In 
this  type  of  system,  the  badge  number  simply  indexes  a  file,  called  the 
reference  file,  where  personnel  identifier  data  are  stored.  Access  is  allowed 
only  if  the  personnel  identifier  algorithm  is  satisfied.  In  this  case,  counter¬ 
feiting  a  badge  will  not,  in  itself,  guarantee  access. 

Card  and  Card  Program  Costs.  In  general,  the  more  resistant  a  particular 
encoding  process  is  to  duplication,  the  more  expensive  a  card  that  utilizes 
that  process  will  be.  The  prices  quoted  for  magnetic ^striped  cards  ranged 
from  $0.30  to  $1.17  a  card,  magnetic  card  costs  were  quoted  as  being  between 
$1.02  and  $1.95  a  card,  and  the  prices  quoted  for  an  optical  or  passive*- 
electronic  coded  card  were  $2.00  or  $3.25  a  card,  respectively.  It  must  be 
noted  that  these  prices  are  for  cards  that  do  not  accommodate  photographs. 

On  average,  vendors  charge  an  additional  $0.45  per  card  for  a  photo  card. 
(Basically,  a  photo  card  is  nothing  more  than  a  "regular"  card  with  an 
attached  plastic  laminate  flap  or  photograph  embedded  in  the  card  itself) , 

It  is  important  to  note  that  the  quoted  prices  mentioned  above  are  not 
directly  comparable  because  some  vendors  include  the  cost  of  card  encoding 
in  their  prices  and  others  do  not.  In  particular,  two  of  the  vendors  whose 
systems  utilize  magnetic-striped  cards  do  not  pre-encode  their  cards;  instead, 
they  sell  blank  cards  and  a  system  encoder  to  their  users  and  require  them 
to  encode  their  own  cards.  Therefore,  where  applicable,  the  cost  of  a  card 
encoder  must  be  included  in  that  system's  total  cost.  Further,  if  a  photo 
card  program  is  desired,  then  not  only  should  card  encoders  be  included  in 
the  total  system  cost,  but  cameras,  laminators,  die  cutters,  and  film  should 
be  included  as  well. 


6 


"Beating  the  New  Credit  Cards",  Business  Week,  August  11,  1973. 
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Appendix  D  contains  a  detailed  breakdown  of  the  specific  costs  associated 
with  each  system's  blank  and  photo  card  program.  Card  costs  are  based  on 
2,000  authorized  patrons  (i.e.,  cardholders)  and  a  401  card  tumover/replacement 
rate  for  those  2,000  patrons.  The  number  of  cards  required  would  thus  be  2,800 
during  the  first  year  of  operation  and  800  per  year  thereafter.  A  401  turnover 
rate  seems  reasonable  in  view  of  the  results  of  the  Fort  Lee  headcount  test. 

Card -Size.  Several  card  sizes  are  in  common  use;  selection  of  a  particular 
size  is  usually  a  compromise  between  a  smaller,  easily  handled  card  and  a  larger 
card  with  more  room  for  a  photograph,  color-code  indicators,  and  necessary 
printed  information.  Most  commercially  available  coded -credential  systems 
utilize  the  standard'  credit  card  size,  54  by  86  mm  (2-1/8  by  3-3/8  inches) . 

This  size,  however,  is  too  small  or,  at  best,  marginally  acceptable  for  a 
picture  badge.  A  slightly  larger  common  card  size  is  60  by  83  mm  (2-3/8  by 
3A  inches) .  Although  the  latter  badge  is  not  much  larger  than  the  standard 
credit  card,  its  slightly  smaller  aspect  ratio  provides  significantly  more 
usable  badge  area  when  the  badge  is  laid  out  with  the  longer  dimension 
oriented  vertically. 

DEFINITIONS 


To  facilitate  the  discussion  of  the  alternative  systems  described  in  this 
report,  the  following  definitions  of  specific  system  features  and  of  general 
security -access  terms  are  provided: 


Access  Control  - 


Access  Levels  - 


Anti -passback  - 


Any  system  or  method  which  automatically  controls 
the  passage  of  people  into  or  out  of  an  area  or 
structure. 

In  a  facility  containing  several  material -access 
or  vital  areas,  personnel  can  be  authorized  to 
enter  one  or  more  of  the  areas;  thus,  multilevel 
access  may  be  required.  The  control  processor 
maintains  a  record  of  the  access  authorization 
for  each  individual  badge  and  checks  it  each 
time  an  access  request  occurs.  Because  this 
authorization  checking  is  automated,  a  detailed 
set  of  access  levels  can  be  readily  implemented. 

The  control  processor  can  check  the  occupant  list 
and  indicate  when  a  badge  is  being  used  for  two 
successive  entries  or  exits.  Thus,  for  example, 
an  employee  cannot  use  his  badge  to  gain  entry 
through  a  portal  then  pass  it  back  (for  instance, 
over  a  fence  or  out  of  a  window)  to  another 
person  to  use. 
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Card  Reader 


Central  Controller  - 


Facility  Code  - 


Instant -Access  Change  - 


Interface  - 


Modem  - 


A  device  for  reading  information  represented  by 
punched  holes,  magnetic  spots,  magnetic  stripe 
or  other  encoding  methods  and  converting  it  into 
another  form  for  processing  by  a  central  controller. 

A  microprocessor  designed  to  simultaneously  monitor 
and  control  the  activities  of  all  other  units  in 
the  system.  It  collects  data,  analyzes  or  inteprets 
events  based  on  stored  instructions  retrieved  from 
memory,  and  initiates  the  appropriate  operations 
required  such  as  opening  a  door,  or  sounding  an 
alarm  and  recording  all  transactions  in  real  time 
as  they  occur. 

A  code,  unique  to  each  user,  which  assures  that 
only  those  cards  belonging  to  a  particular  system 
will  activate  the  system’s  readers. 

Several  entry-control  points  can  be  controlled  from 
one  centrally  located  control  processor.  As  a 
result,  when  access  authorizations  are  added  or 
deleted  at  the  control  processor,  this  revised 
information  can  be  immediately  utilized  at  all  • 
entry-control  points  throughout  the  facility. 

Also,  when  a  coded  credential  is  lost  or  stolen 
or  when  an  individual's  access  authority  has 
ended,  it  is  not  necessary  to  recover  the  badge  in 
order  to  make  it  void. 

The  channels  or  parallel  paths  and  associated 
control  circuitry  which  provide  the  connection 
between  a  central  processor  and  its  peripheral 
units.  It  is  the  connection  that  allows  two 
separate  items  to  be  tied  together. 

An  acronym  for  modulator/demodulator,  it  permits 
data  to  be  transmitted  over  long  distances.  A  device 
which  is  used  to  convert  digital  input  signals  from 
a  central  controller  Reader  Terminal  to  frequency 
shift  keying  (tonal)  form  for  telephone  trans¬ 
missions,  and  to  reconvert  signals  from  telephone 
circuits  back  to  digital  foim. 
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Multiplexer  - 


A  device  which  substantially  reduces  the  amount 
of  hard  wiring  required  to  link  a  number  of  on- 

lint  turd  loaders  to  the  centra]  controller. 

It  also  expands  the  allowable  distance  between 
remote  data  collection  terminals  (i.e.,  card 
readers)  and  the  central  controller. 

Multiplexing  -  The  transmission  of  messages  from  multiple 

sources  at  high  speed  and  in  digital  form  over 
the  same  communication  channel . 

Status  Levels  -  A  code  to  indicate  whether  a  card  is  "in"  or 

"out"  of  the  area  wherein  the  reader  is 
located . 

Time  Zones  -  Time  zone  control  restricts  access  to 

specified  times  of  the  day  or  night. 

SYSTEM  CAPABILITIES 

In  specific  details,  each  manufacturer  offers  a  unique  system.  In 
evaluating  the  alternative  systems,  however,  a  pattern  of  common  capabilities 
emerged.  Characteri sties  that  are  shared  by  all  of  the  identified  systems 
are: 

1.  Capability  to  read  and  record  by  automated  devices  unique  authorization 
code  numbers  encoded  on  pass  (meal)  cards. 

2 .  Provides  the  user  with  capability  to  deny  access  to  an  individual  or 
group  of  individuals  by  telling  the  central  console  which  existing 
card  codes  are  no  longer  valid  thus  making  it  unnecessary  to  collect 
old  cards. 

3.  Provision  for  several  levels  of  access  authorization,  such  as  access 
only  at  certain  times  during  the  day  (time  zones) ,  or  only  at  selected 
entry-control  points  (access  levels)  . 

4.  Provision  of  built-in  standby  power  in  the  event  of  a  power  failure, 

5 .  Provision  for  an  automatic  capability  to  identify  patrons  attempting 

to  use  a  card  given  them  by  someone  ahead  of  them  in  line  (anti-passback) . 

6 .  Provision  of  indicator  lights  on  the  Card  Reader  to  inform  the  Head- 
count  Station  Monitor  whether  or  not  a  patron  is  clear  to  eat. 

7.  Accommodation  of  1500  or  more  cards. 

8 .  Accommodation  for  at  least  eight  reader  stations . 
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9.  Maximum  response  times  (time/required  to  read  a  card  entered  into 
the  reader)  of  six  seconds  or  less,  and 

10.  Capability  to  operate  at  temperatures  normally  encountered  in 
enlisted  dining  facilities  (S0°F  or  above) . 

Furthermore,  all  but  one  system  identified  can  generate  computer 
compatible  output  directly  and/or  interface  directly  into  a  mainframe  computer. 

It  must  be  mentioned,  however,  that  even  though  one  of  the  identified  systems 
does  not  have  this  capability,  the  manufacturer  does  market  a  larger  version 
which  includes  this  characteristic. 

Another  characteristic  shared  by  many  of  the  alternative  systems  is  that, 
up  to  the  specific  distance  limit  (i.e.,  the  maximum  distance  that  a  card 
reader  can  be  located  from  the  central  console  without  line  compensation) 
established  by  each  manufacturer,  the  user  has  a  choice  of  either  hardwiring 
or  using  telephone  lines.  The  advantage  of  using  phone  lines  is  that  it  is 
less  costly  to  connect  a  system  via  phone  lines  than  it  is  to  hardwire. 

However,  the  tradeoff  is  that  data  transmission  over  telephone  lines  is 
less  reliable  and  slower  than  over  hardwires.  Fort  Lee’s  experience  with 
voice  grade  telephone  lines,  as  discussed  previously,  substantiates  the 
fact  that  data  transmission  over  phone  lines  is  indeed  slow  and  unreliable. 

It  appears,  therefore,  that  for  an  access -'Control  type  of  application, 
telephone  wiring  would  be  better  suited  for  off-line  validation  of  trans¬ 
actions  since  speed  and  reliability  of  data  transmission  would  not  be  an  issue 
in  an  off-line  validation  mode. 

PRINCIPLES  OF  OPERATION 

Coded  badge  numbers  are  enrolled  in  the  memory  of  the  control  processor. 

Badge  numbers  are  programmed  into  memory  with  their  operating  parameters 
(i.e.,  authorized  time  zones  and  access  levels)  by  means  of  a  keyboard 
located  either  on  the  central  console  or  on  a  separate  data  entry  device. 

All  parameters  are  displayed  for  verification  before  being  stored  in  memory. 

The  display  indicates  whether  parameters  being  programmed  have  been  stored  in 
memory  or  rejected  as  unacceptable. 

Badges  may  be  group-loaded  into  memory  when  access  levels  and  time  zones 
are  the  same.  Groups  of  cards  with  the  same  access  parameters  can  be  voided 
out  of  the  system  just  as  quickly.  To  program  or  invalidate  a  larger  number 
of  cards,  the  console  operator  simply  types  in  the  first  and  last  serial  numbers 
on  the  block  --a  "from-to"  instruction  and  presses  appropriate  keyboard  controls 
for  access  status  or  cancellation. 

There  is  a  problem  associated  with  the  cancellation  of  lost  or  stolen  cards 
in  many  central  controllers,  however.  When  cards  are  group -loaded,  information 
is  programmed  into  the  controller  memory  for  departments  of  any  group  in  which 
personnel  have  similar  access  characteristics.  The  cards  are  numbered 
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sequentially,  in  numerical  order.  If  a  block  programmed  card  is  subsequentially 
lost  or  stolen,  the  serial  number  on  the  card  that  replaces  it  will  not  be  in 
the  same  numerical  order.  For  example,  if  cards  numbered  1  through  100,  all 
with  the  same  access  parameters  are  programmed  into  a  system  at  one  time  and 
card  number  43  is  lost,  it  might  be  replaced  by  card  number  208.  Consequently, 
whenever  a  program  change  for  the  entire  group  of  cards  is  desired,  card  number 
208  and  other  cards  replaced  since  the  card  group  was  first  programmed,  are 
out  of  numerical  order,  and  must  be  reprogrammed  separately,  one  at  a  time. 

The  provision  of  multiple  issue  levels  for  each  card  number  eliminates  this 
problem.  Only  one  of  the  identified  central  controllers  has  this  provision. 

Once  a  card  has  been  encoded  and  enrolled  in  a  system's  controller  unit, 
the  card  is  ready  for  use.  Then,  when  the  card  is  inserted  in  a  card  reader 
at  an  access  point,  the  coded  information  is  transmitted  back  to  the  central 
controller.  The  card  data  are  received  by  the  central  controller,  checked 
for  transmission  errors,  and  the  access  decision  process  begins.  First,  the 
controller  begins  scanning  its  memory  in  an  attempt  to  find  the  cardholder's 
ID  number.  If  the  number  is  located,  indicating  that  the  card  is  valid,  its 
assigned  "access  level"  is  then  examined.  If  the  cardholder's  status  level 
specifies  access  at  the  reader  location  at  the  current  time  of  day  and  day 
of  the  week,  the  controller  issues  a  "go  command"  to  the  reader  (otherwise 
a  "no  go"  command  is  issued) .  At  the  same  time,  a  transaction  record  is 
formatted  and  transmitted  to  a  printing  device. 

MAINTENANCE 

Coded-credential  systems  are  generally  complex  electronic  systems,  and, 
as  such,  require  competent  electronic  technicians  to  perform  maintenance. 

At  the  time  of  purchase  therefore,  a  maintenance  contract  should  be  placed 
with  either  the  manufacturer  or  an  established  contractor  authorized  by  the 
manufacturer.  The  maintenance  contract  should  include  operational  spares 
so  that  system  downtime  can  be  minimized. 
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SECTION  IV 


CARDKEY 


Source :  Cardkey  Systems 

Division  of  VSI  Inc. 
20339  Nordhoff  Street 
Chatsworth,  CA  91311 


SYSTEM  OVERVIEW 

The  Interrogator  790  Model  is  a  microprocessor  controlled  system  that  is 
capable  of  controlling  up  to  16  Reader /Terminals  and  2,500  patron  accounts. 

The  basic  Interrogator  790  system  includes  32  Access  Levels,  a  hard  copy 
printer  installed  in  the  Central  Controller,  an  internal  Audible  Alarm,  8 
Time  Zones,  and  the  ability  to  interface  with  a  main  frame  computer  via 
either  an  electronic  interface  panel  or  a  magnetic  tape  interface.  Reader/ 
Terminals  may  be  connected  to  the  Central  Controller  directly  up  to  a  distance 
of  1.5  miles  without  line  compensation.  Modems,  operating  at  a  speed  of 
1200BAUD,  may  be  connected  to  provide  unlimited  operating  distances  over 
telephone  circuits .  The  Cardkey  reader  is  the  only  one  on  the  market  that 
has  its  electronics  separated  from  the  reader  head.  This  feature  prohibits 
tampering  with  the  reader’s  electronics  and  minimizes  malicious  damage  to 
the  system. 

All  programming  is  performed  by  means  of  a  single  keyboard  on  the  front 
panel  of  the  Central  Controller.  A  special  key-operated  switch  on  the  panel 
restricts  programming  operations  to  authorized  personnel  only.  A  built-in 
card  reader  is  available  for  reading  "Securiti-Cards"  (trade  name)  and  further 
restricting  the  programming  of  the  system  to  authorized  personnel.  Both  the 
key- operated  switch  and  an  authorized  card  would  then  be  required  before 
programming  operations  could  be  initiated.  Therefore,  unauthorized  personnel 
could  not  change  the  functional  parameters  programmed'  into  the  Controller. 

Programmed  data  controls  a  person’s  access  authorization  --  when  and 
where  he  can  enter  or  exit  --  according  to  time  period,  access  authorization, 
or  in/out  status.  If  an  authorized  person  attempts  to  use  a  card  at  the 
wrong  door  --or  the  right  door  at  the  wrong  time  --  his  or  her  presence  and 
location  would  be  immediately  detected  at  the  central  console,  and  the 
attempted  intrusion  would  be  simultaneously  documented  on  the  system's  hard 
copy  printer.  The  format  of  this  documented  record  is  similar  to  the  format 
shown  in  Figure  1.  Valid  entries  are  shown  in  black  indicating  card  number, 
time,  and  terminal  number.  Invalid  entries  are  given  in  red  and  show,  in 
addition  to  the  same  transaction  data  as  valid  entries,  a  code  that  signifies 
why  access  was  not  granted. 
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MEAL  CARD 
NUMBER 


TIME - 111:22' 

11:22 

11:22 

11:22 

11:21 

11:20 

11:20 


READER 

LOCATION 


<§) 

'0012J@> 

01.8.  0012.0 

05 

0456.0 

O  0456.0 

01 

0123.0 

01 

0123.0 

01 

0123.0 

REJECTION 

CODE 


FIGURE  1.  Sample  Audit  Trail 


ISSUE  LEVEL 
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Vendor  supplied  specifications  are  given  in  Appendix  E  and  a  photograph 
of  the  790  Console  is  shown  in  Figure  2. 

PRINCIPLES  OF  OPERATION 

When  a  badge  is  inserted  into  a  reader,  its  invisible  code  triggers  the 
card  reading  device.  The  card  reader  can  make  individual  access  decisions 
based  on  the  code  or  can  signal  the  microprocessor  based  central  controller 
to  check  the  corresponding  access  information  that  has  been  programmed  into 
its  memory.  If  access  is  not  granted  for  any  reason,  a  blinking  red  light 
flashes  on  the  card  reader.  A  blinking  green  light  signals  that  access 
should  be  granted.  Continuous  electronic  communication  between  readers 
and  the  central  terminal  will  indicate  malfunctions  by  audio  and  visual 
means  when  the  terminal  does  not  respond. 

SYSTEM  COSTS 


The  purchase  price  of  this  system  is  as  follows: 


Hardware 

Cost 

Cards  Cost 

System  790  Control  Unit  With 
Printer  and  Data  Entry  Device 

$  7,755 

2,800  Non  Photo  $  2,856 
2,800  Photo  $  3,836 

2  Card  Readers 

$  1,950 

Interfaces 

$  3,920 

Total  Hardware 

$13,625 

Thus,  the  first  year  cost  of 

a  Cardkey  790 

system  with  a  non-photo 

program  would  be  $16,481:  $13,625  for  the  system  hardware  and  interfaces 

and  $2,856  for  the  2800  meal  cards  that  would  be  required  under  the  specific 
card-related  assumptions  of  this  survey.  The  first  year  cost  for  the  Cardkey 
system  with  a  photo  meal  card  program  would  be  $17,161:  $13,625  for  the  hard¬ 

ware  and  $3,836  for  2800  photo  cards.  The  only  additional  costs  that  would  be 
incurred  in  the  second  and  subsequent  years  with  the  Cardkey  system  would  be 
the  cost  for  800  newly  issued  cards  a  year,  $816  for  non-photo  cards  and  $1,106 
for  photo  cards. 

USER  INTERVIEW 

A  Cardkey  790  system  used  solely  for  access  control  was  seen  in  a  New  York 
engineering  firm.  The  central  polling  unit  was  kept  in  a  locked  closet  and 
a  continuous  tape  was  kept  of  all  persons  entering  and  leaving  the  controlled 
access  points.  The  Director  of  Security  at  this  firm  reported  that  the  system 
functioned  according  to  specifications  and  that  after  some  initial  installation 
problems  were  remedied,  the  system  was  also  completely  reliable.  It  seems  that 
even  though  the  locked  closet's  internal  temperature  was  in  the  specified 
interval,  the  central  polling  device  repeatedly  overheated.  Cardkey 
recommended  that  a  duct  be  built  in  the  closet  and  after  this  was  accomplished, 
no  further  problems  were  encountered. 
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FIGURE  2.  Cardkey  790  Console 
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EVALUATION  FOR  MILITARY  APPLICATION 


On  those  military  installations  that  have  a  limited  number  of  dining 
facilities  as  well  as  customer  populations  in  the  range  of  2000  to  2500 
personnel,  the  Cardkey  790  system  offers  several  potential  benefits.  The 
Cardkey  system  is  unique  in  that  provisions  are  included  to  allow  reissuing 
the  same  card  number  to  replace  lost  or  stolen  cards  by  changing  the  card 
issue  level.  Only  the  card  with  the  latest  issue  level  will  operate  the 
system,  and  since  the  serial  number  is  unchanged,  recordkeeping  in  not 
affected.  In  other  systems,  once  a  card  is  lost  or  stolen,  a  new  card  with 
a  new  serial  number  must  be  issued. 

Cardkey's  magnetically  encoded  "Securiti-Card"  is  less  easily  erased  or 
duplicated  than  other  system’s  cards  that  are  simply  encoded  with  a  magnetic- 
stripe.  This  feature  is  due  to  the  fact  that  the  "Securiti-Card"  contains 
an  embedded  layer  of  berrium  ferrite  upon  which  the  encoded  information  is 
stored.  In  addition  to  making  the  card  less  easily  erased,  the  embedded 
ferrite  material  porbably  makes  the  card  more  durable  than  the  usually 
thinner  magnetic -striped  cards. 

Although  not  a  unique  feature  of  the  Cardkey  system,  the  fact  that  its 
card  readers  are  designed  to  actuate  turnstiles  and  locks  makes  it  possible 
for  management  to  place  these  readers  in  areas  where  access  control  might  be 
important  in  the  food  service  operation.  Rather  than  padlock  refrigerator 
doors  to  keep  unauthorized  personnel  from  pilfering  food  after  hours,  management 
might,  for  example,  place  a  Cardkey  reader  on  doors  into  refrigerated  or  dry 
storage  areas.  Looking  beyond  a  foodservice  application,  readers  could  also 
be  placed  at  other  areas  on  the  installation  where  security  access  is  an 
important  concern  such  as  the  Post  Exchange  (PX) . 

Based  on  NLAB'S  observations  of  the  790  in  a  user  environment,  it  appears 
that  the  readers  and  interrogator  (i.e.,  central  polling  device)  constitute  a 
relatively  "sailor-proof"  system.  Furthermore,  given  the  fact  that  the  card 
reader  can  be  separated  from  the  terminal  interface  unit,  the  opportunity  for 
intentional  tampering  with  the  reader's  electronics  is  minimized. 

On  the  negative  side  of  the  ledger,  the  Cardkey  system  is  an  expensive 
configuration  to  simply  replace  the  existing  headcount  sheet  approach  to 
accountability.  Another  limitation  of  the  Cardkey  system  is  that  being 
designed  for  a  specific  purpose,  there  is  a  very  severe  limit  placed  on  the 
system's  capability  to  meet  the  broad  range  of  functions  required  for  ration 
accountability.  For  example,  the  Cardkey  system  as  described  in  this  report 
could  not  be  programmed  to  provide  a  signal  if  a  meal  card  appeared  at  a 
midrats  meal  if  it  also  appeared  at  the  breakfast,  dinner,  and  supper  meals 
during  that  day. 
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And  finally,  the  interrogator  790  model  and  associated  card  reader  does 
not  have  the  capability  to  provide  a  total  headcount  by  meal  period.  Some 
kind  of  counter  could  undoubtedly  be  added  to  the  card  reader.  This  feature, 
however,  is  not  part  of  the  manufacturer's  off-the-shelf  system. 
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SECTION  V 


IDENTIMAT 


Source:  Stellar  Systems,  Inc. 

231  Charcot  Avenue 
San  Jose,  CA  95131 

INTRODUCTION 

Identimat,  using  biometric  data,  electronically  records  an  individual's 
hand  geometry  on  to  magentic  stripped  cards.  Hand  geometry,  which  is  a 
measurement  of  relative  finger  length,  has  been  found  to  be  a  "unique" 
characteristic  of  individuals.  In  1969,  Stanford  Research  Insitute 
performed  computerized  statistical  analysis  of  finger- length  data  (excluding 
the  thumb)  and  concluded  that  hand  geometry  is  a  distinct  human  characteristic 
that  can  be  related  to  individuals. 

SYSTEM  OVERVIEW 

The  Identimat  system  can  be  configured  in  either  one  of  two  ways.  A 
separate  printer  may  be  used  with  each  hand  reader  or,  several  readers  may 
be  connected  to  a  Central  Station  (multiplexer)  permitting  the  use  of  only 
one  printer  for  the  entire  system.  That  is,  the  system  can  be  operated  in 
either  a  stand-alone  or  an  on-line  mode.  In  its  stand-alone  configuration, 
the  Identimat  system  can  support  10,000  patron  accounts  and  an  unlimited  > 
number  of  reader  terminals .  In  its  on-line  mode,  the  system  can  carry  10,000 
accounts  and  63  reader  stations  which  can  either  be  hardwired  to  the  central 
station  via  a  three -twisted-pair  cable  or  linked  via  dedicated  telephone  lines. 

Due  to  the  nature  of  Identimat' s  unique  approach  to  patron  identification, 
system  cards  are  encoded  on  site.  The  Identimat  Encoder  plugs  into  any  hand 
reader  in  the  system.  In  addition  to  encoding  hand  geometry  onto  the  cards, 
the  Encoder  can  also  encode  the  card  with  area  access  and  account  number 
information.  The  Encoder  for  each  system  is  unique  (i.e.,  a  card  made  on 
one.  customer's  system  cannot  be  used  in  another  system) .  The  typical  time 
to  encode  a  card  is  less  than  30  seconds.  However,  for  individuals  with 
arthritic  problems,  or  for  persons  who  fail  to  firmly  place  their  fingers 
in  the  reading  slots,  encoding  time  can  be  longer  than  30  seconds. 

Reader  terminals  measure  19"  high  by  13"  wide  by  19"  deep  with  a  weight 
of  32  pounds.  They  are  small  enough  to  sit  on  a  desk  or  small  table,  but 
should  be  positioned  so  that  users  may  comfortably  position  their  hands. 


Personnel  Identification  by  Hand  Geometry  Parameters,  Stanford  Research 
Institute  Report,  July  15,  1969. 
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Manufacturer  supplied  specifications  on  the  hand  readers  used  in  either 
the  stand  alone  or  on-line  mode,  encoder,  and  central  station  are  included 
in  Appendix  F. 

PRINCIPLES  OF  OPERATION 

To  encode  an  individual,  a  blank  magnetic-stripe  card  is  inserted  into 
the  Encoder's  card  slot  and  the  individual  places  his/her  hand  on  the  card 
reader.  The  encoder  automatically  computes  the  measurements  Mi  through  M4 
shown  in  Figure  3  and  encodes  those  readings  on  the  card  along  with  any  area 
access  and/or  employee  number  data  manually  entered  into  the  encoder.  The 
measurements  are  made  by  photodetector  devices  located  beneath  a  top-lighted 
plate  on  which  the  hand  is  positioned.  As  can  be  seen  in  Figure  4,  the  hand 
is  positioned  on  the  plate  by  means  of  a  peg  which  projects  between  the  middle 
and  ring  fingers.'  The  hand-positioning  is  not  critical;  however,  the  fingers 
must  be  placed  firmly  in  each  slot  to  block  the  light  entering  the  photodetector 
that  scans  each  slot.  A  capacitive -switch  must  sense  the  presence  of  a  hand  to 
initialize  a  scan. 

After  an  individual  has  been  encoded  and  wants  to  gain  access  to  a  controlled 
area,  he  inserts  his  identity  card  into  the  reader  terminal,  places  one  hand 
on  the  top  plate  and  presses  down  gently.  Verification  is  accomplished  when 
the  individual's  hand  geometry  characteristics  are  measured  and  compared 
against  the  data  previously  encoded  on  the  user's  card.  (Read  and  response 
times  are  typically  one  second) .  Terminals  respond  after  verification  with 
either  an  ACCESS  or  NO  ACCESS  message.  An  ACCESS  signal  indicates  verification 
of  the  user's  identity  and  authorization  for  that  area.  A  NO  ACCESS  signal 
indicates  wrong  hand  geometry,  wrong  area  and/or  wrong  system. 

At  the  same  time  that  the  reader  signals  its  message,  a  printed  record  is 
made. of  the  verification  attempt.  The  printer  gives  the  date,  time,  card 
number,  reader  location,  and  the  reason  for  a  rejection  if  it  occurs.  All 
rejects  are  printed  in  red.  To  negate  the  task  of  physically  counting  the 
number  of  entries  on  the  printer  tape,  the  use  of  a  mechanical  counter  at 
each  reader  station  is  recommended. 

If  the  stand-alone  version  of  the  Identimat  system  is  used,  then  the 
printed  record  is  formed  on  a  printer  located  next  to  the  reader  station  thus 
providing  a  separate  audit  trail  for  each  reader  station  location.  When  the 
on-line  system  is  employed,  the  printed  record  is  provided  by  the  Central 
Console  which  can  be  located  anywhere.  In  the  on-line  mode,  dining  facilities 
would  not  be  able  to  receive  their  own  audit  trails  as  the  system  is  only 
capable  of  printing  the  transactions  as  they  occur  (i.e.,  sequentially). 

Another  difference  between  the  stand-alone  and  on-line  modes  of  operation 
is  that  the  on-line  capability  allows  you  to  list  and  delist  patron  numbers 
in  memory.  That  is,  the  Central  Console  functions  partially  as  a  data  entry 
device,  and  cards  can  be  invalidated  without  the  necessity  of  recalling  them. 
With  a  stand-alone  system,  cards  could  not  be  invalidated  unless  they  were 
physically  removed  from  their  owner's  possession.  Both  versions  of  the 
Identimat  system  can  be  expanded  to  interface  with  a  mainframe  computer. 
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FIGURE  3 .  Measurements  Used  By  Identimat 
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FIGURE  4.  Identimat  Reader  Station  and  Encoder 
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SYSTEM  COSTS 


Hardware  and  card  costs  are  presented  on  the  following  page  for  both  the 
stand-alone  and  on-line  systems.  For  each  system,  the  cost  for  the  basic 
equipment  represents  a  fixed  charge  and  the  cost  for  the  station  equipment 
represents  a  variable  charge  (i.e.,  station  costs  are  provided  on  a  per- 
station  basis) .  This  method  of  presentation  was  selected  so  that  the  reader 
could  compute  for  himself,  using  his  own  size  inputs,  the  total  system  cost 
for  each  alternative  configuration. 

Thus,  the  purchase  price  of  a  stand-alone  system  with  2  Reader  Stations, 

2000  current  patrons,  and  800  patron  turnover  and  replacement  accounts  is 
$ 17 ,605 — $4,275  for  the  basic  equipment,  $12,490  for  the  2  Reader  Stations, 
and  $840  for  the  magnetic- stripped  cards.  An  on-line  system  of  the  same 
size  would  cost  $22,700.  $12,910  for  the  basic  equipment,  $8,950  for  the  2  , 

Reader  Stations,  and  $840  for  the  magnetic -stripped  cards.  For  either 
configuration,  the  only  charge  that  would  be  incurred  in  the  second  and 
subsequent  years  would  be  $240  for  the  800  new  cards  that  would  be  issued 
each  year. 

USER  INTERVIEW 

An  interview  was  held  with  the  Manager  of  Food  Service  at  the  University 
of  Tennessee  where  an  Identimat  system  was  installed  six  years  ago.  The 
University  chose  Identimat  because  prior  experience  with  picture  I.D.  cards 
proved  them  to  be  an  inadequate  control.  Student  appearances  (beard  on 
picture  shaved  off  later,  etc.)  changed  often  enough  to  render  pictures 
deceiving.  Problems  such  as  loaning  meal  cards  to  a  friend  for  his/her 
unauthorized  use  have  been  dramatically  reduced  in  the  transition  from 
"Picture  I.D."  to  the  Identimat  system. 

EVALUATION  FOR  MILITARY  APPLICATION 

The  uniquely  attractive  feature  of  the  Identimat  system  is  that  verification 
of  the  cardholder's  identity  is  performed  by  the  headcount  equipment  rather 
than  by  visual  comparison  of  pictures  and  faces.  Thus,  with  an  Identimat 
system,  a  photo  card  program  would  not  be  needed  to  determine  card  transfers 
or  "loans"  among  patrons,  as  an  encoded  Identimat  card  could  not  be  transferred 
without  detection  due  to  the  encoding  of  the  cardholder's  handprint  on  the 
card. 

To  prevent  counterfeiting  of  the  system's  card,  half  of  the  bits  on  the 
card's  magnetic  stripe  are  invalid  -  randomly  thrown  in  by  a  "garbage  hit 
generator".  Copying  an  Identimat  card  is  thus  made  ineffective  in  two  ways: 
it  would  be  difficult  if  not  impossible  to  tell  which  field  to  use  and,  if 
somehow  one  could,  the  hand  geometry  would  not  match  anyhow.  However,  even 
though  an  Identimat  card  would  be  difficult  to  duplicate,  it  is  still  highly 
susceptible  to  erasure. 
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STAND-ALONE  SYSTEM  HARDWARE 


Basic  Equipment  Cost 

1  -  Encoder  $  4,250 

1  -  Degausser  25^ 

Cost  for  Basic  Equipment  $  4,275 

Station  Equipment  (1  Station)  Cost 

1  -  Hand  Reader  $  3,775 

1  -  Printer  385 

1  ~  Printer  1,785 

1  -  Mechanical  Counter  300 

Cost  per  Station  $  6,245 


USING  CENTRAL  STATION 


Basic  Equipment  Cost 


1  -  Encoder  $  4,250 

1  -  Degausser  25 

1  -  Central  Station  w/capacity  for 

2000  accounts*  6,850 

1  -  Printer  Option  1,785 

Cost  for  Basic  Equipment  $12,910 

Station  Equipment  (1  Station)  Cost 


1  -  Hand  Reader  $  3,775 
1  -  Transmit  Board  400 
1  -  Mechanical  Counter  300 

Cost  per  Station  $  4,475 


CARDS  -  BOTH  SYSTEMS 


2800  -  Magnetic  Stripped  Cards  ($ 0.30/card)  $  840 


*The  basic  Central  Station  includes  a  capacity  for  1,000  valid 
identification  numbers.  The  valid  memory  list  may  be  expanded  up  to  a 
total  of  10,000  at  a  cost  of  $430  for  the  second  thousand  and  $215  for  each 
additional  thousand. 
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Another  potential  disadvantage  of  the  Identimat  system  is  that  initially, 
dining  facility  patrons  might  possibly  view  the  system  as  a  "fingerprinting" 
operation  and  develop  a  high  degree  of  resentment  towards  it.  However,  if 
the  University  of  Tennessee's  experience  is  any  indication  of  how  military 
patrons  will  react  to  the  Identimat  system,  then  the  period  of  customer 
resistance  and  resentment  will  be  relatively  short.  What  the  University 
did  in  response  to  initial  customer  complaints  was  to  educate  them  about  the 
Identimat  system  and  prove  to  them  that  it  was  not  a  "fingerprinting"  operation. 
Their  educational  campaign  was  quite  successful  and,  therefore,  it  is  recommended 
that  a  similar  campaign  should  be  conducted  on  any  base  where  an  Identimat  system 
is  to  be  installed. 
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SECTION  VI 


VALI-DINE 


Source:  R.  D.  Products,  Inc. 
6132  Route  96 
P.  0.  Box  E 
,  Victor,  NY  14564 


INTRODUCTION 

R.  D.  Products  markets  an  electronic  meal  card  control  system,  trade- 
marked  VALI-DINE,  that  was  originally  designed  specifically  for  use  in  college 
foodservice.  First  introduced  in  1974,  the  VALI-DINE  System  has  now  been 
adopted  by  over  200  colleges  and  universities  across  the  country.  Several 
variations  of  the  VALI-DINE  System  are  commercially  available,  but  only  one 
of  these,  the  Series/4,  is  capable  of  producing  hard  copy  participation  data. 
Figure  5  contains  a  sample  equipment  configuration  for  the  Series/4.  Specifi¬ 
cations  provided  by  the  manufacturer  on  the  Series/4  are  contained  in  Appendix  G. 

For  the  reader's  general  information,  two  Vali-Dine  system  descriptions 
are  contained  in  Appendix  H.  The  first  describes  how  a  New  York  State  college 
gained  computerized  control  over  its  a  la  carte  operation  with  Vali-Dine  and 
the  second  discusses  how  effective  Vali-Dine  has  been  in  computerizing  the 
library  checking-out  function  at  Penn  State  College. 

SYSTEM  OVERVIEW 

The  Series/4  Computer  is  a  64K  microprocessor  based  mini -computer.  In 
its  normal  configuration,  the  Central  Processing  Unit  (CPU)  will  support  an 
unlimited  number  of  patron  accounts,  24  Card  Readers,  two  Interactive  Terminals, 
one  Data  Storage  Terminal,  one  Dine  Printer,  and  one  port  to  link  to  another 
computer . 

Card  Readers  are  designed  to  operate  in  an  on-line,  and  if  necessary  in 
an  off-line  mode.  In  the  off-line  mode,  however,  the  Card  Readers  can  not 
validate  transactions;  they  are  only  capable  of  recording  the  fact  that  a 
transaction  occurred  via  mechanical  counters.  Readers  can  either  be  hardwired 
to  the  CPU  via  a  3002  dedicated  data  line,  or  linked  via  a  dedicated  phone  line. 

The  data  storage  terminal  is  linked  directly  to  the  CPU.  The  function  of 
this  terminal  is  to  dump  on  tape  daily  all  memory  stored  in  the  CPU.  In  case 
of  a  CPU  malfunction  or  scramble,  as  can  occur  during  a  severe  lightening  storm, 
if  lightening  hits  close  by,  then  a  simple  load  of  the  previous  tape  brings  all 
files  back  to  their  original  condition.  The  dump  is  accomplished  daily  via  a 
time  schedule;  all  that  is  required  of  the  operator  is  to  put  in  the  tape  at 
the  end  of  the  day  and  take  it  out  the  next  morning.  It  takes  approximately 
20  minutes  to  totally  restore  the  memory. 
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The  Cathode  Ray  Interactive  Terminal  (CRTIT)  is  used  to  check  patron 
files,  make  changes  in  the  files  or,  in  general,  instruct  the  computer  to 
set  up  time  schedules,  produce  reports,  etc.  In  other  words  the  unit  gains 
access  to  the  memory  of  the  CPU  and  gives  one  the  opportunity  to  manipulate 
the  memory  in  any  way  required.  All  this  can  be  accomplished  rapidly  since 
this  unit  operates  at  9600  baud. 

The  line  printer  operates  at  300  lines  per  minute  and  is  contained  in  a 
soundproof  enclosure.  Reports  that  are  on  a  daily  time  schedule  are  linked  to 
the  printer  in  order  to  produce  a  hard  copy  of  daily  transactions.  To  maximize 
the  efficiency  of  the  printer,  a  specialized  serial  transmission  technique  is 
used  which  operates  at  56K  bits  per  second.  This  enables  the  CPU  to  continue 
on-line  terminal  transactions  while  the  printer  is  in  operation.  This  is  to 
say,  while  the  printer  is  producing  a  report,  all  the  readers  remain  on-line 
and  operate  normally. 

A  major  software  system  controls  the  operations  of  the  Series/4  computer. 

It  consists  of  a  real  time  operating  system  which  coordinates  the  actions  of  a 
command  line  interpreter,  a  transaction  processor,  an  Input/Output  processor 
and  a  time  activated  command  (time  schedule) .  A  special  purpose  language  has 
been  designed  for  the  Series/4  System.  It  allows  the  operators  of  the  system 
to  maintain  the  data  base  through  the  use  of  words  and  phrases  that  are  common 
to  the  areas  of  university  food  service.  The  language  also  serves  a  management 
information  system  which  will  produce  summary  information  about  the  data  base 
and  student  activity  on  a  per  meal  and  daily  re-cap  basis. 

The  Vali-Dine  meal  card  contains  a  strip  of  imbedded  magentic  tape.  The 
tape  is  imbedded  under  several  layers  of  plastic  and  thus  is  less  susceptible 
to  erasure  than  other  magnetic  stripe  cards.  Vali-Dine's  photo  meal  card 
program  does  not  permit  the  user  to  prepare  the  actual  meal  card.  The  user 
photographs  and  gathers  information  on  each  patron  but  then  must  forward  the 
pictures  and  data  to  R.  D.  Headquarters  for  the  final  stages  of  card  preparation. 
Estimates  obtained  from  users  in  industry  indicate  that  R.  D.  Products  returns 
the  finished  cards  within  two  weeks  of  receipt. 

PRINCIPLES  OF  OPERATION 

When  a  meal  card  is  inserted  into  a  card  reader,  the  system  reads  the 
patron's  meal  plan  type  and  account  status  to  determine  if  he/she  is  clear 
to  eat,  then  informs  the  headcount  monitor  via  indicator  lights  on  the  card 
reader.  The  responses  of  the  card  reader  are: 

o  PASS 

o  MEAL  EATEN 

o  MAX.  MEALS  EATEN 

o  INVALID 

o  MESSAGE 
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The  MESSAGE  light  indicates  that  someone  is  trying  to  locate  this  patron  and 
that  he/she  should  contact  the  proper  authority  for  further  information.  All 
the  other  responses  are  self-explanatory. 

As  presently  programmed,  the  Series/4  generates  only  two  types  of  management 
reports.  Samples  of  these  reports  are  contained  in  Figures  6  and  7.  The 
Individual  Status  Report  shown  in  Figure  6  portrays  the  current  status  (i.e., 
as  of  3:37  PM  on  February  27,  1979)  of  patron  account  number  10004.  This  patron 
is  on  meal  plan  #1  which  means  (in  this  example)  that  this  person  is  authorized 
to  eat  at  all  meals,  on  all  days,  as  many  times  as  desired  until  such  time  as 
his  25,600  points  are  used  up  (with  the  Vali-Dine  System  you  have  the  option 
of  simulating  a  cash  program  by  defining  the  point  value  as  $0.01  per  point 
and  charging  customers  a  flat  rate  per  meal) . 

It  can  also  be  seen  from  this  report  that  this  patron  has  192.34  points 
remaining  of  the  original  25,600  and  that  this  account  is  still  valid.  The 
term  "Activity"  in  this  report  refers  to  functions  other  than  foodservice  that 
the  student  might  be  allowed  to  participate  in.  For  example,  ACTIVITY  #2  could 
signify  library  rights  and  a  "yes"  after  this  activity  signifies  that  this 
student's  account  at  the  library  is  up  to  date  and  he/she  is  allowed  to  enter 
the  library.  A  "no"  after  this  activity  would  signify  that  the  student's 
account  is  delinquent  and  he/she  would  not  be  granted  access  to  the  library. 

The  Recapitulation  Report  formatted  in  Figure  7  gives,  by  reader 
location  (LOC) ,  and  type  of  meal  plan,  (i.e.,  meal  plan  2:  any  10  meals) 
the  total  number  of  meals  eaten,  total  number  of  points  used,  and  the  average 
value  of  meals  sold  (in  points) .  It  should  be  noted  that  if  a  simulated  cash 
program  is  not  desired,  then  the  total  number  of  points  used  and  the  average 
check  value  columns  in  this  report  would  not  be  included. 

SYSTEM  COSTS 

Under  the  constraints  defined  in  this  survey,  the  Vali-Dine  system  is 
available  on  a  lease-only  basis.  As  the  pricing  schedules  in  Tables  2  through 
4  indicate,  Vali-Dine  equipment  is  reduced  to  35%  of  the  first  year  rental 
prices  in  effect  at  the  time  of  renewal  for  the  third  and  subsequent  years. 

The  second  year  equipment  use  charge  is  35%  of  the  first  year  charge. 

Table  2  contains  the  1979  pricing  schedule  for  the  Series/ 4  hardware 
which  includes  a  central  processing  unit,  two  card  readers,  an  interactive 
terminal,  and  a  printer.  Total  first  year  charges  for  this  equipment  would 
be  $18,860.  The  estimated  second  year  charge  for  this  same  equipment  configura¬ 
tion  would  be  $6,601. 

The  pricing  schedule  for  Vali-Dine's  meal  card  program  is  presented  in 
Table  3.  Depending  on  whether  or  not  a  photo  meal  card  program  is  desired, 
not  all  of  the  supplies  listed  would  be  applicable.  Specifically  the 
Permanent  I-D  Camera  and  photo  meal  cards  would  not  be  required  in  a  non-photo 
meal  card  program  but  the  transparencies  (containing  the  desired  logo)  ,  non¬ 
photo  cards,  permanent  information  cards  (for  office  record  keeping  purposes), 
ah  artwork  and  engraving  plate,  and  an  econder/verifier  would  be  required. 
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TUE  03:37  PM 


02/27/79 


ACCOUNT  NUMBER:  10004  LOST  CARD  CODE:  0 

***  MEAL  STATUS  *** 

BOARO  PLAN:POINT  MEAL  PLAN  1-25600  POlNTStB-BR-L-DtEvERY  DAYfCONSTANT  PAS 
ACCOUNT  STATUS.*  VAL  10*  CLEAR  ♦'  192.34  POINTS  REMAINING 
***  ACTIVITY  STATUS  *** 


( 

1  )  .MESSAGE 

:  no 

(  2). ACTIVITY 

2 

:  YES 

( 

3)  .ACT  IVITY 

3  : 

:  no 

(  4). ACTIVITY 

4 

:  no 

( 

5 ) . ACTIVITY 

5  : 

:  no 

(  6). ACTIVITY 

6 

:  no 

( 

7 ) .ACT  IVITY 

7  : 

;  no 

(  8). ACTIVITY 

8 

:  no 

FIGURE  6.  Vali-Dine  Individual  Account  Status  Report 


PAGE  l  TUE  03:17  PM  -  02/27/79 
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FIGURE  7.  Vali-Dine  Recapitulation  Report 
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TABLE  2 


Vali-Dine  System  Hardware  Proposal  Pricing  Schedule  - 

January  1,  1979 


Description 

Quantity 

Unit  Price 

Total 

R.  D.  Series/4  CPU 
(est.) 

1 

$  12,400.00 

$  12,400.00 

Series /4  Card  Reader 
(1:8  backup  ratio) 
(quantity  1-3) 

2 

$  1,100.00  ea. 

$  2,200.00 

Series /4  CRTIT 

1 

$  1,675.00  ea. 

$  1,675.00 

Series/4  Line  Printer 
(LP-300)  with  sound 
proof  enclosure 

1 

$  2,585.00  ea. 

$  2,585.00 

TOTAL  FIRST  YEAR  SERIES/4  SYSTEM  HARDWARE  USE  CHARGE. ..  (est.)$  18,860.00 


Estimated  Second  Year  Series/4  Equipment  Use  Charge 

is  35%  of- first  year  use  charge . . .  $  6,601.00 
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TABLE  3 


Vali-Dine  Meal  Card  Program 


Estimated 

Quantity 

Supplies 

Unit 

Price 

Total 

1 

Permanent  I-D  Camera  (includes 
any  additional  cameras  required 
for  mass  photographing) 

$ 

450.00 

$  450.00 

2800 

Transparencies 

$ 

.10 

ea. 

$  280.00 

2800 

Non -Photo  Cards 

$ 

.75 

ea. 

$2,100.00 

2800 

Vali-Dine  Photo  Meal  Cards 

$ 

1.50 

ea. 

$4,200.00 

2800 

Permanent  Information  Cards 

$ 

.02 

ea. 

$  56.00 

1 

R.  D.  Encoder/Verifier 

$1,875.00 

$1,875.00 

1 

Artwork  §  Engraving  Plate 

$ 

150.00 

$  150.00 

Note  1:  Vali-Dine  equipment  is  reduced  to  35%  of  the  first  year  rental 

prices  in  effect  at  time  of  renewal  for  the  third  and  subsequent 
years . 

Note  2:  Proper  Data  Line  Installation  is  the  responsibility  of  the 
customer. 
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TABLE  4 


Vali-Dine  Series/4  System  Summary  Cost  Proposal 

1979 

Vali-Dine  Series/4  Equipment  Configuration  Rental. * . $  18,860.00 

Non -Photo  Card  Program . $  4,461.00 

Photo  Card  Program . $  7,011.00 

TOTAL  FIRST  YEAR  ESTIMATED  COST  WITH  NON-PHOTO  CARDS . $  23  ,321.00 

TOTAL  FIRST  YEAR  ESTIMATED  COST  WITH  PHOTO  CARDS . $  25,871.00 

Estimated  Subsequent  Year  Cost  1980 

Val-Dine  Series/4  Equipment  Rental . $  6,601.00 

Non -Photo  Card  Program . . ... . $  1,352.00 

Photo  Card  Program . $  2,402.00 

TOTAL  SECOND  YEAR  ESTIMATED  COST  WITH  NON-PHOTO  CARDS . $  7,953.00 

TOTAL  SECOND  YEAR  ESTIMATED  COST  WITH  PHOTO  CARDS . $  9,003.00 
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The  required  supplies  for  a  photo  card  program  are:  the  Permanent  I-D  Camera, 
transparencies,  photo  meal  cards,  permanent  information  cards,  an  artwork  and 
engraving  plate,  and  an  encoder /verifier.  For  the  specific  assumptions  of  this 
survey,  the  first  year  cost  for  a  Vali-Dine  non-photo  meal  card  program  would 
be  $4,461,  and  the  first  year  cost  for  a  photo  card  program  would  be  $7,011. 

Subsequent  year  costs  for  Vali-Dine 's  meal  card  programs  reflect  the 
following  four  factors:  (1)  800  new  cards,  with  associated  transparencies 
and  permanent  information  cards,  would  be  issued  per  year,  (2)  the  equipment 
use  charge  for  the  encoder /verifier  would  be  35%  of  the  first  year  charge, 

(3)  the  equipment  use  charge  for  the  I-D  camera  would  be  100%  of  the  first 
year  charge  (i.e.,  the  unit  price  for  the  camera  represents  an  annual  charge), 
and  (4)  the  price  for  the  artwork  and  engraving  plate  is  a  one-time  charge  and 
is  therefore  not  figured  into  the  subsequent  year  cost  estimates.  Thus, 
estimated  subsequent  year  costs  for  the  non-photo  program  would  be  $1,352 
and  $2,402  for  the  photo  card  program. 

A  summary  cost  proposal  is  contained  in  Table  4.  As  this  table  indicates, 
the  total  first  year  estimated  cost  with  non-photo  cards  is  $23,321,  and  the, 
first  year  estimated  cost  with  photo  cards  is  $25,871.  Second  year  total 
costs  for  the  equipment  and  non-photo  and  photo  card  programs  are  $7,953  and 
$9,003,  respectively. 

USER  INTERVIEW 

An  interview  was  held  with  the  Dining  Service  Manager  at  the  University 
of  New  Hampshire  where  a  Vali-Dine  Series/4  System  had  been  installed  more 
than  two  years  ago.  In  the  manager's  eyes,  the  Series/4  was  cost  effective 
and  the  system  operators  (e.g.,  the  card  clerk  and  headcount  monitor)  also 
praised  the  system.  The  central  polling  station,  printer  and  data  entry 
console  are  located  in  the  University's  computer  facility  thus  benefitting 
from  a  controlled  environment.  Human  error  in  forgetting  to  reset  the 
equipment's  internal  time  clock  caused  the  loss  of  data  from  one  breakfast 
meal.  The  two  standard  management  reports  provided  with  the  Vali-Dine 
system  have  proven  adequate  for  this  university  application. 

EVALUATION  FOR  MILITARY  APPLICATION 

Of  all  the  system  reviewed  in  this  report,  the  Vali-Dine  system  is,  by 
far,  the  most  prevalent  in  foodservice  applications.  The  fact  that  it  is 
currently  used  in  over  200  foodservice  facilities  is  a  distinct  advantage 
of  the  Vali-Dine  system.  Some  of  the  other  systems  included  in  this  report 
are  not,  at  this  time,  involved  at  all  in  any  type  of  foodservice  operation 
and  thus,  Vali-Dine 's  widespread  use  indicates  that  R.  D.  Products'  management 
possesses  a  level  of  foodservice  expertise  that  is  unmatched  by  its  competitors. 
Another  advantage  of  the  Vali-Dine  system  is  that  it  produces  management -type 
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reports  which  provide  detailed  information  on  individual  patrons  and  on 
dining  facility  participation  rates.  Although  these  two  particular  reports 
do  not  currently  conform  to  an  acceptable  audit  trail  definition,  R.  D. 

Products  has  assured  NARADCOM  that  specific  user  designed  formats  could  be 
provided,  at  an  additional  expense,  should  the  system  be  procured. 

A  major  drawback  of  the  Vali-Dine  system  is  that  it  is  currently  available 
only  on  a  lease  basis.  And  as  shown  in  the  cost  analysis  chapter  of  this  report, 
this  constraint  has  caused  Vali-Dine 's  uniform  annual  costs  to  be  extremely  high. 
This  policy,  however,  might  be  relaxed  if  the  company  were  responding  to  a  DoD- 
wide  bid  for  automated  headcount  equipment.  A  more  serious  concern  with  respect 
to  Vali-Dine's  equipment  is  that,  of  all  the  systems  reviewed,  it  appears  to  be 
the  most  sophisticated  and,  thus,  perhaps  the  least  "sai lor -proof" .  For  example, 
the  equipment  requires  that  the  time  clock  be  reset  after  any  kind  of  power 
outage.  If  the  time  clock  is  not  reset,  the  data  collection  and  corresponding 
analyses  are  simply  not  performed.  In  fact  this  actually  did  occur  at  the 
University  of  New  Hampshire  (UNH)  and  they  "lost"  their  breakfast -meal  headcounts 
the  day  after  they  experienced  a  power  outage. 

Although  the  company  literature  does  not  indicate  that  a  temperature- 
controlled  environment  is  required  for  the  reliable  operation  of  the  central 
processing  equipment,  UNH  has  located  its  equipment  in  its  computing  center. 

It  was  the  feeling  of  the  users  at  New  Hampshire  that  the  equipment  was 
sensitive  enough  so  that  if  located  in  any  other  place,  reliability  could  be 
adversely  affected. 

Finally,  as  was  mentioned  previously,  R.  D.  Products  does  not  allow  its 
users  to  assemble  their  own  photo  meal  cards.  The  primary  reason  that  R.  D. 
Products  has  adopted  this  policy  is  that  their  technique  for  incorporating 
photographs  onto  plastic  meal  cards  is  a  proprietary  process.  It  should  be 
noted  that  this  constraint  in  a  military  environment  would  probably  result 
in  intolerable  delays,  administrative  overhead,  and  reduced  security.  Should 
the  Vali-Dine  system  satisfy  other  requirements,  however,  the  system  can  be 
operated  with  non-photo  meal  cards  and  military  ID  cards  as  is  presently  done. 


SECTION  VII 


RUSCO  ELECTRONICS 

Source:  Rusco  Electronic  System 
P.  0.  Box  5005 
1840  Victory  Blvd. 

Glendale,  CA  91201 


SYSTEM  OVERVIEW 

The  Rusco  Model  540  is  a  microprocessor  central  controller  capable  of 
controlling  up  to  20,000  patron  accounts  and  256  Reader /Terminals .  The  Rusco 
550  is  a  micro -auxiliary  controller  that  interfaces  directly  with  the  540. 

The  function  of  the  550  is  to  maintain  and  update  the  transaction  data  from 
the  540.  The  basic  540/550  system  includes  256  access  levels  and  127  time 
zones.  Reader /Terminals  may  be  connected  directly  up  to  a  distance  of  2 
miles.  Telephone  modems  may  be  connected  to  provide  unlimited  operating 
distances  over  telephone  circuits. 

Thr  Rusco  coded  badge  (entitled  "Ruscard")  employs  a  25-mm  by  55-mm  strip 
of  flexible  magnetic  material  laminated  inside  a  credit-card-size  badge.  The 
coding  for  the  badge  consists  of  magnetized  spots  permanently  encoded  at  the 
factory.  The  Rusco  card  reader  senses  the  magnetized  spots  using  a  5  by  8 
element  array  of  magnetic  sensors.  The  card  reader  can  make  individual  access 
decisions  based  on  the  code  or  can  signal  the  controller  to  check  the 
corresponding  access  information  that  has  been  programmed  into  its  memory. 

If  access  is  denied,  a  red  light  flashes  on  the  reader.  A  green  light  indicates 
that  access  should  be  granted. 

Vendor  supplied  specifications  are  included  in  Appendix  I  and  a  photograph 
of  the  540  Controller  is  shown  in  Figure  8. 

PRINCIPLES  OF  OPERATION 

Insertion  of  a  Ruscard  in  a  system  reader  activates  the  reader’s  built 
in  microprocessor,  which  senses  the  digital  code  stored  in  the  card's  embedded 
memory  core.  If  the  Ruscard  does  in  fact  belong  with  this  specific  system, 
the  reader  will  unscramble  the  card  code  bits  into  a  system  code  and  a  card¬ 
holder  ID  number.  If  the  card  does  not  belong  with  the  system,  the  reader's 
output  will  be  "garbage". 

The  reader  then  transmits  the  system  code  and  cardholder  ID  number  of  the 
540.  (For  distancesup  to  two  miles,  communication  may  be  over  2  wire  pairs; 
longer  distance  transmission  requires  a  dedicated  full-duplex  voice  channel 
(such  as  a  leased  phone  line)  with  a  System  500  modem  at  each  end) .  The 
card  data  are  received  by  the  central  controller,  checked  for  transmission 
errors,  and  the  access  decision  process  begins. 
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FIGURE  8.  MAC  540  Controller 
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First  the  system  code  is  verified  as  a  double-check  on  the  validity  of 
the  card.  Then,  the  central  controller  begins  scanning  its  memory  in  an 
attempt  to  find  the  cardholder  ID  number.  If  the  number  is  located, 
indicating  that  the  card  is  valid,  its  assigned  status  level,  if  any,  is  then 
examined.  (A  status  level  is  a  collection  of  cardholders  with  the  same  access 
privileges.  It  is  defined  by  a  list  of  instructions  keyed  into  the  controller 
specifying  when  access  is  permitted  at  each  reader  location  in  the  system. 

Any  cardholder's  status  level  may  be  assigned  or  changed  via  the  540  keyboard) . 
If  the  cardholder's  status  level  specifies  access  at  the  reader  location  at 
the  current  time  of  day  and  day  of  week,  the  processor  issues  a  "GO"  command 
to  the  reader;  otherwise,  a  "NO  GO"  command  is  issued.  When  the  reader 
receives  the  access  command,  if  the  command  is  "GO"  a  green  "GO"  light  on  the 
reader  faceplate  lights. 

At  the  same  time  that  the  processor  is  issuing  an  access  command  to  the 
reader,  a  transaction  record  is  formatted  and  sent  to  a  system  logging  device 
(printer,  magentic  tape,  etc.) .  The  transaction  record  contains  the  reader 
location,  time  of  day,  cardholder  ID  number,  cardholder  status  level,  and  a 
transaction  code  indicating  the.  type  of  transaction. 

Note  that  the  controller  makes  four  separate  tests  before  granting  access: 
correct  system  code,  valid  cardholder  ID  number,  valid  status  level,  and 
authorized  time  zone.  Failure  of  any  of  these  tests  will  cause  denial  of 
access,  and  will  generate  a  transaction  record  in  red  ink  on  the  printer 
logger,  identifying  the  time,  location,  and  cardholder  ID  number,  and 
specifying  the  reason  for  denial  of  access.  The  format  of  this  transaction 
record  is  similar  to  the  format  shown  in  Figure  1. 

SYSTEM  COSTS 

An  initial  price  quotation  was  received  from  Rusco  Electronics  in  July 
1979.  At  that  time,  it  was  explained  that  the  proposal  was  incomplete  and 
that  another  proposal  which  would  address  iteself  to  the  550,  custom  software, 
and  Ruscards  would  be  forthcoming.  The  follow-up  information  has  not  as  yet 
been  provided  despite  repeated  requests  by  the  authors.  For  cost  comparison 
purposes,  all  known  Rusco  prices  are  included  in  this  report. 


Specifically,  the  following  quotes  were  received: 


1. 

Model  540  with  Multiple  Use  Option: 

$  14,872 

2. 

System  Printer: 

$ 

1,720 

3. 

2  Card  Readers  w/Tamper  Switches  and  No-Go  Output: 

$ 

2,992 

4. 

Interfaces  and  Modems: 

$ 

2,400 

Thus,  it  is  known  that  Rusco  540/550  System  hardware  would  cost  at  least 
$21,984.  Further,  it  can  be  assumed  that  the  additional  cost  of  the  controller 
and  customized  software  would  significantly  raise  the  total  system  cost. 
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In  the  absence  of  data  from  Rusco  concerning  their  card  costs,  Ruscards 
were  assumed  to  be  between  those  of  Vikonics  and  Cardkey  since  all  three 
companies'  readers  utilize  a  magnetic -coded  card.  Thus,  a  Rusco  card  program 
for  2000  users  who  experience  a  401  turnover  and  loss  rate  would  cost  (for  the 
first  year)  approximately  $4,158  for  a  non-photo  application  and  approximately 
$7,348  for  a  photo  application  ($5,348  for  the  cards  and  $2,000  for  the  photo¬ 
graphic  equipment) . 

USER  INTERVIEW 

The  Rusco  installation  at  Walter  Reed  consists  of  a  central  polling  device 
wired  to  badge  readers  in  the  cafeteria  and  other  limited  access  areas .  The 
foodservice  division  has  not  been  able  to  use  the  Rusco  equipment  for  its 
intended  purpose,  which  was  to  eliminate  the  need  for  an  individual  assigned  to 
the  headcount/cashier  function.  The  equipment  was  down  at  the  time  the  site 
was  visited. 

EVALUATION  FOR  MILITARY  APPLICATION 

One  advantage  of  the  Rusco  system  is  that  there  appears  to  be  an  in-place 
military  expertise  with  respect  to  Rusco  operations  since  this  system  is 
currently  in  operation  at  Walter  Reed  Army  Medical  Hospital.  Although  the 
Rusco  system  at  Walter  Reed  is  not  specifically  utilized  in  the  foodservice 
function,  the  expertise  currently  being  gained  can  be  easily  expanded  to  include 
headcount  operations.  Another  advantage  of  the  Rusco  equipment  is  that  its 
card  readers  accept  magentic  as  opposed  to  magentic-striped  cards.  Magnetic 
cards,  as  was  stated  previously,  are  less  susceptible  tjien  magnetic-striped 
cards  to  erasure  and  duplication. 

On  the  negative  side  of  the  ledger,  Rusco,  in  comparison  to  Cardkey,  is 
a  much  more  expensive  alternative  to  produce  a  time -sequenced  audit  trail. 

It  is  the  authors'  opinion  that  these  two  systems  are  almost  identical  in  terms 
of  their  capabilities  and  outputs.  Both  systems  could  be  expanded  to  produce 
management  reports  the  costs  of  which  are  unknown  at  this  time.  (Cardkey 
through  their  PASS  system  or  through  interfacing;  Rusco  with  its  550).  Further¬ 
more,  there  is  some  evidence,  based  on  the  authors'  experiences  at  Walter  Reed, 
that  implies  that  Rusco 's  maintenance  policies  might  not  be  as  rapid  as  would  be 
desirable  in  a  foodservice  environment  where  failure  to  capture  headcount  data 
on  meals  would  represent  a  serious  accountability  problem. 
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SECTION  VIII 


VIKONICS 


Source:  Vikonics,  Inc. 

23-25  East  26th  Street 
New  York,  NY  10010 


SYSTEM  OVERVIEW 

TM 

The  TAC-1000  microcomputer  controller  can  accommodate  up  to  128 
magnetic  card  readers  and  up  to  4000  patron  accounts.  The  Controller  features 
a  front  panel  Cathode -Ray -Terminal  (CRT)  display  which  interacts  with  the 
operator,  and  an  80-character  hard  copy  printout  which  provides  a  numerical 
documentation  of  all  transactions  accompanied  by  a  limited  narrative.  Reader/ 
Terminals  may  be  connected  directly  up  to  a  distance  of  1.5  miles  without  line 
compensation.  For  remote  locations  up  to  three  miles  from  the  Controller,  a 
multiplexer  can  be  used.  Each  multiplexer  can  handle  up  to  16  readers.  For 
distances  greater  than  three  miles,  telephone  lines  driven  by  modems  must  be 
used.  TAC-1000  offers  up  to  128  access  levels  and  up  to  eight  time  zones 
per  day. 

The  TAC  system  has  a  floppy  diskette  capability.  Up  to  12,000  transactions 
or  three  day’s  worth  of  system  activity  (assuming  2,000  cards  (representing 
either  authorized  or  unauthorized  patrons)  are  presented  at  two  meal  periods 
per  day),  can  be  stored  on  the  diskettes.  These  stored  transactions  can  be 
referenced  through  the  keyboard  on  the  Controller,  and  stored  either  by  card 
number  or  by  dining  facility  location.  The  system  will  print  the  sorted  data 
thus  providing  separate  audit  trails  for  each  dining  facility  or  individual 
patron  activity  reports.  The  floppy  diskette  capability  included  in  this 
system  (at  no  additional  charge)  facilitates  data  transfer  between  the  TAC 
and  a  mainframe  computer  so  that  any  desired  management  reports  could  be 
obtained  given  the  requisite  programming. 

Vendor  supplied  specifications  are  given  in  Appendix  J  and  photographs  of 
the  TAC  Controller  and  card  reader  are  shown  in  Figures  9  and  10,  respectively. 

PRINCIPLES  OF  OPERATION 

The  TAC  system  operates  with  a  magnetically  encoded,  plastic  encased, 
credit-card-sized  badge.  Each  card  that  is  to  be  used  with  the  system  is 
programmed  at  the  Controller  with  identification  number,  access  level,  and 
time  zone.  A  card  may  only  be  inserted  into  a  reader  when  the  INSERT  card 
light  is  flashing.  Once  inserted,  the  reader  indicates  via  flashing  lights  with 
ENTRY  GRANTED  or  ENTRY  DENIED  and  a  simultaneous  hardcopy  record  is  printed. 

A  sample  Vikonics  output  is  shown  in  Figure  11, 
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ENTRY  GRANTED 


DISKETTE 


FIGURE  9.  TAC  1000  Controller 


FIGURE  10 .  Vikonics  Card  Reader 
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un 

vo 


9/11/79  13102  ******  TERMINAL  0021  IS  DOWN  ***** 

9/11/79  1 3 ! 0 4  <  (TRMNL  0019)  CARO  0100  ENTRY  OENIED 

9/11/79  13105  <  (TRMNL  0019)  CARD  0100  ENTRY  DENIED 

9/11/79  13108  >  (TRMNL  0019)  CARO  0028  ENTRY  GRANTED 

9/11/79  13  108  <  (TRMNL  0019)  CARO  0053  ENTRY  DENIED 

9/11/79  13108  >  (TRMNL  0019)  CARO  0068  ENTRY  GRANTED 

9/11/79  13  108  >  (TRMNL  0019)  CARD  0048  ENTRY  GRANTED 


DATE  TIME  LOCATION  NUMBER  ACTION 


SYSTEM 

ERROR 

MESSAGE 


FIGURE  11  SAMPLE  VIKONICS  OUTPUT 


SYSTEM  COSTS 


The  following  price  quotations  were  received  by  NLABS  in  September  1979 
from  a  Vikonics  sales  representative. 


HARDWARE 

COST 

CARDS 

COST 

Central  Console 
and  Data  Entry 

Device 

$  11,200 

2,800  Non  Photo 

2,800  Photo 

$  5,460 
$  6,860 

Printer 

2,250 

2  Card  Readers 

2,000 

Interfaces 

No  Charge 

Total  Hardware: 

$  15,450 

The  purchase  price,  given  the  assumptions  of  this  survey,  for  a  TAC  1000 
system  with  non-photo  meal  cards  would,  therefore,  be  $20,910:  $15,450  for 

the  system  hardware  and  $5,460  for  the  meal  cards.  The  TAC  system  with  photo 
meals  can  be  purchased  for  $22,310:  $15,450  for  the  hardware  and  $6,860  for 

the  cards.  In  the  second  and  subsequent  years,  800  new  non-photo  cards  costing 
$1,560  or  800  new  photo  cards  costing  $1,960  would  be  issued.  Besides  the 
film  costs  for  the  photo  cards,  the  cost  of  the  800  new  cards  that  would  be 
issued  each  year  is  the  only  other  cost  that  would  be  incurred  in  the  second 
and  outyears  of  operation.  The  cost  analysis  chapter  of  this  report 
incorporates  film  and  photographic  equipment  costs  into  the  calculation 
of  this  system's  uniform  annual  cost. 

EVALUATION  FOR  MILITARY  APPLICATION 

An  advantage  of  the  Vikonics  system  is  that  it  provides  system  error 
messages.  NLAB's  past  experiences  with  automated  headcount  system  (Fort  Lewis 
and  Travis)  have  shown  that  it  is  helpful  to  have  a  system's  error  messages 
recorded  so  that  a  dining  facility  manager's  claims  that  manual  headcounts 
were  obtained  because  a  reader  was  down  can  be  verified.  A  second  advantage 
of  the  Vikonics  equipment  is  that  it  provides  floppy  diskette  capability  and 
can  sort  and  print  out  the  data  base  by  dining  facility  location  or  meal  card 
number.  If  a  "grow-to"  capability  is  an  important  selection  criterion  for 
an  automated  headcount  system,  then  the  Vikonics  system  is  one  which  will 
allow  an  easy  transition  to  higher  ration  accountability  functions.  While 
the  TAC-1000  is  significantly  more  expensive  than  some  of  the  other  access 
control  systems  described  in  this  report,  it  must  be  emphasized  that  its  cost 
includes  its  diskette  which  allows  greater  storage  and  sorting  capabilities. 
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The  only  apparent  cause  for  concern  with  the  TAC  system  is  that,  like  Vali-Dine, 
the  central  processor  might  require  a  temperature-controlled  environment.  It 
should  be  noted  that  since  NLABS  was  not  able  to  interview  users  of  this  equip¬ 
ment  ,  this  is  offered  as  a  precautionary  remark  rather  than  an  authoritative 
statement . 
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SECTION  IX 


SCHLAGE  ELECTRONICS 


Source:  Schlage  Electronics 
3260  Scott  Boulevard 
Santa  Clara,  CA  95051 

SYSTEM  OVERVIEW 

The  Schlage  System  employs  a  standard  credit  card  sized,  passive- 
electronic  coded  vinyl  badge  and  a  proximity  badge  reader  technique.  That 
is,  when  a  badge  is  positioned  within  10  cm  of  a  badge  reader,  it  is 
automatically  interrogated  and  the  badge  code  is  transmitted  to  the  control 
processor  for  validation.  This  system  is  less  vulnerable  than  other  readers 
to  tampering  and  direct  physical  attack  because  the  badge  reader  can  be  housed 
inside  a  wall  or  desk  and  hence,  have  no  exposed  parts. 

Model  414  can  control  up  to  eight  badge  readers  located  up  to  2,000  feet 
from  the  control  processor.  (Expanding  capabilities  for  additional  distance 
are  not  available) .  The  standard  414  system  also  has  a  memory  capacity  for 
1,500  individual  patron  accounts,  8  time  zones,  and  255  access  levels.  The 
system  can  not  be  interfaced  into  a  mainframe  computer  to  produce  management 
reports,  nor  can  it  do  any  data  processing  to  sort  transactional  data  by 
dining  facility  location  or  meal  card  number.  Company  representatives  have 
indicated,  however,  that  larger  scale  versions  of  the  414,  capable  of  operating 
at  longer  distances,  performing  data  processing  activities,  and  interfacing  with 
a  host  computer,  are  available  and  that  414  can  be  expanded  to  handle  2000 
patron  accounts. 

Vendor  supplied  specifications  are  given  in  Appendix  K  and  a  sample 
equipment  configuration  is  shown  in  Figure  12. 

PRINCIPLES  OF  OPERATION 

The  Schlage  system's  card-reader  operates  by  proximity.  A  hidden  sensor 
reads  the  credit-card-sized  command  card  and  transmits  signals  to  a  control 
unit,  which  regulates  access,  and  to  a  printer,  which  records  access  and 
attempts.  Access  is  gained  by  placing  an  authorized  command  key  within  4 
inches  of  the  sensor  that  is  located  near  the  access  point.  If  the  user  is 
authorized  for  that  door,  at  that  time,  a  green  light  flashes  on  the  sensor. 

At  the  same  time,  the  system  prints  the  date,  time,  key  number  and  the  access 
location.  Unauthorized  attempts  cause  a  red  light  to  flash  and  are  recorded 
and  printed  in  red  ink  with  an  additional  code  indicating  the  reason  for 
rejection.  A  sample  Schlage  report  is  shown  in  Figure  13. 
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CONTROL  UNIT 


SENSOR  SYSTEM  PROGRAMMER 


FIGURE  12 .  Schlage  414  Equipment  Configuration 
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FIGURE  13. 


2143  2  0 

0447  4  0 

1721  3  0 

5513  2  2 

0345  5  0 

0514  1  0 

1432  7  0 

Sample  Schlage  Output 


System  programming  is  performed  on  a  small  desk-sized  unit  which  plugs  into 
the  control  unit.  Three  modes  of  operation  are  available.  The  scan  mode  is 
used  to  display  the  contents  of  memory.  The  enter  mode  is  used  to  enter  or 
update  key  codes,  time  zones,  or  door  authorizations.  The  void  mode  is  used 
to  void  or  "rule  out"  a  key  code.  When  not  in  use,  the  programmer  can  be 
easily  removed  for  safe-secure  storage. 

SYSTEM  COSTS 


In  September  1979,  the  following  price  quotations  were  received  by  NLABS 
from  a  Schlage  sales  representative: 


HARDWARE 

COST 

CARDS 

COST 

System  414  Control  Unit 

$  5,000 

2,800  Non-Photo 

$  9,100 

2  Sensors  (Card  Readers) 

500 

2,800  Photo 

$11,200 

System  Programmer  (Data 

1,200 

Entry  Device) 

Printer 

1,000 

Interfaces 

2,400 

Total  Hardware 

$10,100 

It  should  be  noted  that  under  the  assumptions  guiding  this  survey,  the  cost 
of  just  the  required  amount  of  Schlage  photo  cards  excees  the  costs  of  the  system 
hardware.  A  photographic  system  (i.e.,  camera,  laminator,  and  die  cutter)  would 
also  have  to  porcured  if  a  photo  meal  card  program  is  desired.  An  estimate 
obtained  from  a  Polaroid  representative  for  such  a  system  is  $2,000.  Thus, 
the  total  system  procurement  cost  for  a  Schlage  414  system  with  photo  meal 
cards  would  be  $10,100  for  hardware  plus  $11,200  for  photo  cards  and  $2,000 
for  a  photographic  system,  or  $23,300.  The  same  system  without  a  photo  meal 


card  program  would  cost  $19,200.  Under  the  assumptions  of  this  survey,  in 
the  second  and  subsequent  years,  a  cost  of  $2,600  for  800  non-photo  cards 
or  $3,200  for  800  photo  cards  would  be  incurred. 

EVALUATION  FOR  MILITARY  APPLICATION 

The  passive-electronic  card  utilized  in  the  Schlage  system  is  the  most 
durable  card  identified  in  this  survey.  It  is  also  the  card  that  is  most 
difficult  to  decode  or  destroy.  The  durability  of  Schlage' s  card  is  this 
system's  primary  advantage.  Another  advantage  of  the  Schalge  system  is  that 
it  would  allow  the  fastest  throughput  of  patrons  at  the  headcount  station 
because  unlike  other  systems,  patrons  do  not  have  to  wait  while  their  cards 
are  inserted  in  and  out  of  a  reader. 

On  the  negative  side  of  the  picture,  the  Schlage  414  system  is  costly. 
The  system's  cost  is  primarily  due  to  the  high  cost  of  the  cards  employed 
(In  fact,  2,800  photo-Schlage  cards  cost  more  than  the  hardware  that  is 
needed  to  support  those  cards).  Furthermore,  the  414  can  neither  interface 
with  a  mainframe  computer  nor  perform  any  data  processing  activities  so  that 
dining  facilities  could  receive  their  own  audit  trails.  And  again,  as  with 
other  access  control  systems,  Schlage 's  readers  do  not  contain  counters  as 
integral  parts.  Such  counters  would  be  an  additional  item  of  expense. 


66 


SECTION  X 


INTERNATIONAL  BUSINESS  MACHINES  (IBM) 


Source.:  IBM 

General  Systems  Division 
Norths id e  Parkway 
Post  Office  Box  2150 
Atlanta,  GA  30301 

SYSTEM  OVERVIEW 

The  IBM  controlled  access  system  utilizes  a  magnetic-stripe  credit  card 
encoded  with  a  10-digit  credential  number.  The  control  element  for  the  system 
is  an  IBM  Series/1  mini  computer.  The  Series/1  could  be  used  for  other  tasks 
in  addition  to  access  control  as  the  use  of  a  computer  allows  a  great  deal  of 
flexibility  in  the  operation  of  the  access -control  functions. 

The  system  is  designed  to  permit  entry  only  to  personnel  who  ate 
currently  authorized  to  enter  a  specific  area.  Access  to  as  many  as  63  points 
may  be  controlled  by  this  system.  Each  of  these  points  to  which  a  badge  reader 
is  connected  may  be  assigned  to  one  of  fifteen  access  control  classes  or  groups. 
The  basic  system  allows  each  of  1,000  individual  magnetically  encoded  badges 
to  be  assigned  to  one  or  more  of  these  access  levels.  Up  to  4,000  badges  may 
be  assigned,  without  program  modification,  by  expanding  the  system  storage 
capacity. 

The  IBM  magnetic -stripe  card  readers  can  be  mounted  on  a  door,  wall  or 
pedestal.  They  sense  the  coded  data  from  the  magnetic -stripe  and  transmit 
the  signal  by  telephone -type  wires  to  the  Series/1.  All  data  transmitted  by 
the  card  reader  and  all  control  signals  received  by  the  card  reader  are  over 
four  wires.  The  maximum  direct  wire  separation  from  a  card  reader  to  the 
Series/1  is  five  wire  miles.  For  installations  with  more  remote  requirements, 
translators  or  modems  allow  distances  greater  than  five  wire  miles  over  voice 
grade  communications  facilities.  (A  wire  mile  is  defined  as  the  amount  of 
wire  that  would  be  required  to  link  two  points  that  are  located  a  mile  apart 
together.  That  is,  a  wire  mile  is  the  minimum  length  of  wire  required  to  cover 
the  distance  of  one  mile) . 

The  IBM  Controlled  Access  System  uses  the  IBM  4974  Bidirectional  Printer 
for  recording  system  activity,  including:  access  data,  invalid  entry  attempts, 
with  time  and  date  indicated.  Operation  of  the  system  is  provided  through  the 
use  of  the  IBM  4979  Display  Section  as  a  keyboard  console.  The  console  operation 
is  designed  to  guide  the  operator  through  each  procedure  with  simple  step-by-step 
instructions.  Minimal  training  would,  therefore,  be  required  in  order  to  become 
confortable  in  operating  the  system. 
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Vendor  supplied  specifications  on  the  Series/1  are  provided  in  Appendix 
L  and  a  sample  equipment  configuration  is  shown  in  Figure  14. 

PRINCIPLES  OF  OPERATION 

The  person  desiring  entrance  to  a  controlled  area  inserts  his/her  card 
into  the  slot  provided  in  the  reader.  If  the  Series/1  allows  access,  the 
door  control  mechanism  or  other  device  (i.e.,  a  flashing  light)  is  activated 
and  allows  entry.  If  access  is  denied,  the  light  will  not  flash  and  the 
person  attempting  to  gain  entrance  can  insert  the  card  again.  Each  time  the 
card  is  inserted,  the  data  is  read  and  transmitted  to  the  Series/1  for  a 
decision  and  is  automatically  logged  on  the  system’s  printer.  The  printed 
log  contains  a  record  of  all  system  activity  including:  access  data,  invalid 
entry  attempts,  time  of  day,  date,  door,  and  badge  number. 

The  IBM  system  can  be  programmed  by  the  user  or  by  the  manufacturer  for 
a  minimal  fee  to  provide  anti-passback  capabilities,  individual  audit  trails 
for  each  dining  facility,  and  management  type  reports.  No  additional  hardware 
would  be  required  as  a  floppy  diskette  is  already  included  in  the  cost  proposal 
presented  in  Table  5. 

SYSTEM  COSTS 

The  minimum  Series/1  equipment  configuration  for  2,QCLQ  badges  and  2  doors 
is  comprised  of  14  individual  hardware  components.  The  associated  purchase 
prices  and  mandatory  monthly  maintenance  fees  for  these  components  are  listed 
in  Tables  5  and  6. 

Thus,  the  cost  of  an  IBM  Series/1  configuration  for  2,QQQ  patrons  and  2 
doors  includes  a  purchase  price  for  the  hardware  elements,  a  monthly  maintenance 
fee  for  those  components,  and  a  monthly  software  charge.  First  year  expenditures 
for  the  Series/1  equipment  configuration  would,  therefore,  be  $26,664; 

$22,662  for  the  hardware,  $2,262  for  the  yearly  maintenance  fee,  and  $1,74Q 
for  the  yearly  software  charge.  In  the  second  and  each  year  thereafter  a 
charge  of  $4,002  would  be  incurred:  $1,740  for  the  use  of  IBM’s  software 
package  and  $2,262  for  the  mandatory  yearly  maintenance  fee. 

For  the  specific  card-related  assumptions  of  this  survey,  the  first  year 
cost  of  a  non-photo  program  would  be  $3,417:  $100  for  the  one-time  laybut 

charge,  $3,248  for  the  card  stock,  and  $67  for  the  setup  charge.  For  the 
second  and  subsequent  years,  the  cost  of  a  non-photo  card  program  would  be 
$997:  $928  for  the  card  stock  plus  $67  for  the  order  setup  charge.  A  photo 

card  program  would  cost  $4,061  in  the  first  year:  $3,892  for  the  cards,  $1QQ 
for  the  layout,  and  $67  for  the  order’s  setup.  For  the  second  and  subsequent 
years,  a  photo  card  program  would  cost  $1,181:  $1,112  for  the  cards  and  $67 

for  the  setup  charge. 
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TABLE  5 


IBM  Series/1  Summary  Cost  Proposal 


Hardware  Component 

Purchase  Price 

Monthly  Maintenance 

32K  Processor 

$  7,400 

$  83.00 

Diskette  Attachment 

730 

6.00 

Display  Station  Attachment 

955 

7.00 

Printer  Attachment 

930 

3.50 

Timer 

570 

4.00 

Integrated  Digital  Input /Output 

825 

12.00 

Rack  Mounting 

55 

N/C 

Additional  Storage- 16K 

1,750 

6.00 

Diskette 

2,410 

17.00 

Printer 

2,790 

32.00 

Display  Station 

1,735 

16.00 

Metre  Rack 

870 

2.00 

2 -Card  Readers 

544 

N/C 

Interface  Panel 

1,098 

N/C 

Total 

$  22,662 

$  188.50 

Software  Charge 

Purchase  Price 

Monthly  Maintenance 

Series/ 1  Software 

N/C 

$  145.00 
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TABLE  6 


Detailed  Card  Costs  For  IBM  Series/1  System 


Item 

Cost 

Set-Up  Charge/Order 

Layout  Charge 

$  100. 00a 

Basic  Plastic  Card 

.  12b 

$  40.50 

Magnetic  Stripe 

.  12b 

Signature  Panel 

.01b 

Printing 

.  52b 

28.00 

Arrow  for  Proper  Insertion 

rO 

CXI 

o 

Encoding  Charge 

.  37b 

Total  Cost  of  a  Blank  Card 

$  1 . 16b 

Total  Set-up  per  Order 

$  68.50 

+  Polaroid  Flap 

+  ,23b 

Total  Cost  of  a  Photo  Card 

$  1 . 39b 

aOne  Time  Only 
bEach  Card 
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In  summary,  the  first  year  cost  of  an  IBM  Series/1  with  a  non-photo 
program  would  be  $30,081.  The  second  and  subsequent  years'  cost  for  the 
Series/1  with  a  non -photo  card  program  would  be  $4,999.  The  Series/1  with 
a  photo-card  program  would  cost  $30,725  in  the  first  year  and  $5,183  in  the 
second  and  subsequent  years. 

EVALUATION  FOR  MILITARY  APPLICATION 

The  advantages  and  disadvantages  of  an  IBM  Series/1  system  in  a  military 
environment  are  very  much  similar  to  those  already  enumerated  for  the  Cardkey 
and  Vikonics  systems.  In  each  case,  however,  IBM  represents  a  more  expensive 
alternative  to  achieving  roughtly  the  same  results  as  Cardkey  and  Vikonics  can 
accomplish.  It  should  be  noted,  however,  that  the  field  service  force  in  IBM 
is  a  large  and  experienced  one.  An  IBM  customer  can  feel  confident  that,  in 
years  to  come,  his  system  will  be  serviced  in  a  timely  manner.  The  field 
organizations  of  those  companies  whose  primary  business  is  in  the  access 
control  idustry  are  not  as  yet  as  developed  as  IBM's  due  to  the  fact  that 
these  companies  are  still  relatively  new.  On  those  military  installations 
which  currently  employ  IBM  mainframe  computers,  an  additional  advantage  would 
accrue  in  that  the  Series/1  would,  of  course,  be  directly  compatible  with 
existing  computation  facilities.  This  becomes  particularly  important  in  any 
grow- to  kind  of  application. 
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SECTION  xr 


APD  SECURITY  SYSTEMS 

Source:  APD  Security  Systems 

Division  of  Automatic  Parking  Devices,  Inc. 

24700  Crestview  Court 
Farmington  Hills,  MI  48018 

INTRODUCTION 

APD  offers  two  configuration  methods  for  its  access  control  system.  It 
can  either  be  operated  as  a  stand-alone  or  an  on-line  system.  The  discussion 
of  APD's  systems,  however,  will  be  limited  to  its  stand-alone  system  because 
it  was  determined  that  the  on-line  system  would  cost  over  three  times  as 
much  as  the  stand-alone  system  and  would  not  offer  any  recognizable  advantages 
over  the  stand-alone  system.  The  main  reason  why  the  on-line  system  is  so 
much  more  expensive  is  that  its  distance  limit  is  4,000  feet*,  and  as  a  result, 
two  separate  and  complete  systems  would  be  required  to  satisfy  the  assumptions 
of  this  survey.  For  the  sake  of  completeness,  however,  the  system  cost  and 
all  manufacturer  supplied  literature  on  the  on-line  system  are  given  in 
Appendix  M.  Sample  equipment  configurations  for  both  systems  are  shown  in 
Figure  15. 

PRINCIPLES  OF  OPERATION 

The  740  Series  Programmable  Off-Line  Reader  is  a  stand-alone  programmable 
unit  capable  of  accepting  up  to  4,000  individually  coded  cards.  The  cards 
used  are  the  APD  "Optic  Kards"  which  may  be  programmed  in  or  out  of  memory 
by  a  hand-held  programmer.  Coding  is  accomplished  with  optical  filters 
which  can  only  be  decoded  by  the  reader.  Having  access  to  the  precise 
optical  filter  in  the  card  would  not  benefit  a  counterfeiter  since  the  card 
contains  a  plurality  of  different  filters  all  separately  assigned  to  an  analog 
value  in  the  reader.  The  filters  are  inaccessible,  invisible,  and  part  of  the 
plastic  itself.  Cards  are  factory  encoded  upon  order. 

The  740  Series  is  an  off-line  unit  which  does  not  require  any  wiring 
back  to  a  central  unit.  Voiding  or  validating  cards  from  the  system  is 
accomplished  by  simply  opening  the  front  panel  door  of  the  reader,  plugging 
in  the  hand-held  programmer,  and  entering  the  card  number  on  the  programmer's 
keyboard.  A  bright  four -digit  display  shows  the  number  and  its  status.  The 
card  status  can  be  changed  by  pressing  just  two  buttons.  An  optical  unauthorized 
card  alarm  is  available  that  will  signal  when  a  voided  card  has  been  inserted 
into  the  reader.  This  feature  facilitates  recovery  of  lost  or  stolen  cards. 


information  was  furnished  by  a  company  representative  in  a  telephone 
conversation. 
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On-Line  Central  Memory  System 


Programmable  Off-Line  Reader 
FIGURE  15.  Sample  APD  Equipment  Configurations 
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Many  options  are  available  including  anti-passback,  time  zones,  and 
printer  interface.  The  APD  printer  unit  offers  an  eighteen  column  capacity 
with  black  printing  for  all  valid  entries  and  red  printing  for  all  invalid 
attempts.  The  unit  prints  out  month  and  day,  twenty-four  hour  time,  location 
or  station  number,  and  card  number. 

SYSTEM  COSTS 

Hardware  and  card  costs  are  presented  below  for  both  the  standralone 


and  on-line  systems. 

STAND-ALONE  SYSTEM  HARDWARE  COST 

Station  Equipment  (1  station) 

Card  Reader  $  2,150 

Printer  1,400 

Power  Supplies  90 

Reader  Enclosure  100 

Mounting  Enclosure  100 

Printer  Interface  150 

Hand-held  Programmer  750 

Cost  Per  Station  $  4,740 

ON-LINE  SYSTEM  HARDWARE  COST 

Equipment 

2  Memory  Centrals  $  5,990 

2  Printers  2,800 

2  Expanders  1,500 

2  Card  Readers  1,730 

4  Power  Supplies  180 

2  Printer  Interfaces  300 

2  Hand-held  Programmers  1 ,500 

Total  Hardware  Cost  $  5,600 
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CARDS  -  BOTH  SYSTEMS 


COST 


2800  Non-Photo  Optic  Kards  ($2. 00/card)  $  5,600 

2800  Photo  Optic  Kards  ($3.50/card)  $  9,800 


A  stand-alone  system  with  2  reader  stations,  2000  current  patrons,  800 
patron  turnover  and  replacement  accounts,  and  a  non-photo  card  program  would 
cost  $15,080  in  the  first  year:  $9,480  for  two  reader  stations  and  $5,600  for 
the  non -photo  card  program.  In  the  second  and  subsequent  years,  under  the 
assumptions  of  this  survey,  this  configuration  requires  that  a  $1600  cost  be 
incurred  in  each  year  so  that  800  new  cards  can  be  issued. 

The  same  configuration  as  above  with  the  exception  of  having  a  photo-card 
program  instead  of  a  non-photo  program  would  cost  $19,280  in  the  first  year. 

To  replace  800  cards  per  year  in  the  second  and  subsequent  years  would  cost 
$2,800  per  year.  It  should  be  noted  that  the  cost  of  the  photographic 
equipment  and  film  is  not  considered  here  but  is  given  extensive  treatment 
in  the  Cost  Analysis  Section  of  this  report. 

EVALUATION  FOR  MILITARY  APPLICATION 

The  principle  feature  of  APD  that  offers  a  competitive  edge  is  its 
stand-alone  capability.  For  application  in  the  Navy  or  for  remote  feeding 
sites  with  one  enlisted  dining  facility  and  few  patrons,  the  stand-alone 
mode  could  be  very  useful.  Furthermore,  in  a  stand-alone  mode,  one  printer 
would  be  located  in  each  facility  and  therefore  separate  audit  trails  could  be 
generated  for  each  location.  It  does,  however,  require  that  each  reader  be 
programmed  individually.  On  large  installations,  of  course,  this  requirement 
is  impractical.  The  optical  card  used  in  APD's  system  is  also  an  attractive 
feature.  It  is  more  difficult  to  duplicate  or  destroy  the  optically  encoded 
information  on  APD's  cards  than  it  is  to  do  so  on  a  magnetic  or  magnetic  stripe 
card.  The  APD  system  appears  to  have  no  unique  problems  that  are  not  shared 
with  other  types  of  access  control  equipment. 
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SECTION  XII 


ECONOMIC  ANALYSIS  OF  ALTERNATIVE  SYSTEMS 


INTRODUCTION 

A  uniform  annual  cost  method  was  used  as  a  basis  to  compare  the  cost  of 
each  system.  Annual  costs  have  the  advantage  of  incorporating  into  a  single 
figure  the  investment  and  recurring  costs  with  each  alternative. 

We  have  chosen  to  include  meal  card  costs  in  this  economic  analysis 
even  though  there  is  a  high  probability  that  a  magnetic  striped  military  ID 
card  will  be  used  in  future  automated  headcount  systems.  When  such  a  card 
has  been  officially  adopted,  there  will  be  no  need  for  separate  machine - 
readable  meal  passes.  In  the  interim,  the  only  viable  alternative  to 
automated  access  control  at  the  dining  facility  entrance  entails  separate 
cards.  Hence  we  have  included  these  costs  in  our  analysis. 

ASSUMPTIONS 

The  following  assumptions  were  made  in  performing  this  analysis: 

1.  The  discount  rate  is  10%.* 

2.  The  economic  life  of  each  system  is  8  years.** 

3.  The  total  number  of  patron  accounts  will  remain  a  constant  2,000 
over  the  period  of  analysis. 

4.  Each  year  800  new  cards  will  be  issued  due  to  an  assumed  40%  turnover 
and  replacement  rate. 

5.  The  various  system  configurations  and  associated  interfaces  etc., 
recommended  by  each  vendor  are  adequate  to  satisfy  the  specified 
functional  requirements  and  size  and  distance  constraints 
established  for  this  survey. 

It  is  expected  that  film  costs  will  be  the  only  incremental  costs 
incurred  as  a  result  of  automating  the  headcount  function  as  it  was  also 
assumed  that: 


*This  rate  was  established  by  DODI  7041.3,  It  is  the  rate  that  is  used 
in  all  economic  analyses  of  proposed  Defense  investments. 

**The  DoD  Economic  Analysis  Handbook,  2nd  Edition,  AIM  61-3517 *H6,  has 
established  the  economic  life  of  automated  data  processing  equipment  to  be 
8  years . 
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6 .  The  manpower  and  staffing  levels  currently  required  to  operate  a 
signature  headcount  system  are  sufficient  to  man  the  automated 
systems  presented  here,  and 

7 .  The  amount  expended  on  paper  supplies  in  these  systems  would 
remain  unchanged  from  the  manual  system  because  the  expense 

for  signature  sign-in  sheets  would,  to  a  large  degree,  be  replaced 
by  the  expense  for  computer  paper  or  paper  tapes . 

COST  ELEMENTS 

The  following  elements  were  identified  as  major  costs  areas  in  this 
analysis:  hardware,  plastic  cards,  software,  and  photographic  film  and 
equipment . 

Hardware  and  software . costs  were  based  on  the  particular  equipment 
configurations  recommended  by  each  of  the  alternative  manufacturers,  and  the 
cost  proposals  or  catalogs  sent  by  those  manufacturers.  Annual  costs  for 
the  hardware  and  associated  software  were  calculated  by  taking  into  account 
the  specified  lease  or  purchase  price,  economic  life,  and  the  discount  rate 
of  investment  dollars. 

Card  costs  were  analyzed  in  two  categories:  non-photo  cards  and  photo 
cards.  As  stated  previously,  the  choice  of  having  photo  cards  or  not  is 
entirely  up  to  the  user,  hence,  both  types  of  card  options  were  considered 
in  this  analysis.  Annual  costs  for  the  cards  were  calculated  by  taking  into 
account  the  manufacturers’  costs  quotes  and  the  number  of  cards  that  would 
be  required  in  each  year. 

Photographic  equipment  and  supplies  were  analyzed  in  conjunction  with 
photo  cards.  Annual  costs  for  the  photographic  systems  were  based  on  either 
a  manufacturer  specified  lease  price  or  on  a  cost  quotation  received  from 
Polaroid  Corporation  for  their  ID  System  3.  (The  Vali-Dine  System  was  the 
only  system  identified  that  utilizes  its  own  photographic  equipment;  the 
other  seven  systems  are  ail  compatible  with  the  ID  System  3) .  Film  costs 
were  estimated  at  $0.2906  per  picture  and  were  based  on  discussions  with 
Polaroid . 

OPERATIONAL  SYSTEM  CAPABILITIES 

In  addition  to  the  costs,  other  system  parameters  are  important  in 
deciding  which  system  is  best  suited  for  a  particular  application.  In 
particular,  such  considerations  as  rate  of  card  reader  response,  operating 
environmental  temperature  tolerance,  or  distance  required  between  terminals 
and  readers  might  make  a  particular  system  more  suitable  for  small  bases 
than  for  larger  installations.  Table  7  presents  a  summary  of  each  system's 
characteristics . 
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TABLE  7 


SUMMARY  OF  SYSTEM  CAPABILITIES 


SYSTEM 

TECHNIQUE 

MAXIMUM 

BADGE 

CAPACITY 

MAXIMUM  NO. 

OF  READERS 

DISTANCE 

LIMITS 

MAXIMUM 

RESPONSE 

TIME 

RECOMMENDED 

OPERATING 

TEMPERATURE 

IBM 

Series  1 

Magnetic- 

Stripe 

Unlimited 

31 

5  wire  miles*5 

5  Sec, 

50°  to  125°F 

Rusco  Model 
540/550 

Magnetic 

20,000 

256 

2  miles*5 

5  Sec. 

32°  to  120°F 

Vali-Dinea 
Series  4 

Magnet ic- 
Stripe 

Unlimited 

24 

Unlimited 

4.5  Sec. 

65°  to  70°F 

Vikonics 

TAC  1000 

Magnetic 

4,000 

128 

1.5  miles*5 

1.5  Sec. 

32°  to  130°F 

Cardkey 

Model  790 

Magnetic 

2,500 

16 

1.5  miles*3 

2.3  Sec. 

38°  to  85°F 

Identimat 

Stand-Alone 

Magnet ic- 
Stripe 

10,000 

Unlimited 

Unlimited 

1  Sec. 

50°  to  100°F 

Schlage 

Model  414 

Passive- 

Electronic 

1 ,500C 

8 

1000  ft. 

1.4  Sec. 

20°  to  120°F 

APD  Offline 

Optical 

4,000 

Unlimited 

4000  ft. 

4  Sec. 

10°  to  125°F 

Central  mini -processor  must  be  in  a  controlled  environment. 

^Without  telephone  modems  which  enable  operation  over  telephone  lines  to  any  distance. 

Q 

For  more  capacity,  contact  factory. 


RESULTS 


Table  8  presents  the  first  year  and  uniform  annual  cost  for  each  of  the 
alternative  systems.  This  analysis  shows  that: 

1.  The  Cardkey  and  Identimat  systems  represent  the  two  least  costly 
options  in  terms  of  both  first  year  outlays  and  uniform  annual 
costs. 

2.  The  uniform  annual  cost  rankings  (i.e.,  least  expensive  to  most 
expensive)  differ  between  the  photo  and  non-photo  card  programs. 
These  differences  are  completely  attributed  to  the  incremental 
amounts  that  manufacturers  charge  for  their  photocards. 

As  noted  in  the  earlier  discussion  of  audit  findings,  the  costs  for  even 
the  most  expensive  system  are  less  than  half  of  the  probable  monetary  losses 
from  unauthorized  meals  on  the  audited  Navy  installation.  There  appears  to 
be,  therefore,  some  basis  for  expecting  an  automated  headcount  system  to  be 
cost-effective. 

CONCLUSIONS  AND  RECOMMENDATIONS 

Although  this  effort  and  survey  were  directed  towards  cataloging  and 
reporting  on  available  automated  card-reading  systems,  it  was  difficult  to 
ignore  previous  research,  recent  audit  reports,  and  some  misconceptions 
which  are  associated  with  automated  card-reading  systems.  Therefore,  it 
was  important  to  insure  that  the  conclusions  and  recommendations  that  follow 
consider  all  of  these  factors. 

Current  and  past  audit  activities  and  reports  establish  a  need  for 
improving  the  performance  of  the  signature  headcount  system  in  military 
dining  facilities  by  instituting  better  meal  card  and  headcount  station 
control  practices.  However,  even  if  present  practices  were  improved,  the 
existing  system  would  not  provide  a  legible  audit  trail.  Because  of  this 
deficiency  the  current  system  cannot  be  used  to  accurately  audit  individual 
meal  card  usage  across  a  number  of  different  meals  or  among  different  dining 
facilities  within  a  meal.  The  individuals  responsible  for  the  control  and 
issuance  of  meal  cards  and  responsible  for  the  control  of  the  headcount 
station  are  usually  aware  that  the  system  is  extremely  difficult  to  audit. 
Therefore,  their  motivation  to  improve  existing  practices  remains  low. 

Previous  investigations  and  tests  of  automated  headcount  systems  have 
demonstrated  that  this  type  of  system  could  provide  better  access  control  to 
military  dining  halls  by  providing  legible  and  auditable  headcount  records, 
a  capability  to  control  excess  multiple  use  of  meal  cards  at  any  one  meal 
or  over  any  predetermined  number  of  meals  or  days  among  multiple  dining 
facilities,  and  a  capability  to  provide  management  with  useful  headcount 
analysis  reports.  However,  the  accuracy  of  these  systems  depends,  as  does 
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TABLE  8 


UNIFORM  ANNUAL  COST  SUMMARY  TABLE  NON- PHOTO  AND  PHOTO  CARD  PROGRAMS 


NON-PHOTO  CARD  PROGRAM 

PHOTO  CARD  PROGRAM3 

FIRST  YEAR 

UNIFORM  ANNUAL 

FIRST  YEAR 

UNIFORM  ANNUAL 

VENDOR 

COST 

COST 

COST 

COST 

Identimat 

$  17,605 

$  3,200 

$  21,679^ 

$  4 ,386b 

Cardkey 

$  16,481 

$  3,486 

$  20,275 

$  4,557 

ADP 

$  15,080 

$  3,897 

$  22,094 

$  6,281 

Vikonics 

$  20,910 

$  4,858 

$  25,124 

$  6,101 

Schlage 

$  19,200 

$  5,429 

$  24,114 

$  6,957 

Ruscoc 

$  26,142 

$  5,441 

$  30,146 

$  6,599 

IBM 

$  30,081 

$  9,247 

$  33,539 

$10,132 

Vali-Dine 

$  23,321 

$10,572 

$  26,685 

;  $12,209 

: — - - - - - - - - 

Includes  photographic  equipment  and  film  cost  estimates. 

bUnder  normal  circumstances,  a  photograph  is  not  required  for  identification  in  the  Identimat  system. 
However,  if  the  situation  ever  arose  where  the  Military  ID  card  would  be  used  with  Identimat  encoding, 
then  a  photo  card  program  for  Identimat  would  be  necessary.  Identimat's  photo  card  program  was  estimated 
by  using  a  charge  of  $0.75  a  card  ($0.45  more  than  the  cost  of  a  "regular"  Identimat  card  -  $0.45  was  used 
as  it  was  determined  that  this  is  the  amount,  on  average,  that  other  vendors  charge  for  their  photo  cards) 
the  cost  of  a  Polaroid  ID-3  System,  and  Polaroid  film. 

In  the  absence  of  data  from  Rusco,  their  card  costs  have  been  estimated  to  be  between  those  of  Vikonics 
and  Cardkey  since  all  three  companies'  readers  use  the  same  type  of  card.  Furthermore,  the  Rusco  system 
hardware,  as  portrayed  in  this  analysis,  represents  a  minimum  charge  as  costs  for  the  550  Controller  and 
customized  software  were  not  available. 


the  current  signature  system,  upon  good  meal  card  and  headcount  station 
control  practices.  For  example,  if  the  file  of  valid  authorized  numbers 
that  is  entered  into  the  automated  system  is  as  inaccurate  as  the  file  of 
valid  authorized  number  kept  by  the  existing  system  (meal -pass -log) ,  a  new 
automated  system  will  be  degraded  to  the  same  level  of  inaccuracy  as  the  old 
system.  Also,  if  headcount  station  control  does  not  include  accurate  per¬ 
sonnel  identification  and  rejection  of  unauthorized  personnel,  little  will 
be  achieved  with  automation. 

This  survey  identified  eight  specific  automated  systems  which  would  more 
than  satisfy  the  Navy's  basic  requirement  for  a  legible  audit  trail.  Further¬ 
more,  most  of  the  alternative  systems  can  be  expanded  to  interface  with  a 
main  frame  computer  so  that  any  desired  management  reports  could  be  obtained 
given  the  requisite  programming.  All  systems  are  commercially  available 
and  can  be  leased  and/or  procured  from  a  single  manufacturer.  For  the 
specific  analytical  assumptions  of  this  survey,  approximate  system  first- 
year  expenditure  costs  range  from  $15,000  to  over  $30,000. 

Automated  headcount  systems  are  and  will  be  expensive  to  implement  in 
the  military.  The  decision  to  implement  these  systems  should  be  based  upon 
the  need  to  acquire  the  advantages  offered  by  these  systems.  Major  advantages 
include  legible  audit  trails,  control  of  excess  meal  card  usage,  and  potentially 
useful  management  reports.  However,  automated  systems  will  not  solve  meal  card 
and  headcount  station  control  problems. 

The  implementation  of  A  La  Carte  food  service  in  the  Air  Force  and  as  now 
recommended  by  the  DoD  food  planning  board  for  all  the  services  can  and  will 
provide  increased  headcount  control  capabilities.  The  point-of-sale  devices 
necessary  to  this  system  can  produce  an  auditable  headcount  trail  by  having 
the  cashier  enter  patron  meal  card  numbers  into  the  register.  These  numbers 
can  be  later  printed  out  in  hard  copy  after  the  meal.  It  appears  possible 
to  connect  the  point-of-sale  device  to  a  card  reader  and  a  computer  so  that 
meal  card  numbers  can  be  automatically  recorded  and  useful  headcount  summary 
reports  produced.  If  hardware  can  be  so  configured,  then  A  La  Carte  systems 
may  be  able  to  implement  improved  auditable  headcount  systems  at  minimal 
additional  cost. 

Based  upon  the  potential  advantages  of  the  automated  card  reading  systems, 
it  is  recommended  that  such  a  system  be  acquired  and  evaluated  within  the 
military.  Because  of  DoD  interest  in  the  conversion  to  garrison  A  La  Carte 
food  service,  the  acquired  system  should  have  the  capability  to  operate 
behind  the  line  with  a  point-of-sale  device  as  well  as  in  front  of  the  line 
as  a  separate  headcount  control  system.  The  automated  system  should  also 
have  sufficient  capabilities  so  that  the  evaluation  can  be  conducted  at 
both  the  lowest  level  of  system  capability  (by  simply  providing  a  legible 
audit  trail)  and  at  the  highest  level  (by  providing  an  audit  trail  as  well 
as  useful  headcount  analysis  reports) . 
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It  is  more  specificly  recommended  that  the  Navy  acquire  an  automated 
headcount  system  and  evaluate  it  in  conjunction  with  their  pending  test  of 
an  A  La  Carte  system.  The  system  acquired  should  have  the  capability  to 
interface  satisfactorily  with  the  point-of-sale  device  planned  for  the  A 
La  Carte  test.  This  system  should  also  have  the  capability  to  operate 
independently  as  a  headcount  control  device  and  should  be  evaluated  in 
this  mode  of  operation. 

Based  upon  prior  experience  in  testing  automated  headcount  systems, 
it  is  recommended  that  the  military  service  conducting  the  test,  the  military 
base  selected  for  the  test  and  the  foodservice  personnel  at  that  base  be  made 
aware,  prior  to  the  test,  that  existing  headcount  practices  will  have  to 
change  if  a  valid  test  is  to  be  achieved.  Command  attention  in  the  correction 
of  current  inadequacies  in  meal  card  record  keeping  and  control  at  the  head- 
count  station  is  an  essential  ingredient  in  achieving  a  satisfactory  test 
of  an  automated  headcount  system.  It  makes  little  sense  to  acquire  an 
expensive  test  system  or  to  expend  the  personnel  and  other  scarce  resources 
to  conduct  the  test  if  command  interest  and  necessary  corrective  actions 
are  lacking. 
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Survey  Questionnaire 


I .  HARDWARE 


A.  COSTS 

•  Central  Processing  Unit  (CPU) 

•  Data  Entry  Device 

•  Installation 

•  Card  Reader  (Each) 

•  Printer 

•  Software 

•  Interfaces 

B.  How  much  core  storage? 

C.  Response  time? 

D.  How  is  system  connected?  Cost/ft? 

E.  What  are  the  responses  of  the  card  reader? 

F.  How  are  those  responses  displayed? 

G.  Characteristics  and  composition  of  output  files? 

H.  With  additional  programming,  what  is  the  system's  output? 

I .  How  many  readers  can  the  CPU  support? 

J.  What  is  the  recommended  temperature  control  for  the  CPU? 
II.  CARDS 


A.  How  are  they  encoded? 

B.  Decimal  digit  capacity? 

C.  Cost  per  card  with  picture? 

D.  Cost  per  card  without  picture? 
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E.  Are  they  recodable? 

F.  Will  a  card  reader  read  a  bent  card? 

G.  Hardware  cost  of  card  preparation  equipment? 

H.  How  long  does  it  take  to  encode  a  card? 

OTHER 

A.  How  long  to  install  the  system? 

B.  Estimated  length  of  response  time  after  receiving  a  purchase  order? 

C.  Is  the  company  on  the  GSA  schedule? 

D.  Number  of  food  service  applications  (Names  and  Locations). 

E.  Nature  of  applications  other  than  food  service. 

F.  Does  the  company  train  users?  If  yes,  at  what  cost? 

G.  Does  the  system  have  the  capability  to  print  transactions  locally? 

H.  If  a  reader  goes  down,  does  the  CPU  get  notified?  If  yes,  how? 

Does  the  headcount  monitor  get  notified?  How? 
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Burroughs  Application  at  Cornell  University  Food  Service 


Source:  Burroughs  Corporation 
1  Burroughs  Place 
Detroit,  MI  48232 

INTRODUCTION. 

In  1977  Burroughs  Corporation  installed  automated  headcount  equipment 
at  Cornell  University,  Ithaca,  New  York.  System  software  was  developed  by 
the  university.  The  system  used  at  the  university  consists  of  a  Burroughs 
B-80  microcomputer  and  twelve  remote  Burroughs  TT602  terminals.  Terminals 
are  located  in  each  dining  facility  with  an  additional  terminal  located  in 
the  dining  department's  administrative  section.  This  is  the  only  terminal 
that  allows  for  add,  change  or  delete  actions  to  the  student  information 
contained  in  the  CPU.  A  reader  screen  is  also  provided  at  this  terminal 
for  verification  of  information.  Cornell's  system  is  connected  through 
telephone  lines  using  a  modem  at  each  terminal.  It  can  handle  up  to  1800 
students  per  hour  at  each  terminal  and  provides  a  two  second  response  time. 
Manufacturer  literature  on  the  B^80  and  TT602  terminals  are  contained  in 
this  Appendix. 

MEAL  CARD  PROGRAM 

Meal  cards  are  supplied  by  Polaroid  and  prepared  by  the  university. 

Each  card  contains  a  photo  of  the  student  and  a  magnetic  strip  encoded  with 
student  I.D.  number  and  type  of  meal  plan.  During  FY  79,  Polaroid  charged 
Cornell  approximately  one  dollar  per  card.  Cornell  issues  the  cards  free. 
When  a  student  loses  his  card,  a  line  checker  sells  him  a  "lost  card  voucher" 
for  $5.  This  voucher  remains  valid  until  the  dining  office  flags  it  as  in¬ 
active,  usually  one  business  day.  following  the  creation  of  the  voucher  to 
allow  the  student  time  to  get  a  new  card. 

ACTIVITIES  AT  TEE  TERMINAL 

When  a  student  arrives  at  the  entrance  to  a  dining  facility,  he/she 
must  have  in  his/her  possession  either  a  meal  card,  a  lost  voucher  card,  or 
five  dollars.  The  line  checker  follows  a  different  procedure  in  each 
circumstance. 


Meal  Card  Entry.  If  a  student  brings  a  meal  card,  the  checker  "reads" 
the  card  into  the  terminal .  This  is  done  by  passing  the  card  through  the 
scanning /reading  device  that  is  attached  to  the  rear  of  the  terminal.  If  the 
card  is  not  read  properly  due  to  the  mechanical  method  of  reading  the  card  or 
seme  failure  in  the  data  communication  system,  the  invalid  red  light  will  flash 
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on  the  terminal.  When  this  occurs,  the  checker  either  re-reads  the  card  or 
enters  the  information  through  the  keyboard  at  the  terminal.  Once  the 
information  is  actually  transmitted,  the  terminal  will  respond  via  flashing 
indicator  lights. 

If  the  terminal  flashes  light  1  (green) ,  it  means  that  this  is  a  valid 
meal  card  and  the  student  should  be  admitted.  The  system  tallies  an  entrance 
for  the  unit. 

If  the  terminal  flashes  light  2  (orange) ,  it  means  that  this  is  a  valid 
meal  card  but  the  plan  does  not  allow  eating  at  this  particular  time  period. 

The  student  is  turned  away. 

■  If  the  terminal  flashes  light. 3  (yellow)  ,  it  means,  that  this  card  has 
previously  been  used  to  gain  entry  to  a  dining  facility  during  the  present 
time  period  (i.e.,  a  repeat  entry).  The  checker  must  verify  the  identity 
of  the  student.  This  is  done  by  looking  more  closely  at  the  picture  on  the 
card  or  demanding  some  other  form  of  identification,  preferably  a  university 
I.D.  card. 

If  the  terminal  flashes  light  4  (blue) ,  it  means  that  this  student  is  a 
possible  violator  of  the  dining  system  (i.e.,  he  may  be  allowing  another  student 
to  use  his/her  card  as  this  student  has  accumulated  a  large  number  of  repeat 
entries).  The  checker  must  once  again  verify  the  student’s  identity. 

If  the  terminal  flashes  light  5  (red) ,  it  means  that  this  card  has  been 
reported  lost  or  stolen.  The  checker  confiscates  the  card  and  does  not  allow 
the  student  to  enter. 

Lost  Card  Entry.  The  checker  inputs  the  student’s  I.D.  number  through 
the  keyboard  using  the  lost  card  transaction.  The  terminal  will  again  flash 
the  appropriate  light  to  indicate  the  status  of  the  card.  If  the  number  is 
valid,  the  checker  issues  a  lost  card  voucher  and  tells  the  student  when  the 
voucher  expires . 

Lost  Card  Voucher  Entry.  When  a  student  enters  with  a  lost  card  voucher, 
the  checker  asks  for  additional  identification.  The  checker  inputs  the  I.D. 
number  of  the  student  through  the  keyboard  using  the  lost  card  voucher  input 
transaction.  Once  again,  the  terminal  lights  will  flash  according  to  the  status 
of  the  student's  record. 

SYSTEM  OUTPUTS 

The  system  produces  a  daily  report  of  the  total  number  of  students 
admitted  to  each  dining  facility  during  each  meal  period  (time  zone) .  The 
following  is  a  list  of  the  totals  that  are  accumulated  for  each  terminal  and 
time  zone: 
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1. 

The  number 

of 

2. 

The  number 

of 

3. 

The  number 

of 

4. 

The  number 

of 

5. 

The  number 

of 

valid  first  entries  (green  lights) . 
repeat  entries  (yellow  lights) . 
invalid  students  found  (red  lights) . 
possible  violators  encountered  (blue  lights) . 
lost  card  vouchers  processed. 
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BURROUGHS  B  80 
COMPUTER  SYSTEM 


Compatible  with  the  future 
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BURROUGHS  B  80 


A  Very  Small  But 
Powerful  Fully  Featured 
General  Purpose 
Computer  System  For: 

•  The  business  considering  a  com¬ 
puter  for  the  first  time. 

•  The  business  upgrading  from  a 
less  advanced  computer. 

•  The  larger  organization  with 
branches,  warehouses,  plants  or 
other  facilities  seeking  better  busi¬ 
ness  management  by  placing  com¬ 
puter  power  at  the  locations  where 
transactions  occur  and  where  man¬ 
agement  information  is  required. 
The  Burroughs  B  80,  because  it  in¬ 
corporates  a  unique  integrated  sys¬ 
tem  of  operating  and  application 
software  called  the  Computer  Man¬ 
agement  System  (CMS),  is  the  one 
small  computer  which  meets  the 
data  processing  and  management 
reporting  needs  of  organizations  of 
all  sizes.  Combined  with  the  ad¬ 


vanced  hardware  design  of  the  B  80, 
CMS  provides  ease  of  use,  powerful 
performance,  and  growth  capacity 
not  available  in  any  other  computer 
of  similar  size  and  cost. 

Included  in  the  CMS  software  is  the 
operating  system  of  the  B  80  called 
the  Master  Control  Program  (MCP), 
first  developed  by  Burroughs  for  its 
larger  computers.  Burroughs  now 
offers  this  advanced  MCP  tech¬ 
nology  in  a  very  small  computer  sys¬ 
tem  —  the  B  80.  Combined  with 
powerful  new  microprocessors,  new 
disk  technology,  and  Burroughs 
worldwide  support,  CMS  —  includ¬ 
ing  BMS®  application  programs  — 
makes  the  B  80  unique  in  its  price 
range:  the  system  designed  for  ease 
of  use  and  ease  of  growth,  both 
now  .  .  .  and  later,  to  future,  larger 
Burroughs  systems,  without  chang¬ 
ing  your  programs  or  data  files. 

The  system  designed  to  be 
compatible  with  the  future. 
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BURROUGHS  B  80 

A  Flexible  Response  To 
Data  Processing  Requirements 


For  the  business  considering  a  computer  for  the  first  time, 
or  upgrading  from  a  less  advanced  computer. 


The  B  80  is  within  the  means  of  many 
businesses  which  could  not  pre¬ 
viously  afford  a  computer  of  this 
capability.  The  B  80  is  available  in  a 
wide  range  of  configurations,  so  the 
user  can  obtain  the  system  which 
best  meets  his  needs. 

Installation  of  the  B  80  is  simple,  and 
it's  probable  that  space  currently 
occupied  by  accounting  machines  or 
less  advanced  electronic  equipment 
will  accommodate  the  B  80. 

For  the  business  already  using  elec¬ 
tronic  equipment,  Burroughs  can 
provide  assistance  to  make  the 
change  to  the  B  80  with  a  minimum 
of  expense  and  delay.  Burroughs 
Data  Base  Bridging  System,  part  of 
the  Computer  Management  System, 
permits  users  of  Burroughs  Series  L 
business  minicomputers  or  other 
manufacturer's  systems  to  transfer 
existing  data  bases  to  B  80  systems 
utilizing  magnetic  tape  cassettes 
with  minimum  effort. 

Once  installed,  the  B  80  becomes  a 
compact  information  center,  stream¬ 
lining  daily  work  and  providing  im¬ 


Because  it  is  easy  to  use ,  employees  can 
be  quickly  trained  by  Burroughs  to 
operate  the  B80. 


mediate  access  to  records  for  better 
business  management.  Because  it  is 
easy  to  use,  employees  can  be 
quickly  trained  by  Burroughs  to 
operate  the  B  80. 

Most  importantly,  the  B  80  brings 
electronic  efficiency  within  your 
business  —  and  under  your  organi¬ 
zational  control.  Your  records  are 
stored  on  removable  Burroughs 
super  mini-disks  or  removable  disk 
cartridges.  The  Burroughs  super 
mini-disk  has  a  storage  capacity  up 
to  four  times  that  of  other  generally 
available  mini-disks.  The  two  super¬ 
mini-disks  used  on  a  minimum  B  80 
(up  to  six  can  be  used)  can  store 
system  software,  application  pro¬ 
grams,  and  approximately.  5500  ac¬ 
count  records.  Information  can  be 
retrieved  from  a  Burroughs  super 
mini-disk  in  one-tourth  of  a  sec¬ 
ond:  significantly  taster  than  other 
mini-disks. 

Disk  cartridges  offer  even  greater 
storage  capacity  and  access  speed. 
The  B  80  can  use  up  to  six  disk 
cartridges  simultaneously:  the 


equivalent  of  approximately  150,000 
account  records  on-line  at  one  time. 
Information  can  be  retrieved  in  an 
average  of  one-tenth  of  a  second. 

All  disks  are  removable,  so  storage 
capacity  is  virtually  unlimited. 

Business  records  and  information 
stored  on  magnetic  disks  are  imme¬ 
diately  available,  either  through  the 
B80  printer,  the  system's  display 
panel,  or  management  information 
display  terminals  strategically 
located  within  your  company. 
Records  are  protected  simply  by 
copying  them  on  another  disk  which 
may  be  stored  in  a  secure  area,  safe 
from  damage  or  misuse. 

Within  the  CMS  software,  Burroughs 
offers  Business  Management  System 
program  products  for  the  B  80,  de¬ 
signed  for  the  requirements  of  your 
particular  business.  These  BMS  pro¬ 
grams  are  of  special  value  to  the 
organization  which  does  not  nor¬ 
mally  employ  a  professional  data 
processing  staff  and  are  available  at 
a  fraction  of  the  cost  of  custom 
program  development. 


Business  records  and  information  stored  on  magnetic  disks  are  immediately  available ,  either 
through  the  B  80  printer ,  the  system's  display  pane! ,  or  management  information  display 
terminals  strategically  located  within  your  company. 
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BURROUGHS  B80 

Convenient  And  Economical  Growth 
Through  Advanced  Technology 


Burroughs  B  80: 

The  Right  System  Now  * . . 

And  For  The  Future 

Burroughs  will  recommend  and  pro¬ 
vide  the  B  80  system  that  best  satis¬ 
fies  your  current  requirements.  As 
these  requirements  expand,  the 
MCP  technology  allows  B  80  growth 
without  reprogramming  for  system 
power  improvement.  Expand  mem¬ 
ory,  peripheral  units,  BMS  applica¬ 
tion  programs,  and  data  communi¬ 
cations  capability:  whatever  the 
expansion,  through  MCP  the  B  80 
will  automatically  accept  the  in¬ 
creased  system  power.  No  need  to 
rewrite  current  programs.  No  need 
to  retrain  personnel.  No  need  to 
alter  operating  procedures. 

That's  convenient  growth. 
Economical  growth. 

The  B  80  system  may  be  configured 
using: 

•  Burroughs  super  mini-disks  for 
the  ultimate  in  compact,  convenient 
information  storage. 

•  Disk  cartridges  for  even  larger  file 
capacity.  The  file  capacity  of  the 
B  80  may  be  increased  over  13  times 
through  the  addition  of  more  mini¬ 
disk  or  disk  cartridge  units  to  the 
basic  B  80.  And  because  all  disks 


are  removable  and  interchangeable, 
multiple  B  80  installations  are  a 
practical  way  to  grow. 

•  A  system  display  to  confirm  B  80 
input  and  output,  including  immedi¬ 
ate  management  information  pro¬ 
vided  by  Burroughs  BMS  programs. 

•  Magnetic  tape  cassette  stations 
and  industry-compatible  mini-disks. 

•  Line  printers  to  complement  the 
advanced  matrix  system  printer.  The 
print  capability  of  the  B  80  can  be 
increased  23  times  through  the 
addition  of  such  line  printers. 

•  Burroughs  Audit  Entry  Systems 
for  local  or  remote  preparation  of 
audited  input.  Audit  Entry  Systems 
may  also  be  connected  to  the  B80 
for  batch  transmission  of  data. 

•  Burroughs  visual  display  terminals 
for  immediate  management  access 
to  information,  providing  data  entry 
as  well  as  inquiry  capability.  Ter¬ 
minals  may  be  located  locally  or 
remotely. 
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BURROUGHS  BUSINESS 
MANAGEMENT  SYSTEMS 


Complete  Application 

Programs 

For  The  B80 

Burroughs  application  program 
products  for  the  B  80  can  eliminate 
custom  program  preparation  and 
are  much  more  economical.  Called 
Business  Management  Systems, 
these  BMS  program  products  have 
been  designed,  written,  tested,  and 
perfected  by  Burroughs  program¬ 
mers  and  applications  experts  on  a 
worldwide  basis.  BMS  programs 
satisfy  the  requirements  of  a  wide 
range  of  organizations,  including 
manufacturers,  hospitals,  govern¬ 
ment,  and  finance.  In  the  com¬ 
mercial/industrial  area,  there  are 
Business  Management  Systems  of 
particular  interest  to  a  wide  range  of 
wholesalers  and  distributors. 


BMS  programs  provide  dynamic 
management  reporting  to  furnish, 
in  addition  to  routine  accounting 
documents,  the  information  needed 
to  manage  successfully.  This  key 
management  information  is  avail¬ 
able  in  printed  or  display  form, 
locally  or  remotely,  periodically  or 
on  demand.  Such  immediate  access 
to  information  provides  the  B  80  user 
with  management  control  not  avail¬ 
able  from  less  advanced  systems. 
Because  BMS  programs  are  available 
either  as  complete  packages  or 
modularly,  the  B  80  user  may  obtain 
a  total  Business  Management  System 
immediately,  or  just  those  applica¬ 
tions  presently  required.  As  appli- 
cational  needs  increase,  the  MCP 
technology  of  the  B  80  allows  sub¬ 
sequent  modules  to  be  added  con¬ 
veniently  —  without  reprogramming 
—  and  integrates  these  automatically 
with  existing  programs. 


Information  input  and  retrieval  to 
and  from  the  BMS  programs  is  made 
easy  by  Burroughs  Data  Control  Sys¬ 
tem  (DCS),  another  element  in  the 
comprehensive  Computer  Manage¬ 
ment  System  (CMS). 

The  Data  Control  System  makes  the 
handling  of  B  80  data  simple  by 
allowing  acceptance  of  Audit  Entry 
media,  whether  cassette,  industry- 
compatible  mini-disk,  or  Burroughs 
super  mini-disk;  by  ^educing  the 
programming  effort  required  for  file 
creation  and  maintenance;  and  by 
providing  basic  reporting  and  in¬ 
quiry  capability  without  the  creation 
of  separate  report  programs.  DCS 
permits  data  retrieval  and  display 
without  detailed  operator  or  pro¬ 
grammer  knowledge  of  the  data  or 
report  formatting  techniques. 
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For  the  larger  organization  seeking  better  business  management  by  placing  computer 
power  where  transactions  occur  and  where  management  information  is  required. 


The  moderate  cost  of  the  B  80  makes 
multiple  installations  economically 
feasible,  while  its  ease  of  use  and 
power  assure  the  capability  to  pro¬ 
cess  work  on-site  at  decentralized 
locations. 

For  the  larger  organization,  the  B  80 
puts  data  processing  capability 
where  it  is  needed.  Local  business 
records  and  information  are  under 
local  control;  and,  through  the  B  80's 
data  communications  capabilities, 
remote  records  and  summary  re¬ 


ports  are  available  to  management 
at  central  locations. 

Burroughs  Business  Management 
System  program  products  are  avail¬ 
able  to  the  larger  organizations  with 
decentralized,  diversified,  or  multi¬ 
national  computer  operations.  These 
BMS  program  products,  written  in 
the  higher  level  languages  of  COBOL 
and  RPG,  are  designed  for  the  re¬ 
quirements  of  local  business  offices. 
A  full  range  of  procedural  capabili¬ 
ties  and  the  network  languages  of 
NDL  (Network  Definition  Language) 
and  MPL  (Message  Processing  Lan¬ 
guage)  simplify  the  use  of  B  80 
systems  in  data  communications 
networks.  Implementation  of  the 
Computer  Management  System 
(CMS)  on  future,  larger  Burroughs 
systems  will  allow  users  of  these  sys¬ 


tems  and  B  80  users  to  use  the  same 
programs  and  data  files  without 
reprogramming  or  recompiling. 

Of  special  importance  is  Burroughs 
worldwide  support  capability  for  the 
B  80.  No  matter  where  your  net¬ 
work  extends,  professional  training, 
support,  and  maintenance  can  be 
provided. 


Maximum  flexibility  in  establishing  decentralized  data  processing  is  possible  because 
the  B80  can  effectively  operate  in  a  stand-alone  environment;  as  a  host  to  its  own 
terminal  network;  as  a  terminal  computer  system  connected  to  a  larger  host  system;  or , 
as  illustrated  here ,  in  a  network  of  several  B80's  connected  to  each  other.  These  various 
networks  may  be  connected  utilizing  local  direct  connect  facilities  or  remotely  utilizing 
Burroughs  data  communications  procedures. 
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BURROUGHS  B  80 

Simplified  Operation 
Through  Advanced  Technology 


The  B  80  operates  under  a  complete 
Master  Control  Program  with  the 
capabilities  of  the  Master  Control 
Programs  used  on  Burroughs  larger 
computer  systems.  The  Master  Con¬ 
trol  Program  (MCP)  makes  possible 
much  of  the  superiority  of  the  B  80, 
functioning  independently  on  the 
user's  behalf  with  no  special  effort 
required  by  the  operator.  The  MCP 
assumes  responsibilities,  exercises 
control,  and  monitors  jobs  which 
would  otherwise  require  operator 
attention.  Because  the  MCP  does  so 
much  automatically,  the  B  80  is  easy 
to  operate  —  especially  important  to 
the  first  time  user. 

System-To-Operator 

Communication 

Through  the  MCP,  the  B  80  commu¬ 
nicates  with  the  operator  in  simple 
language  statements.  No  matter  how 
the  B  80  is  configured  or  what  appli¬ 
cations  are  being  used,  these  state¬ 
ments  are  universal:  consequently, 
personnel  may  use  other  B  80  sys¬ 
tems  with  no  loss  of  efficiency. 


As  part  of  system-to-operator  com¬ 
munication,  the  MCP  will  advise  the 
operator: 

•  Whether  the  system  and  periph¬ 
erals  are  operational. 

•  Whether  properfiles  are  available. 

•  Whether  necessary  peripherals  are 
ready  for  use. 

Because  the  MCP  does  this  checking 
automatically,  operator  efficiency  is 
greatly  increased. 

Dynamic 

Resource  Allocation 

The  MCP  manages  the  B  80,  simpli¬ 
fying  operation.  Utilizing  Dynamic 
Resource  Allocation,  the  MCP  will: 

•  Automatically  select  the  periph¬ 
erals  necessary  to  execute  a  job  in 
the  most  efficient  way. 

•  Automatically  utilize  available 
memory  in  the  most  efficient  way. 

•  Automatically  assign  system  com¬ 
ponents  as  they  are  required  by 
application  programs. 

•  Automatically  allow  several  pro¬ 
grams  to  run  simultaneously  (the 


number  depends  on  the  size  of  the 
B  80  used  and  the  applications  pro¬ 
cessed),  and  allow  application  pro¬ 
gram  combinations  to  vary  from  one 
time  to  another. 

•  Automatically  execute  jobs  by 
priority  levels  previously  estab¬ 
lished.  The  jobs  most  important  to 
the  user  become  those  most  impor¬ 
tant  to  the  B  80:  MCP  sees  to  it  they 
get  done  fast. 

•  Automatically  control  the  assign¬ 
ment  of  files  and  data  components 
(i.e.,  memory  locations  and  specific 
disks)  without  operator  intervention. 

The  B  80  Master  Control  Program: 
automatic  communication,  manage¬ 
ment,  selection,  multi-programming, 
and  job  priority  execution.  All  in  one 
small  computer  which  combines  un¬ 
precedented  power  with  ease  of  user 
the  B  80. 


MCP  Means  Simplified  B  80  Operation 
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BURROUGHS 

Provides  And  Supports 
Everything  The  B  80  User  Requires 


•  All  hardware,  including  periph¬ 
erals. 

•  All  Computer  Management  Sys¬ 
tem  software,  including  the  Master 
Control  Program,  the  Data  Control 
System,  High  Level  Languages,  Utili¬ 
ty  Programs,  Interpreters,  Bur¬ 
roughs  Data  Base  Bridging  System, 
and  Business  Management  Systems. 
Together,  B  80  hardware  and  CMS 
are  the  B  80  system:  easy  to  use; 
easy  to  expand  across  the  broad 
range  of  B  80  models;  and  easy  to 
upgrade  to  larger  Burroughs  systems 
without  reprogramming  and  to 
future,  larger  Burroughs  systems 
without  reprogramming  or  recom¬ 
piling. 

The  compatible  operating  environ¬ 
ment  design  provided  by  the  Com¬ 
puter  Management  System  means 
that  application  programs,  data  files, 
and  operating  methods  and  proce¬ 


dures  are  portable  to  other  Bur¬ 
roughs  systems  without  change.  This 
B  80  compatibility  with  both  future 
user  requirements  and  future  com¬ 
puter  technology  is  unique  in  very 
small  computer  systems. 

•  All  necessary  pre-installation 
guidance. 

•  All  customer  training. 

•  All  forms  and  supplies. 

•  All  necessary  product  mainte¬ 
nance,  from  field  engineers  located 
throughout  the  world. 


All  necessary  pre-installation  guidance. 


All  customer  training. 


All  necessary  product  maintenance. 
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BURROUGHS  B  80 

Advanced  Technology  For 
System  Power  And  Operational  Simplicity 


The  B  80's  are  microprogrammed 
systems.  At  program  execution  time, 
an  organized  group  of  micro¬ 
instructions,  called  the  interpreter, 
is  brought  into  memory  by  the  MCP 
to  monitor  and  direct  system  func¬ 
tions  and  to  execute  application 
programs. 

The  B  80  processor  is  implemented 
using  nine  advanced  large  scale  in¬ 
tegrated  circuits  contained  on  a 
single  printed  circuit  board.  The  cir¬ 
cuits  include  a  nano  memory,  a 
micro  stack,  input/output  logic  and 


system  registers,  and  utilize  micro¬ 
processor  technology. 

The  B  80  processor  operates  at  one 
MHz.  The  system's  main  memory 
has  an  access  time  of  500  nano¬ 
seconds,  and  utilizes  metal  oxide 
silicon  (MOS)  LSIC.  Read/write  main 
memory  is  expandable  from  the 
basic  32,768  bytes  capacity  to  61,440 
bytes  in  4KB  increments. 

Processor  throughput  is  significantly 
increased  by  an  "overlap"  feature 
which  allows  the  processor,  during 
the  execution  of  a  micro-instruction, 


to  "look  ahead"  at  the  next  micro¬ 
instruction  to  be  executed. 

The  B  80  system  has  up  to  11  indi¬ 
vidual  buffered  controls  for  handling 
input/output  devices.  System  effi¬ 
ciency  is  increased  by  an  automatic 
hardware  "interrupt"  system.  With 
this  system,  each  input/output  chan¬ 
nel  notifies  the  processor  when  data 
is  ready  for  processing  or  transmis¬ 
sion.  This  feature  eliminates  the 
need  for  the  processor  to  scan 
channels  continuously  and  is  accom¬ 
plished  without  programmer  inter¬ 
vention. 


The  B  80  processor  is  imple- 
mented  using  nine  advanced 
large  scale  integrated  circuits 
contained  on  a  single  printed 
circuit  board. 


The  circuits  include  a  nano 
memory  (shown),  a  micro  stack , 
input/output  logic  and  system 
registers ,  and  utilize  micropro¬ 
cessor  technology. 


Detail  of  nano  random  access  memory  large  scale  inte¬ 
grated  circuit. 


NO  MATTER  WHAT  YOUR  LINE  OF  BUSINESS  ...  NO  MATTER  WHAT  ITS  SIZE  .  .  . 

NO  MATTER  WHAT  SPECIAL  NEEDS  YOU  MAY  HAVE  . . . 
NO  MATTER  WHAT  EQUIPMENT  YOU  PRESENTLY  USE  . .  . 


Contact  your  Burroughs  representative  for  a  B  80  demonstration. 
See  for  yourself  why  the  B  80  is  compatible  with  the  future  .  .  . 

with  your  future. 
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Burroughs 


Burroughs  TT  602  is  an  interactive  transac¬ 
tion  control  terminal  for  numeric  data  entry, 
display  and  communications  with  a  central 
system  or  system  and  communications  pro¬ 
cessor.  It  is  a  modular,  low-cost,  compact  and 
extremely  flexible  terminal  having  a  wide 
variety  of  applications. 


The  basic  TT  602  System  is  comprised  of  a 
keyboard/display  module  and  a  power 
supply/logic  module.  Optional  components 
include  a  Magnetic  Striped  Card  Reader, 
Magnetic  Striped  Card  Reader/Writer  and  a 
Personal  Identification  Number  (PIN)  Key¬ 
board. 
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Financial  institutions,  which  are  expanding 
into  Electronic  Funds  Transfer  Systems 
(EFTS),  will  find  the  TT  602  particularly 
appealing.  Within  the  financial  institution,  it 
may  be  used  by  tellers,  loan  officers  or  even 
customers.  In  retail  point-of-transaction  loca¬ 
tions,  financial  uses  may  include  credit 
authorization,  check  verification,  check  guar¬ 
antee,  deposits,  withdrawals  and  direct 
transfers  of  funds  between  accounts. 

Because  of  the  TT  602's  extreme  flexibility,  it 
may  be  used  in  many  non-financial  environ¬ 
ments.  Sales  and  inventory  data  might  be 
input  through  the  TT  602.  Hotels,  motels  and 
restaurants  may  enter  and  verify  guest 
charges.  Hospitals  may  use  it  in  a  "mini" 
nursing  station  environment  for  data  entry  or 
inquiry  regarding  patient  accounting  or 
medical  care  data.  Wholesalers  and  manufac¬ 
turers  may  utilize  the  TT  602  to  collect  data 
on  shipments,  receipts  or  production  jobs. 

Any  industry  requiring  collection  of  numeric 
data  or  numeric  inquiry  into  central  files  in  an 
on-line,  real-time  environment  may  use  the 
Burroughs  TT  602. 

Keyboard/Display 
Module  Characteristics 


striped  card  reader  and  Personal 
Identification  Number  (PIN)  key¬ 
board  to  the  central  site. 

6  to  14  field  identification  keys  — 
legends  may  be  customized  to  applica- 
tional  requirements. 

■  Display 

16-digit  Panaplex®  display  panel  may 
display  0  through  9,  A,  C,  E,  F,  -,  and 
blank.  ("F"  may  only  be  displayed  in 
the  least  significant  position.) 

8  optional  status  indicator  lights  refer  to 
a  removable  legend  strip  and  are 
activated  by  codes  sent  from  the  central 
site. 

■  Operator  Communication 

Terminal  controlled  messages  on  the 
display  panel  identify  the  status  of  a 
transaction  at  all  times: 

F  —  is  displayed  when  the  opera¬ 
tor  depresses  a  field  iden¬ 
tifier  key  or  upon  successful 
reading  of  a  magnetic  striped 
card. 

CC  —  indicates  a  magnetic  striped 
card  is  to  be  read. 

EOF  —  indicates  the  operator  has 


■  Input 

12-key  numeric  keyboard  (including 
double  zero  and  decimal  point  keys) 

4  basic  function  keys 

CLEAR  —  clears  data  communications 
buffer  and  enforces  previous  trans¬ 
action  data  to  be  cleared  before 
proceeding  with  a  new  transaction. 

CLEAR  DISPLAY  —  allows  data  to  be 
corrected  as  it  is  being  entered  and 
permits  selective  correction  of  pre¬ 
viously  entered  fields  prior  to 
transmission. 

PAGE  —  allows  sequential  display  of 
data  fields  in  the  buffer  for 
verification  of  input  or  display  of 
multiple  fields  received  from  the 
central  site. 

TRANSMIT  —  transmits  data  entered 
through  the  keyboard,  magnetic 


depressed  the  PAGE  key  a 
sufficient  number  of  times 
to  reach  the  "End-Of-Fields". 
Depression  of  the  PAGE  key 
again  causes  the  contents  of 
the  buffer  to  be  redisplayed 
a  field  at  a  time. 

C  —  shows  that  the  operator  has 
entered  "calculator  mode" 
(optional). 

A  —  indicates  the  transmit  key 
has  been  depressed  and  the 
TT  602  is  "awaiting"  a  re¬ 
sponse. 

O  —  indicates  the  terminal  is  in  an 
idle  state  with  a  clear  buffer, 
awaiting  entry  of  data. 

E  —  indicates  an  operator  error  or 
improper  reading  of  a  mag¬ 
netic  striped  card. 
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E-A  —  indicates  "entry  accepted" 
upon  completion  of  entry 
from  the  Personal  Identifica¬ 
tion  Number  (PIN)  key¬ 
board. 

Power  Supply/Logic 
Module  Characteristics 

■  Self-contained  unit  which  satisfies  the 
power,  memory  and  logic  requirements  of 
the  TT  602  terminal,  including: 

Keyboard/display  module 
Data  communications  processor 
Optional  magnetic  striped  card  reader 

Optional  magnetic  striped  card  reader/ 
writer 

Optional  Personal  Identification  Number 
(PIN)  keyboard 

■  The  power  supply/logic  module  may  be 
used  as  a  stand  for  the  keyboard/display 
module  or  may  be  located  up  to  eight  (8) 
feet  away. 

8-foot  (243.8  cm)  cable  may  be  easily 
disconnected  at  the  keyboard/display 
module  for  quick  substitution  of  a 
replacement  keyboard/display  module. 

Cable  and  plug  attachment,  when  install¬ 
ed  through  a  counter  top,  requires  a  hole 
measuring  ,9-inches  (2.3  cm)  x 
1 ,4-inches  (3.5  cm). 

■  Data  communications  line  activity  light 

Located  on  power  supply/logic  module 

Blinks  when  there  is  activity  on  the  line 
and  the  terminal  is  responding. 

■  On/Off  switch 

■  Self-diagnostic  capability 

Whenever  the  TT  602  is  turned  on,  an 
in-built  Maintenance  Test  Routine 
(MTR)  checks  all  the  terminal  circuitry. 

If  these  tests  indicate  that  all  logic  is 
functional,  a  facsimile  of  the  word  "GO" 
is  displayed  to  the  operator  on  the 
keyboard/display  module. 

If  certain  types  of  failure  are  found,  a 
numeric  representation  of  the  failure  is 
displayed  on  the  keyboard/display 
module  to  allow  repair  to  be  more 
readily  effected. 


Magnetic  Striped  Card 
Reader  (Optional) 
Characteristics 


■  Attaches  to  rear  of  keyboard/display 
module. 

■  Pass-through  reader. 

■  Reads  Track  II  (75  BPI  density)  or  Track  1 1 1 
(210  BPI  density). 

■  Compatible  with  cards  read  by  other 
Burroughs  terminals. 

Magnetic  Striped  Card 
Reader/Writer 
(Optional)  Characteristics 


■  Attaches  to  rear  of  keyboard/display 
module. 

■  Card  lock-in  security  mechanism  assures 
that  the  card  which  is  read  is  the  card 
which  is  written. 

■  Track  III  read/write  (210  BPI  density)  and / 
or  Track  II  read  (75  BPI  density). 
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Personal  Identification 
Number  (PIN)  Keyboard 
(Optional)  Characteristics 


■  12-key  pad. 

■  Available  with  magnetic  striped  card  reader 
or  reader/writer  options. 

■  Allows  customer  entry  of  secret  Personal 
Identification  Number  (PIN). 

■  May  be  hand-held  or  cradle-mounted. 

■  Attaches  to  keyboard/display  module  by  a 
14-foot  (420  cm)  cable. 

Cable  has  a  4-foot  (120  cm)  straight 
section  and  a  10-foot  (300  cm)  coiled 
section  when  extended. 

Data  Communications 

■  Free-standing  terminal  —  requires  no  shared 
controller. 

■  150-digit  or  256-digit  transmit/receive 
buffer. 

■  Interface 

Asynchronous 

Mode  of  operation  —  half-duplex. 

Transmission  speeds  —  75,  100,  150, 
300,  600,  1200  and  1800  BPS. 

Data  code  -  USASCII  X  3.4  -  1968. 

Character  length  —  7  data  bits  and  one 
even  parity  bit,  plus  one  start  and  one 
stop  bit. 

Bit  sequence  —  least  significant  bit  first. 
Data  set  interface  —  E.I.A.  RS232C. 


Longitudinal  message  parity  check. 

Network  environment  —  2-wire  manua1 
dial-up  lines,  4-wire  leased  lines,  4-wire 
leased  with  2-wire  dial-up  back-up 
capability,  or  direct  connect  (BDI). 

■  Procedures 

Multipoint  poll/select. 

Group  polling. 

Fast  select. 

Modified  contention. 

Additional  Features 
(available  on 
some  styles) 

■  Supervisor  key  switch 

Located  on  power  supply/logic  module. 

Allows  entry  of  uniquely  identified 
constants  which  are  transmitted  with 
each  message  sent  from  the  TT  602. 

Also  allows  temporary  override  of 
normal  terminal  address. 

■  Back-up  rate  switch 

Allows  switching  from  a  normal  leased- 
line  operation  to  a  dial-up  line  for 
back-up  should  data  communications 
problems  develop. 

■  Calculator 

Allows  the  TT  602  to  be  used  as  a 
four-function  electronic  calculator  in 
addition  to  normal  on-line  operations. 

May  calculate  up  to  four  decimal  places 
and  round  off  to  either  two,  three  or  no 
decimal  places  for  entry  as  a  data  field  in 
the  message. 

■  Internal  data  sets 

1200  or  1800  BPS  internal  data  sets  are 
available  on  the  TT  602. 

Physical  Characteristics 

■  Keyboard/display  module 

Width:  8.9''- (22.6  cm) 

Height:  4.2"  —  (10.7  cm) 

Depth:  10.7"  -  (27.2  cm) 

Weight:  5.0  lbs.  -  (2.3  kg) 
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Power  supply/logic  module 
Width:  9.8”  -  (24.9  cm) 

Height:  9.1”  -  (23.1  cm) 

Depth:  14.3"  —  (36.3  cm) 

Weight:  28.6  lbs. -( 13.0  kg) 

Magnetic  striped  card  reader  (optional) 
(attaches  to  rear  of  keyboard/display 
module) 

Width:  8.9”  -  (22.6  cm) 

Height:  4.2"  —  (10.7  cm) 

Depth:  3.3"  —  (8.3  cm) 

Weight:  1.2  lbs.  —  (  .6  kg) 

Magnetic  striped  card  reader/writer  (op¬ 
tional)  (attaches  to  rear  of  keyboard/ 
display  module) 

Width:  8.9"  —  (22.6  cm) 

Height:  4.2"  —  ( 10.7  cm) 

Depth:  4.2"  —  (1 0.7  cm) 

Weight:  3.3  lbs.  -( 1 .5  kg) 


Personal  Identification  Number  (PIN)  key¬ 
board  (optional)  (cable-connected  to  mag¬ 
netic  striped  card  reader  or  reader/writer) 

Width:  2.7" -(6.9  cm) 

Height:  1.7"  — (4.2  cm) 

Depth:  6.4"  —  (16.2  cm) 

Weight:  .8  lbs.  -  (  .4kg) 


U.S.  standard  —  1 20  volts,  60  Hz. 

Other  -  100,  110,  115,  127,  200,  208, 
220,  230  or  240  volts,  50  or  60  Hz. 

Three-wire,  non-detachable  power  cord 
connected  to  power  supply/logic  module. 

Type  5-15P  NEMA  wall  plug. 

Length:  102  inches  (260  cm). 
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APPENDIX  C 
Entree  Systems 


C-1 


Systematic 
peace  of  mind 


Entree  Systems  eases  your  mind 


It’s  no  secret  that  the  world  today  is 
not  the  same  one  we  knew  as 
youngsters.  Times  are  different. 
People  are  different.  Your  employees 
are  different  too.  Chances  are,  they’re 
better  educated  than  the  workforce  of 
a  generation  ago.  More  independent 
and  less  apt  to  accept  rules  without 
question. 

Changes  like  these  have  created 
problems  in  business  and  on  campus. 
Access  problems.  Security  problems. 
Timekeeping  problems.  Attendance 
problems.  Inventory  control  problems. 
Managers  and  administrators  began 
to  feel  that  they  were  losing  control. 

But  you  don’t  have  to  feel  that  way. 

Now,  Entree  Systems  eases  your 
mind  by  placing  control  where  it 
belongs  —  in  your  hands.  With  state- 
of-the-art  electronics,  using  rugged, 
reliable  microprocessors  and  a 
powerful  minicomputer,  the  Entree 
Controlled  Access  System  provides 
you  with  a  firm  grip  on  your 
operations. 


The  system  and  how  It 
works 

With  an  Entree  System,  you  get  a 
complete,  turnkey  package  that  can 
be  expanded  easily  to  meet  your 
future  needs.  Included  are  these 
components: 

•  Entree  magnetic  stripe  card  reader 
terminals,  the  heart  of  the  control 
system.  Each  compact  terminal 
features  an  easy-to-use,  wipe-through 
reader  that  eliminates  jamming  due 
to  bent  cards.  Entree’s  unique  reader 
design  gives  you  a  terminal  that  will 
read  a  badge  with  a  clip  attached.  It 
actually  straightens  out  bent  cards 
and  reads  them  —  insuring  error-free 
operation.  Users  are  guided  by  six 
lighted,  easy-to-read  message  panels. 

•  A  nationally  known  and  serviced 
minicomputer. 

•  An  Entree  software  operating 
package  designed  for  applications 
like  yours.  Operation  is  simplicity 
itself.  You  don’t  need  a  degree  in 


computer  programming  to  use  an 
Entree  System,  which  is  engineered 
to  respond  to  human  English  requests 
and  commands.  Because  of  modular 
construction,  the  software  packages 
can  be  modified  at  reasonable  cost  to 
provide  the  control  you  need  and  the 
information  you  want  —  when  you 
want  it. 

•  A  compact  printer  and  keyboard 
provides  a  control  center  which  gives 
you  system  use  information  in  easy- 
to-read,  printout  form.  It  allows  you  to 
enter  changes  and  other  information 
quickly  and  efficiently. 

•  All  the  equipment  needed  to  enable 
you  to  make  and  encode  photo 
identification  cards  is  available  with 
your  Entree  System.  If  you  wish, 
Entree  Systems  will  produce  the 
initial  cards  for  your  installation.  You 
can  purchase  encoders,  cameras, 
laminators,  die  cutters  and  all  the 
supplies  to  make  cards  on  site. 

•  Entree  System  components  don’t 
require  air-conditioned  rooms  or 
extensive  modifications  to  your 
facilities.  They  can  be  installed 
easily.  Carefully  engineered  and 
matched,  they  provide  you  with  long, 
troublefree  service  in  applications 
almost  as  wide  as  your  imagination. 
Here  are  a  few  fields  in  which  Entree 
Systems  are  at  work. 

Security 

Key  to  the  Entree  System  is  a  high- 
quality,  laminated  photo  identification 
card.  Each  card  has  its  own  individual 
identification  number.  Reliability 
results  from  a  magnetic  stripe 
material  that  becomes  a  permanent 
part  of  the  card  and  which  virtually 
cannot  be  erased. 

The  cards  themselves  are  rugged. 
They’ve  been  proven  in  high  security 
laboratory  installations.  And  they’ve 
been  tested  by  the  toughest  users  of 
all  —  college  students.  They’ve  been 
bent,  folded,  twisted,  mutilated.  Some 
have  had  holes  punched  in  them.  Still, 
they  continue  to  work.  Completely. 
Accurately.  At  one  prominent 
university,  the  Entree  System  has 
been  operating  without  failure  for  two 
years.  During  that  time,  students  have 
passed  cards  through  the  readers 


C-3 


about  security  and  control 


21,000  times  each  day  with  an 
average  read  and  response  time  of 
less  than  one  second  each. 

As  an  Entree  System  owner,  you  can 
make  and  encode  cards  with  up  to  40 
characters  of  information  each  on  the 
magnetic  stripe.  Your  system  can  be 
programmed  to  control  access  to 
sensitive  production,  engineering, 
research  and  development,  office  and 
EDP  areas.  You  can  be  assured  that 
proprietary  information  and  restricted 
areas  are  kept  secure  from 
unauthorized  use  or  from  attempts  at 
industrial  espionage. 

Time  and  attendance 

Available  with  an  optional  LED  clock 
readout,  the  Entree  Card  Reader 
eliminates  the  need  for  old  fashioned 
time  clocks.  As  entering  and 
departing  employees  pass  their  cards 
through  the  readers,  you  can  control 
access  to  work  areas  at  the  same 
time  you  improve  the  speed  of 
processing.  Entree  card  readers  are 
faster  than  conventional  time  clocks. 
And  your  printer  provides  you  with  all 
the  information  you  need  for  payroll 
processing.  The  keyboard  permits 
rapid  updating  of  the  system.  When 
an  employee  leaves,  he  is  removed 
from  the  system  and  can  no  longer 
gain  entry  even  though  he  may  keep 
his  card. 

Entree  magnetic  card  reader 
terminals  are  now  available  in  handy, 
economical,  stand-alone  form.  Stand¬ 
alone  units  have  a  built-in  memory  for 
up  to  999  persons.  And  they’ll  control 
access  in  up  to  four  time  zones. 

Entree  stand-alone  card  readers  are 
easily  programmed  from  any 
keyboard-printer.  And  they  can  be 
used  in  dial-up  mode. 

Access  control 

With  an  Entree  System,  you  can 
regulate  access  to,  and  control  the 
use  of,  virtually  any  area  or 
equipment. 

For  instance,  colleges  and 
universities  can  regulate  entry  to 
eating  facilities,  dormitories,  research 
areas  and  special  events.  Libraries 
can  use  the  system  to  check  books  in 
and  out. 


Businesses  can  restrict  use  of 
company  vehicles  and  monitor  the 
use  of  Increasingly  valuable  fuel,  as 
well  as  access  to  parking  lots, 
reserved  parking  and  executive  areas, 
work  areas,  warehouses,  copy 
machines,  elevators. 

Your  Entree  System  will  give  you  the 
information  you  need  to  keep  track  of 
what  your  costs  are.  And  you’ll  be 
able  to  control  them. 


In  a  world  where  inflation,  security 
problems,  stolen  ideas,  pilferage  and 
improper  use  of  equipment  all  can 
spell  red  ink,  you’ll  have  the  ability  to 
slash  losses  and  move  your  operating 
statement  more  solidly  onto  the  plus 
side. 

That’s  what  control  and  peace  of 
mind  are  all  about. 

And  those  are  what  Entree  Systems 
give  you. 


For  further  information,  call  or  write:  Harco  Industries,  Inc. 

10802  N.  21st  Avenue  •  Phoenix,  AZ  85029  •  Phone:(602)944-1565. 


HARCO  INDUSTRIES,  INC. 

Builders  of  photo  identification  systems  for  more  than  30  years. 
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Specifications 

Entree  Card  Reader  Terminal 

•  Available  in  wall  mount  or  tabletop  models. 

•  Microprocessor  based  (Intel  8085). 

•  EPROM  programmable  memory. 

•  Internal  on-board  regulated  power  supply. 

•  Modular  circuit  board  design. 

•  Internal  solid  state  relay  for  external  switching. 

•  Standard  RS  232c  interface. 

•  Six  lighted,  variable  message  indicator  panels. 

•  115V  AC,  60Hz,  250ma. 

•  Options:  LCD  time  clock  display.  12-  or 
16-position  keypad.  Internal  counter. 

Central  Minicomputer 

•  National  service  contract  available. 

•  Up  to  64K  bytes  memory. 

•  Additional  disc  and  tape  support  available. 

•  Diagnostic  software  and  bootstrap  loader  standard. 

•  Real  time  clock. 

•  Power  fail  auto  restart  standard. 

•  Multiple  communication  lines  (four  minimum). 

•  Complete  line  of  expansion  equipment. 

Control  Console 

•  Lightweight,  silent  printer. 

•  CRT  optional. 

•  Multiple  units  available. 


HflRGO  INDUSTRIES,  INC. 


Builders  of  photo  identification 
systems  for  more  than  30  years. 

10802  N.  21st  Avenue  •  Phoenix,  AZ  85029  •  Phone:(602)944-1565. 
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Entree  Magnetic  Stripe  Card 
Reader  Terminals 


Easy  to  use 

With  a  wipe-through  reader  that 
eliminates  jamming  due  to  bent 
cards,  each  Entree  terminal 
straightens  bent  or  deformed 
cards.  It’s  designed  to  read  a  card 
with  a  clip  attached  and  to 
provide  error-free  operation.  Life 
of  the  reading  head  is  more  than 
a  half-million  reads. 


Easy  to  understand 

Six  lighted  message  indicator 
panels  clearly  indicate  to  the 
cardholder  the  results  of  the  read. 
Pleasant  or  unpleasant  audible 
tones  reinforce  the  messages.  An 
optional,  12-position  keypad 
permits  the  entering  of  personal 
identification  numbers.  Audio 
signals  verify  proper  keystroke. 

An  optional  four-digit  LED. 
indicator  may  be  used  as  a  time 
clock  or  for  other  digital 
messages. 
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Easy  to  Install 

Entree  Card  readers  connect  to 
standard,  115V  AC  wall  outlets. 
Output  for  computer  interface  is 
the  standard  EIA  RS232c  with 
switch  selectable  baud  rates  of 
from  300  to  9600.  Wiring  is  simply 
two  twisted  pairs  between  the 
computer  and  reader.  You  can 
wire  as  many  as  15  readers  in 
multi-drop  form  on  one  line. 

Entree  magnetic  card  reader 
terminals  are  now  available  in 
handy,  economical,  stand-alone 
form.  Stand-alone  units  have  a 
built-in  memory  for  up  to  999 
persons.  And  they’ll  control 
access  in  up  to  four  time  zones. 

Entree  stand-alone  card  readers 
are  easily  programmed  from  any 
keyboard-printer.  And  they  can  be 
used  in  dial-up  mode. 


Reliable,  trouble-free,  easy  to  Install  and  use.  Entree 
Magnetic  Stripe  Card  Reader  Terminals  are  designed  and 
built  with  proven  technology  and  state-of-the-art 
components. 


Easy  to  service 

Entree  card  readers  almost  never 
require  service.  That’s  because 
they’re  microprocessor  based, 
using  the  reliable  Intel  8085 
integrated  circuit.  With  modular 
construction,  circuit  boards  can 
be  removed  quickly  if  repairs  are 
necessary. 

Easy  to  program 

Programmable  memory  in  each 
unit  permits  us  to  make  fast  and 
easy  program  changes  to  meet 
the  needs  of  specific 
installations.  The  internal 
microprocessor  reads  the  card, 
verifies  that  it  was  read  correctly 
and  stores  the  data  until  the 
central  minicomputer  requests  it. 
If  a  card  must  be  re-read,  an 
indicator  light  requests  that  the 
card  be  entered  again. 


Easy  card 
production 

Almost  impossible  to  erase,  the 
magnetic  stripe  material  used  in 
Entree  System  cards  will  carry  up 
to  40  digits  of  information. 
Readers  erase  all  normal 
encoding,  eliminating  false  cards 
or  experimental  entries.  With 
available  equipment  and  supplies, 
you  can  make  and  encode  cards 
on  site. 

Easy  system 

With  other  components,  it’s  easy 
to  build  a  complete  Entree 
Controlled  Access  System. 
Included  are  the  readers,  a 
nationally  known  and  serviced 
minicomputer,  a  keyboard  printer- 
console,  controlled  access 
software,  card  producing  and 
encoding  equipment.  Attach 
floppy  discs,  CRTs  or  other 
standard  peripherals  as  options. 
With  the  tape  cartridge  option, 
you  can  have  transaction  logging, 
data  reloading  and  program 
reloading. 

Easy  to  get 

Just  write  or  call  Harco 
industries,  Inc.,  10802  N.  21st 
Avenue,  Phoenix,  AZ  85029. 

Phone:  (602)  944-1565. 


Specifications 

Entree  Card  Reader  Terminal 

•  Available  in  wall  mount  or 
tabletop  models. 

•  Microprocessor  based  (Intel 
8085). 

•  EPROM  programmable  memory. 

•  Internal  on-board  regulated 
power  supply. 

•  Modular  circuit  board  design. 

•  Internal  solid  state  relay  for 
external  switching. 

•  Standard  RS  232c  interface. 

•  Six  lighted,  variable  message 
indicator  panels. 

•  115V  AC,  60Hz,  250ma. 

•  Options:  LCD  time  clock 
display.  12-  or  16-position 
keypad.  Internal  counter. 


HARCO  INDU6TRIE6,  INC. 


Builders  of  photo  identification 
systems  for  more  than  30  years. 


10802  N.  21st  Avenue 


Phoenix,  AZ  85029 


Phone:(602)944-1565 
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TABLE  D-l 


Costs  Associated  With  a  Non-Photo  Meal  Card  Program 


Vendor 

Price/Card 

Encoding  Equipment 

Total  First 

Year  Cost 

Outyear  Cost 

IBM 

$  1.16 

Not  Required 

$  3 ,417a 

$  997b 

Ruscoc 

$  1.49d 

Not  Required 

$  4,158 

$  1,188 

Vali-Dine 

$  0.87 

$  1,875 

$  4,46le 

$  l,352f 

Vikonics 

$  1.95 

Not  Required 

$  5,460 

$  1,560 

Cardkey 

$  1.02 

Not  Required 

$  2,856 

$  816 

Identimat 

$  0.30 

$  4,275 

$  5,115 

$  240 

Schlage 

$  3.25 

Not  Required 

$  9,100 

$  2,600 

APD 

$  2.00 

Not  Required 

$  5,600 

$  1,600 

aIncludes  a  one-time  layout  charge  of  $100  and  a  $67  setup  charge. 

^Includes  a  $67  setup  charge. 

c 

In  the  absence  of  data  from  Rusco,  their  card  costs  have  been  estimated  to  be  between  those  of 
Vikonics  and  Cardkey  since  all  these  companies'  readers  use  the  same  type  of  card. 

^Rounded  up  from  $1,485  which  was  used  in  the  cost  calculations. 

0 

Includes  a  one-time  layout  charge  of  $150. 

£ 

Includes  a  rental  fee  of  $656  for  the  encoding  equipment. 
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TABLE  D-2 


Cost  Associated  With  a  Photo  Meal  Card  Program 


Vendor 

Price/ 

Card 

Encoding 

Equipment 

Photographic 

Equipment 

Total  First 
Year  Costa 

Outyear 

Costb 

IBM 

$  1.39 

Not  Required 

$  2,000 

$  6 ,873C 

$  1,411** 

Ruscoe 

$  1.91 

Not  Required 

$  2,000 

$  8,162 

$  1,760 

Vali-Dine 

$  1.62 

$  1,875 

$  450 

$  7,825± 

$  2  ,634® 

Vikonics 

$  2.45 

Not  Required 

$  2,000 

$  9,674 

$  2,192 

Cardkey 

$  1.37 

Not  Required 

$  2,000  .  . 

.$  6,650  . 

$  1,328 

Identimat 

$  0.7  5h 

$  4,275 

$  2,000  .  . 

$  4,914 

$  852 

Schlage 

$  4.00 

Not  Required 

$  2 ,0Q0 

$14,014  .  . 

.  $  3,452 

APD 

$  3.50 

Not  Required 

$  2,000  s.  . 

.  $12,614  . 

$  3,032 

aIncludes  a  film  cost  estimate  of  $814  (2800  cards  x  $0. 2906/card) . 

^Includes  a  film  cost  estimate  of  $232  (800  cards  x  $0, 2906/card) . 

£  . 

Includes  a  $100  layout  charge  and  a  $67  setup  charge. 

^Includes  a  $67  setup  charge. 

0 

In  the  absence  of  data  from  Rusco,  their  card  costs  have  been  estimated  to  be  between  those  of 
Vikonics  and  Cardkey  since  all  these  companies'  readers  use  the  same  type  of  card. 

^Includes  a  $150  layout  charge. 

^Includes  a  rental  fee  of  $656  for  the  encoding  equipment  and  $450  for  the  photographic  equipment. 

Although  photo  cards  are  not  necessary  with  the  Identimat  system,  an  estimated  photo  card  program  was 
included  for  the  reader's  information.  The  price  per  card  was  estimated  by  adding  $0.45  to  the  cost  of 
Identimat 's  "regular"  card.  $0.45  more  per  card  was  used  as  the  estimate  because  it  was  determined  in 
this  report  that,  on  average,  this  is  what  other  vendors  charge  for  their  photo  cards. 
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Cardkey  Specifications 


An  Access  Control  System 
that  does  more  and 


INTRODUCING 

the  Cardkey  Interrogator  790 
Security  Access  Control  System 

Cardkey 
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at  your  fingertips 


Total  security  control  and  monitoring  is  now  available  in  a  neat,  compact  desk  top  unit.  The 
Cardkey  Interrogator  790  puts  this  full  control  at  your  fingertips,  quietly,  unobtrusively. 

The  Interrogator  790  is  a  COMPLETE  system.  No  hidden  extras  or  options  are  necessary  for 
total  security  control.  Connection  of  the  cardreaders  to  the  system  processor  and 
console  results  in  an  instantly  active  installation. 

Modern  electronic  engineering  and  Cardkey’s  nearly  forty  years  of  experience  in  the 
security  business  have  come  together  to  produce  this  simple-to-operate,  compact 
yet  complete  system  at  a  remarkably  low  cost. 

The  digital  display  indicates  activity,  which  is  also  recorded  on  a  printout.  Personnel 
changes,  variations  of  access  levels  and  time  zones  can  all  be  made  from  the  convenient 
keyboard  without  retrieving  the  card  or  alerting  the  cardholder. 

Backed  by  nationwide  service  the  Interrogator  790  is  built  for  your  security  needs. 


Access  Control 

Controlling  who  goes  where  and. 
as  importantly,  when,  is  a 
principal  function  of  the 
Interrogator  790  system.  The 
invisibly  coded  card  keys  contain 
data  which,  when  inserted  into 
the  cardreader.  is  interrogated 
by  the  system  and  will  grant  or 
deny  access  according  to 
authorization  predetermined  by 
management.  This 
predetermination  includes  both 
periods  of  time  (time  zones)  and 
areas  for  which  access  is  granted 
(access  level),  providing  absolute 
control. 


Parking 

The  Interrogator  790  monitors 
parking  lots,  recording  who 
arrives  and  leaves,  preventing 
overcrowding  and  providing 
space  for  those  who  have  paid  for 
it  in  advance,  or,  are  otherwise 
authorized.  The  same  card  key 
that  admits  to  the  parking  area 
can  also  contain  the  access 
status  for  the  areas  in  the  facility 
for  which  the  cardholder  is 
authorized.  The  Interrogator  790 
also  has  the  capability  to  alert  the 
console  operator  in  the  event 
of  the  parking  arm  malfunction. 
Single  use  and  anti-pass  back 
options  are  also  available. 


Equipment/Machine 

Control 

As  part  of  the  Interrogator  790 
system,  various  office  machines 
or  plant  equipment  may  be  made 
operational  only  through  the  use 
of  an  authorized  card  key.  All 
transactions  on  controlled 
equipment  will  be  monitored  and 
recorded  for  later  analysis. 
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Printed  Record 

All  activity  is  recorded 
automatically.  Valid  entries  are 
indicated  in  black,  showing  card 
number,  time  and  date.  Denied 
entries  are  printed  in  red, 
indicating  the  card  number,  time, 
date  and  reason  for  invalidity. 
Alarms  and  environmental 
records  indicate  which  monitor  is 
reporting.  The  time,  date,  and 
reason  for  activity  are  printed  out 
in  red.  Audio  warning  occurs 
simultaneously,  directing  the 
console  operator's  attention  to 
the  alarm  and  enabling  swift 
remedial  action  to  be  taken. 


The  Interrogator  790  performs  many  functions,  some  of  them  are  illustrated  below.  Its  cost 
effectiveness  is  indisputable.  Constantly  monitoring,  controlling  and  recording  all  activities 
simultaneously,  it  eliminates  the  emotions  and  inherent  problems  of  human  guards.  It  cannot  be 
coerced,  will  not  get  sick  or  suddenly  leave  your  employ.  Physical  attack  on  the  cardreaders  at  the 
secure  location  will  not  result  in  entry.  Whether  you  see  your  security  problem  illustrated  or  not,  call 
Cardkey  Systems,  we  will  be  happy  to  discuss  your  specific  needs  and  advise  how  the  versatile, 
low  cost  Interogator  790  system  will  help  you. 


Alarms 

In  addition  to  controlling  and 
recording  access  activity,  an 
important  function  of  the 
Interrogator  790  is  the  ability  to 
•monitor  many  alarms.  All  this  is 
done  simultaneously  but  alarms 
are  given  first  priority. 
Air-conditioning,  smoke,  noise 
level,  intrusion  and  other 
environmental  and  security 
alarms  are  constantly  reviewed 
by  the  Interrogator  790  system 
and  deviations  beyond 
predetermined  parameters  result 
in  audio  warning  and  immediate 
printout  of  the  problem.  This 
instant  warning  permits 
appropriate  action  to  be  taken 
swiftly,  limiting  potential  liability. 


Turnstyles/Mantraps 

Cardkeys  Interrogator  790 
can  also  be  used  in  conjunction 
with  turnstyles  and  mantraps. 

As  with  any  door,  a  Cardkey 
Securiti-Card”  is  used  to  gain 
entry.  The  optional  ln-X-ltTy 
function  requires  the  use  of  the 
card  to  exit.  This  provides  the 
capability  to  obtain  a  printout  of 
all  personnel  on  the  premises  at 
any  given  time. 


Central  Control 

One  person  can  easily  monitor 
the  total  security  system  covered 
by  the  Interrogator  790  All 
operations  are  conducted  at  the 
neat,  compact  console.  The 
parameters  of  access  levels  and 
time  zones  can  be  changed  using 
the  console.  Individuals  or  groups 
may  be  changed  instantly  without 
recalling  the  card  itself  or  alerting 
the  cardholder.  A  warning  sound 
occurs  with  alarm  activity  and  the 
printout  indicates  to  the  operator 
the  nature  of  the  problem. 

The  clear  digital  display  indicates 
the  time  and  date  and  is  used  for 
programming,  controlling  and 
testing  the  daily  operations  of  the 
system. 


Guard  Tours/ 
Housekeeping  Control 

Guard  tours  can  also  be 
monitored  and  recorded  by 
the  Interrogator  790. 

Janitorial  staff  are  strictly 
controlled  by  limiting  the  access 
time  to  any  particular  area.  The 
Interrogator  790  will  also  monitor 
when  emergency  exits  are 
opened  and  closed. 


The  name  that  started  an  Industry 
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The  new  look  in  security  systems. 


The  Interrogator  790  is  a  complete  package  system 
designed  to  perform  multiple  security  control  and 
environmental  monitoring  functions.  The  low  cost 
makes  it  eminently  suitable  for  most  businesses. 

A  small  credit  card  size  Securiti-Card®  is  issued  to 
each  person,  which  contains  their  invisibly  coded 
access  privileges. 

Cardreaders,  located  at  the  security  entrances  and 
alarm  monitoring  terminals,  relay  information  to  the 
micro-computer  built  into  the  Interrogator  790 
containing  your  specific  access  control  parameters. 


As  this  data  is  received  the  computer  is  interrogated 
and  instantaneously  grants  or  denies  access. 

The  use  of  invalid  card  keys  with  incorrect  access 
levels  or  time  zones  results  in  an  alarm 
condition,  which  is  both  signalled  audibly  and  printed 
out.  Abnormal  environmental  conditions  also  result  in 
an  alarm  mode. 

The  clear  digital  display  indicates  all  activity  as  it 
occurs  and  enables  rapid  changes  in  card 
authorization  to  be  made  accurately. 


Cardkey  Systems  expand  as  you  do. 

The  problems  of  security  compound  with  growth.  Cardkey  Systems  grow  with  you  providing 
control  and  monitoring  for  thousands  of  personnel,  vehicles  entrances  and  alarm  points. 

Cardkey  Systems  —  for  total  concept  access  control  and  environmental  monitoring. 


Cardkey. 


The  name  that  started  an  Industry 


CARDKEY  SYSTEMS 

20660  BAHAMA  STREET 

CHATSWORTH.  CALIFORNIA  91311 

(213)  998-7560/TELEX:  651-375 

EUROPEAN  MANUFACTURING  AND  SALES  OFFICE 

CARDKEY  SYSTEMS  LTD 

23  STADIUM  WAY 

READING  BERKSHIRE  RG3  6ER  ENGLAND 
0734  415  211 
TELEX  847733 

REGIONAL  OFFICES  WORLD  WIDE 


A  VSI  COMPANY 
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Cardkey  Serial  Reader 


Cardkey's  Serial  Reader  is  a  combination  of  two 
units  —  a  Card  Reader,  and  a  Terminal  Interface  Unit. 
The  Card  Reader  is  mounted  on  a  wall  surface 
outside  the  restricted  area  and  near  the  door,  and  the 
Terminal  Interface  is  installed  inside  the  restricted 
area.  The  two  units  are  connected  electrically  via 
cable  harness. 


CARO 
READER  I 


WALL 


TERMINAL 

INTERFACE 

UNIT 


The  Card  Reader  is  used  with  the  Securiti-Cards™ 
furnished  by  Cardkey.  It  utilizes  a  magnetic  lock 
which  prevents  an  improperly  coded  or  false  card 
from  fully  entering  the  Reader.  Only  a  correctly  coded 
card,  matching  the  coding  of  the  Matrix  Card  in  the 
lock,  can  fully  enter,  and  actuate  the  Card  Key  switch. 
The  closing  of  this  switch  enables  the  Serial  Reader 
to  provide  a  card  identification  number  when  polled 
by  the  Interrogator  880™  Central  Controller  through 
its  interconnection  system.  The  Card  Key  contains 
a  magnetically-encoded  identification  number,  which 
is  "read”  by  the  Reader  when  the  card  is  fully 
inserted. 


The  Terminal  Interface  converts  the  parallel  data 
received  from  the  Card  Reader  into  a  serial  form,  for 
use  with  the  Interrogator  880.  It  both  receives 
information  from  and  transmits  information  to  the 
Controller.  It  monitors  the  status  of  four  alarm 
functions  associated  with  the  Reader,  and  provides 
this  information  to  the  Central  Controller  when 
required.  An  Access  Relay  in  the  Terminal  Interface 
is  actuated  to  enable  door  strike  operation  when  the 
appropriate  signal  is  received  from  the  Controller. 
Door  access  time  is  adjustable  within  the  Terminal 
Interface  from  one  to  more  than  10  seconds. 

A  separate  Emergency  Battery  and  Charger  Unit  is  an 
accessory  which  may  be  used  to  provide  standby 
power  in  the  event  of  a  power  failure.  All  critical 
circuitry  is  contained  within  the  Terminal  Interface 
located  in  the  secured  area,  and  tampering  with  the 
Card  Reader  cannot  result  in  access  being  granted. 

By  taking  advantage  of  the  Reader’s  dual  code 
capabilities,  each  Reader  in  the  system  may  be 
operated  off-line,  independent  of  the  Central 
Controller.  The  built-in  mode  of  operation  is  easily 
selected  by  a  switch  located  within  the  Terminal 
Interface. 


Two  twisted  pairs  of  wires  are  required  for  the 
connections  between  the  Terminal  Interface  and  the 
Central  Controller.  Connections  may  be  made  in  any 
of  several  methods.  Direct  connections  may  be  made 
up  to  a  maximum  of  1.5  miles.  Connections  may  also 
be  made  (1.5  miles  maximum)  to  a  Terminal  Expander 
which,  in  turn,  may  be  up  to  1 .5  miles  from  the  Central 
Controller.  Connections  may  also  be  made  through 
Modems  and  telephone  circuits  for  unlimited 
distances. 
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Enclosure  Dimension* 


Card  Reader  (flush  mount) 


Procurement  Specifications 

The  Serial  Reader/Terminai  shall  be  ol  solid  state  design. 
It  shall  include  a  Card  Reader  mounted  within  (specify 
one:  flush  mount,  surface  mount,  weather-resistant  sur¬ 
face  mount,  etc.)  and  a  serial  Terminal  Interface  unit 
manufactured  by  Cardkey  Systems  as  the  Serial  Reader/ 
Terminal.  No  system  compromise  shall  be  possible  from 
circuitry  located  within  the  Card  Reader  unit.  All  critical 
circuitry  will  be  located  within  the  independent  Terminal 
Interface  unit  in  the  secure  area  and  the  Central  Con¬ 
troller  to  which  the  Serial  Reader/Terminal  connects.  The 
Terminal  Interface  unit  shall  be  tamper-proof  (Tamper 
switch)  and  equipped  with  a  keylock. 

The  Serial  Reader/Terminal  shall  be  capable  of  opera¬ 
tion  with  the  Cardkey  Systems'  Interrogator  880  Central 
Controller  and  shall  require  no  more  than  two  twisted 
pairs  of  22  gauge  unshielded  wire  for  the  interconnection. 
The  Reader/Terminal  shall  be  capable  of  operating  up  to 
1.5  miles  from  the  Central  Controller,  with  no  special 
termination  being  required  for  dlffererit  distances.  The 
Reader/Termlnal  shall  also  be  capable  of  operation  with 
the  Cardkey  Systems’  Terminal  Expander  and  Modem 
units  to  provide  maximum  installation  flexibility,  commu¬ 
nications  efficiency,  and  cabling  economy. 

The  Card  Reader  shall  have  two  levels  of  operational 
security.  The  first  level  shall  be  a  magnetically  operated 
mechanical  locking  section  programmed  by  means  of  a 
Program  card  inserted  Into  the  secured  side  of  the  Reader 
and  having  a  unique  facility  code.  The  second  level  shall 
be  an  electronic  reading  section  capable  of  reading  an 
invisibly  coded  identification  number  with  the  Securiti- 
CardTw. 

The  access  output  shall  be  a  relay  contact  closure, 
located  within  the  Terminal  Interface  unit,  capable  cf 
ac/dc  operation.  Access  time  shall  be  adjustable  from  1 
to  10  seconds.  The  Terminal  Interface  shall  include  capa¬ 
bility  to  monitor  four  dry-contact  closure  type  alarm 
detectors  and  provisions  to  transmit  alarm  status  infor¬ 
mation  each  time  the  unit  is  polled  by  the  Central  Con¬ 
troller.  A  switch  located  within  the  Terminal  Interface 
shall  be  capable  of  converting  the  operation  of  the  Serial 
Reader/Terminal  from  an  on-line  mode  to  an  off-line 
mode  of  operation.  Provisions  shall  also  be  included  for 
the  connection  of  an  Emergency  Battery  and  Charger 
accessory  to  provide  standby  power  In  the  event  of  power 
failure. 

OPERATION 

The  System  shall  operate  through  the  insertion  of  a  prop¬ 
erly  encoded  Securltl-Card.  The  Serial  Reader/Terminal 
is  polled  by  the  Central  Controller  and  the  card  identifi¬ 
cation  number  is  transmitted  to  the  Central  Controller 
where  it  Is  checked  for  validity,  Time  Zone  status,  and 
Access  Level  status.  If  the  identification  number  is  found 
to  meet  ail  entrance  criteria,  a  signal  from  the  Central 
Controller  enables  the  Terminal  Interface  unit  to  grant 
access.  When  the  identification  number  Is  invalid  for  any 
reason,  access  is  not  granted,  and  an  alarm  condition  is 
generated  at  the  Central  Controller. 


CMDEY 

total  concept  access  control 
CARDKEY  SYSTEMS 
A  DIVISION  OF  GREER  HYDRAULICS,  INC. 

20339  NORDHOFF  STREET 
chatsworth,  California  91311 
(213)  882-81 11  /TELEX:  651-375 
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Procurement  Specification  for 
INTERROGATOR  790  ACCESS  CONTROL  SYSTEM 

1.0  GENERAL 


The  access  control  system  shall  be  as  manufactured  by  Cardkey 
Systems  as  the  Interrogator  790  Access  Control  System  and  shall 
include  an  Operator  Console  and  Central  Controller  console; 
(specify  quantity)  remote  access  control  Reader/  Terminals; 
(specify  quantity)  Cardkey  Securityi-Cards ;  (optional:  specify 
quantity)  Terminal  Expanders;  (optional:  specify  quantity) 

Alarm  Monitors;  and  (optional:  specify  quantity)  Modems. 

2.0  OPERATOR  CONSOLE  AND  CENTRAL  CONTROLLER 


The  centrally  located  Operator  Console  and  Central  Controller 
console  shall  be  of  all  solid  state  design.  The  system  shall 
include  the  functions  of  Contact  Alarm  Reporting,  Alarm  Print 
Select,  Calendar  Clock,  and  bulk  loading  of  Securiti-Cards 
from  any  single  or  multiple  parameter.  The  system  shall  be 
capable  of  controlling  (specify  quantity  from  one  group  below) 
Reader /Terminals  and  shall  have  a  memory  bank  capable  of  stor¬ 
ing  data  for  (specify  quantity  from  same  group)  Securiti- 
Cards  . 


Reader /Terminals 

Memory 

(Group  A) 

4 

500 

(Group  B) 

8 

500 

(Group  C) 

16 

1500 

(Group  D) 

8 

2500 

(Group  E) 

16 

2500 

The  system  shall  provide  32  Access  Levels  and  32  Transaction 
buffer.  The  system  shall  contain  the  functions  and  features 
contained  in  Option  Package  (specify:  1,  2,  3,  or  4)  which 
includes  (specify  contents  of  selected  option  package): 


(Option  Package  1)  a  hard  copy  Printer  installed  in  the  Central 

Controller,  an  internal  Audible  Alarm  and 
8  Time  Zones 


(Option  Package  2)  a  hard  copy  Printer  installed  in  the  Central 

Controller,  and  internal  Audible  Alarm,  8 
Time  Zones,  Entry-Exit,  Programmable  Lock¬ 
out,  and  Print  Select. 

(Option  Package  3)  a  hard  copy  Printer  installed  in  the  Central 

Controller,  an  internal  Audible  Alarm,  8 
Time  Zones ,  ant}  Manual  and  Automatic  Terminal 
Override . 
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(Option  Package  4)  a  hard  copy  Printer  installed  in  the  Central 

Controller,  an  internal  Audible  Alarm,  8 
Time  Zones,  Entry- Exit,  Programmable  Lock¬ 
out,  Print  Select,  Manual  and  Automatic 
Terminal  Override,  Listing  Capability,  and 
Test  Card  Reader  and  Program  Enable. 

All  controls  shall  be  on  the  Operator  Console  front  panel.  A 
single  keyboard  shall  be  provided  to  enter  functional  and 
digital  information.  Large,  easy-to-read ,  .43- inch  high  displays 
shall  be  provided  for  use  during  keyboard  entries,  and  to  present 
all  parameters  for  Reader /Terminals  and  Securiti-Cards .  The 
display  shall  include  time  information  from  an  internal  clock 
which  controls  all  time-related  functions.  The  time  display  in¬ 
cludes  Time  of  Day,  Day. of  Year,  and  Day  of  Week.  Time  Zone  con¬ 
trol  shall  be  accurate  to  the  minute  of  time  displayed.  In  the 
event  of  power  failure  the  Controller  shall  maintain  vital  memory 
parameters  and  continue  to  update  the  system  clock  so  that  Time 
Zone  Control  will  still  be  operational  for  a  minimum  of  16  hours 
for  a  500  card  system  on  emergencey  batteries.  A  battery  condition 
indicator  shall  be  provided.  It  shall  be  possible  to  enable  access 
at  any  terminal  location  by  means  of  keyboard  entries  at  the  Con¬ 
troller.  The  following  optional  accessories  and  functions  shall  be 
included  in  the  Controller  (Specify) :  EIA  Interface-Output  Only, 

EIA  Interface-Output /Input ,  and  Magnetic  Tape  Interface.  (Specify: 

•A  Remote  Printer  shall  be  supplied  for  hard  copy  printouts  and 
the  associated  EIA  RS-232-C  interface  shall  be  included  in  the 
Controller.) 

2.2  PROGRAMMING 

The  program  mode  shall  be  controlled  by  a  keyswitch  (and  by  cards 
assigned  to  a  preselected  Access  Level  when  Test  Reader/Program 
Enable  option  is  included).  Terminals  and  cards  are  programmed  into 
memory  with  their  operating  parameters  by  means  of  simple  keyboard 
entries.  All  parameters  are  displayed  for  verification  before  being 
stored  in  memory.  The  display  shall  indicate  whether  parameters  being 
programmed  have  been  stored  in  memory,  or  rejected  as  unacceptable. 

Cards  or  terminals  may  be  group- loaded  into  memory  when  Access  Levels 
and  Time  Zones  are  the  same.  After  keying  in  card  data,  group  loading 
speed  to  load  card  shall  be  included  to  allow  reissuing  the  same  card 
number  to  replace  lost  or  stolen  cards  by  changing  the  card  issue  level. 

2.3  OPERATION 


The  Controller  shall  control  Securiti  -Cards  by  comparing  the  time 
and  location  of  any  attempted  usage  with  information  stored  in 
memory.  When  a  card  is  used,  access  will  be  granted  only  when  it  has 
a  valid  number,  it  is  valid  for  the  current  time  period  and  for  the 
terminal  where  it  is  used,  and  when  the  terminal  is  operational  in 

the  current  time  period. 
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When  all  conditions  have  been  satisfied,  a  signal  to  the  terminal 
shall  instantly  enable  access  at  that  location  and  the  display  shall 
show  the  card  number,  time,  and  terminal  number.  If  access  is  not 
granted  for  any  reason,  an  alarm  indicator  shall  illuminate  and  the 
display  shall  show  the  same  transaction  data  plus  a  code  signifying 
the  reason  access  was  not  granted. 

The  Controller  constantly  polls  all  terminals  and  all  terminals 
always  respond.  If  a  terminal  is  disabled  (cut  cable,  etc.)  an  alarm 
indicator  shall  illuminate  and  the  display  shall  show  the  terminal 
number,  time,  and  code  indicating  that  the  terminal  is  disabled.  Any 
alarm  condition  (from  4  alarm  inputs  to  each  Reader /Terminal  or  from 
8  alarm  inputs  to  each  Alarm  Monitor)  is  instantly  displayed.  Any 
alarm  shall  be  provided  at  a  rear  panel  connector  for  optional  use 
with  an  external  alarm.  All  valid  transactions  can  be  printed  in 
black  and  all  invalid  transactions  can  be  printed  in  red. 

2.4  DISPLAY 


Once  entered  into  memory,  parameters  may  be  recalled  for  display 
without  risk  to  the  stored  information.  The  Controller  shall  be  cap¬ 
able  of  recalling  from  memory  and  displaying  the  next  item  in  se¬ 
quence  for:  card  number;  terminal  number.  Access  Level  for  terminal 
number  entered;  and  day  of  Time  Zone  entered.  All  entries  for  card 
data  are  made  using  the  card  identification  number;  no  separate  add¬ 
resses  or  tables  are  used.  The  time  periods  for  each  Time  Zone  for 
each  day  of  the  week  can  be  displayed.  The  Controller  shall  be  cap¬ 
able  of  storing  the  last  32  transactions  for  recall  to  display, 
showing  all  data  pertinent  to  the  type  of  transaction. 

2.5  SEARCH  AND  LISTING  CAPABILITY  (Option) 

The  Controller  shall  be  capable  of  searching  for  and  displaying  sets 
of  parameters.  For  Securiti-Cards :  All  cards  entered  into  memory; 
next  higher  card  number  having  the  displayed  Time  Zone,  Access  Level, 
Void/Valid  status,  Entry/Exit  status,  or  any  combination  of  these 
parameters.  For  Reader /Terminals :  Next  higher  terminal  number  having 
the  displayed  Time  Zone,  Void/Valid  status,  or  both. 

The  Controller  shall  be  capable  of  searching  for  and  providing  a 
hard  copy  printout  of  the  following.  For  Time  Zones:  List  all  Time 
Zones  with  all  parameters  for  each.  For  Securiti-Cards:  Sequential 
blocks  of  card  numbers  with  parameters  for  each;  valid  cards  in  a 
block  of  card  numbers  with  parameters  for  each;  cards  having  spec¬ 
ified  Time  Zone;  cards  having  specified  Access  Level;  all  cards  in 
system;  (with  Entry /Exit  feature:  Cards  currently  in  plant;  cards 
currently  out  of  plant).  For  Reader /Terminals :  Sequential  group  of 
terminals  and  parameters  for  each;  for  a  group  of  terminals,  list 
terminals  having  specified  Time  Zone,  Void /Valid  status,  or  both; 
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list  all  Access  Levels  for  terminal  specified;  list  all  terminals 
for  specified  Access  Level;  list  all  terminals  for  specified  group 
of  Access  Levels.  The  Controller  shall  include  buffering  so  that 
system  speed  is  not  limited  by  printer  speed. 

2.6.  PERIPHERAL  EQUIPMENT 

The  Controller  shall  be  capable  of  having  Reader /Terminals ,  Ter¬ 
minal  Expanders,  and  Alarm  Monitors  connected  directly  up  to  a 
distance  of  1.5  miles;  no  line  compensation  shall  be  required.  Modems, 
operating  at  a  speed  of  1200  BAUD,  may  be  connected  to  provide  un¬ 
limited  operating  distances  over  telephone  circuits.  Alarm  Monitors 
may  be  substituted  in  place  of  Reader /Terminals ;  16  Alarm  Monitors 
will  enable  the  use  of  128  alarm  detectors.  The  addition  of  Modems  or 
other  peripheral  equipment  shall  not  reduce  system  capabilities.  The 
system  may  be  expanded  in  the  field  to  achieve  maximum  Reader /Terminal 
capacity  and  memory  capacity.  Interfaces  may  be  added  for  operation 
with  magnetic  tape  and  other  computer  peripherals. 

3.0  SERIAL  READER /TERMINAL 

3.1  GENERAL 

The  Serial  Reader /Terminal  shall  be  of  solid  state  design.  It 
shall  include  a  Card  Reader  mounted  within  (specify  one;  flush 
mount,  surface  mount,  weather- resistant  surface  mount, etc.)  and 
a  serial  Terminal  Interface  unit  manufactured  by  Cardkey  Systems 
as  the  Serial  Reader /Terminal.  No  system  compromise  shall  be  pos¬ 
sible  from  circuity  located  within  the  card  reader  unit.  All 
critical  circuitry  will  be  located  within  the  independent  Terminal 
Interface  unit  in  the  secure  area  and  the  Central  Controller  to 
which  the  Serial  Reader /Terminal  connects.  The  Terminal  Interface 
unit  shall  be  tamper-proof  (Tamper  switch)  and  equipped  with  a  key¬ 
lock. 

The  serial  Reader /Terminal  shall  be  capable  of  operation  with  the 
Cardkey  Systems '  Interrogator  790  Controller  and  shall  require  no 
more  than  two  twisted  pairs  of  22  gauge  unshielded  wire  for  the 
inter-connection.  The  Reader/Terminal  shall  be  capable  of  operating 
up  to  1.5  miles  from  the  central  controller,  with  no  special  ter¬ 
mination  being  required  for  different  distances.  The  Reader /Terminal 
shall  also  be  capable  of  operation  with  the  Cardkey  Systems'  Termin¬ 
al  Expander  and  Modem  units  to  provide  maximum  installation  flexi¬ 
bility,  communications  efficienty,  and  cabling  economy. 

The  Card  Reader  shall  have  two  levels  of  operational  security. 

The  first  level  shall  be  magnetically  operated  mechanical  locking 
section  programmed  by  means  of  a  Program  Card  inserted  into  the  secured 
side  of  the  Reader  and  having  a  unique  facility  code.  The  second 
level  shall  be  an  electronic  reading  section  capable  of  reading  an 
invisibly  coded  identification  number  within  the  Securiti-Card. 
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The  access  output  shall  be  a  dry  relay  contact  closure  located 
within  the  Terminal  Interface  unit,  capable  of  ac/dc  operation. 
Access  time  shall  be  adjustable  from  1  to  10  seconds.  The 
Terminal  Interface  shall  include  the  capability  to  monitor  four 
dry-contact  closure  type  alarm  detectors  and  provisions  to  trans¬ 
mit  alarm  status  information  each  time  the  unit  is  polled  by  the 
Central  Controller. 

A  switch  located  within  the  Terminal  Interface  shall  be  capable 
of  converting  the  operation  of  the  Serial  Reader /Terminal 
from  an  on-line  mode  to  an  off-line  mode  of  operation.  Provisions 
shall  also  be  included  for  the  connection  of  an  Emergency  Battery 
and  Charger  accessory  to  provide  standby  power  in  the  event  of  power 
failure . 

3.2  OPERATION 


The  system  shall  operate  through  the  insertion  of  a  properly  encoded 
Securiti-Card .  The  Serial  Reader /Terminal  is  polled  by  the  Central 
Controller  and  the  card  identification  number  is  transmitted  to  the 
Central  Controller  where  it  is  checked  for  validity,  Time  Zone  status, 
and  Access  Level  status.  If  the  identification  number  is  found  to 
meet  all  entrance  criteria,  a  signal  from  the  Central  Controller  en¬ 
ables  the  Terminal  Interface  unit  to  grant  access.  When  the  identi¬ 
fication  number  is  invalid  for  any  reason,  access  is  not  granted, 
and  an  alarm  condition  is  generated  at  the  Central  Controller. 

4.0  TERMINAL  EXPANDER 


The  Terminal  Expander  shall  be  of  solid  state  design.  It  shall  in¬ 
clude  isolated  interface  ciruitry  for  (specify:  8,  16)  Serial  Reader/ 
Cardkey  Systems'  Interrogator  790  Central  Controller  and  shall  be 
capable  of  operation  up  to  1.5  miles  from  the  Controller.  Connections 
to  the  Controller  may  be  made  directly  via  two  twisted  pairs  of  un¬ 
shielded  wires,  or  through  Cardkey  Systems'  Modems  and  telephone 
circuits  for  greater  distances.  The  isolated  inputs  shall  be  capable 
of  operating  with  either  Serial  Reader /Terminals  or  Alarm  Monitors. 
Reader /Terminals  may  be  located  up  to  1.5  miles  from  the  Terminal 
Expander. 

5.0  ALARM  MONITOR 


The  Alarm  Monitor  shall  be  of  solid  state  design.  It  shall  include 
inputs  for  eight,  dry-contact  type  alarm  detectors.  The  Alarm  Monitor 
shall  be  capable  of  operation  with  the  Cardkey  Systems  Interrogator 
790  Central  Controller,  and  shall  require  no  more  than  two  twisted 
pairs  of  unshielded  wires  for  the  interconnection.  The  Alarm  Monitor 
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shall  also  be  capable  of  operation  with  the  Cardkey  Systems  Terminal 
Expander  and  Modem  units  to  provide  maximum  system  flexibility. 

The  Alarm  Monitor  shall  continually  monitor  the  status  of  the  alarm 
detectors.  When  polled  by  the  Central  Controller,  the  Alarm  Monitor 
shall  respond  with  a  signal  which  identifies  each  of  the  eight  alarm 
detectors  by  address  and  number,  and  provides  the  status  of  each.  A 
change  in  status  of  any  alarm  detector  will  generate  an  alarm  con¬ 
dition  at  the  Central  Controller. 

6.0  MODEM 


The  Modem  shall  be  of  solid  state  design.  It  shall  be  capable  of 
interfacing  with  Cardkey  Systems’  Interrogator  790  Central  Controller, 
Serial  Reader /Terminal ,  or  Alarm  Monitor.  The  Modem  shall  convert 
digital  input  signals  from  such  equipment  to  FSK  form  telephone 
transmissions.  Upon  receiving  FSK  signals  from  a  telephone  circuit 
the  Modem  shall  convert  these  signals  to  digital  form  for  interfacing 
with  the  Central  Controller,  Serial  Reader /Terminals ,  or  Alarm  Monitors. 
FSK  signals  shall  be  comprised  of  1200  Hz  and  2200  Hz  frequencies. 
Telephone  operation  shall  be  over  3002  service,  4-wire  full  duplex 
telephone  circuits.  Data  rate  shall  be  1200  BAUD. 

The  Modem  shall  include  isolated  interface  circuitry  for  at  least  16 
Serial  Reader /Terminals ,  or  Alarm  Monitor  Terminals. 

7 . 0  CARD  KEYS 


Each  invisible  encoded  Securiti-Card  contains  two  separate  codes 
necessary  to  obtain  access  to  a  facility.  The  first  code  is  a  unique 
facility  code  consisting  of  a  minimum  of  five  (5)  bits.  The  second 
code  is  a  personalized  five  (5)  digit  code.  The  cards  are  capable  of 
accepting  coded  bits  in  a  scrambled  pattern  as  a  unique  identification 
code  stored  within  the  cards.  The  cards  are  capable  of  operating  the 
Reader  Terminal  Units.  The  card  keys  are  highly  resistant  to  wear  and 
environmental  deterioration.  Cards  are  capable  of  being  printed  on  any 
area  of  the  card,  front  and  back,  and  of  being  produced  as  a  pressure 
and  heat  laminated  photo  I.D.  card.  The  access  level  of  each  card  is 
programmable  to  permit  access  to  specific  areas  of  the  facility. 

The  cards  have  an  issue  level  feature  permitting  the  same  basic 
identification  number  to  be  retained  by  an  employee  when  a  replacement 
card  is  issued. 
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Interrogator  790 
OPERATING  SPECIFICATIONS 

Model _ Ambient  Temp. _ ^Humidity  Power  Req. 


Access 

Outputs 


0  -  95% 

"  LL5vac ,  2A,  50/60Hz 

2 30 vac  ,  1A,  50/60Hz 

0  -  95%  8vac ,  10VA,50/60Hz  Dry  Contacts 

5 A  res.  at 
24  vdc ,  or 
3A  res.  at 
115  vac. 


Alarm  Monitor 
Terminal  Expander 
Modem 


II 


8vac ,  20VA ,50/60Hz 


8vac ,  10VA , 50 /60Hz 
I6vac ,  10VA , 50 /60Hz 


Operator  Console  32°F  -  115°F 
Central  Controller  " 

Reader /Terminal  32°F  -  130°F 


*Non-  c  ond  e  ns  in  g 
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Identimat  Specifications 
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IDENTIMAT  CORP.  /2 \2) 

135  WEST  50th  STREET 

NEW  YORK,  N.Y.  10020  TEL.  371-3300 


IDENTIMAT®  2000D 

TRANSMITTING  IDENTIFIER 


D 


FUNCTION 

The  IDENTIMAT  2000D  is  an  on-line  unit  that  quickly,  automatically,  and  positively  verifies  the 
identity  of  a  person,  and  not  just  their  card.  This  verification  is  accomplished  when  an  individual's 
hand  geometry  characteristics  are  quickly,  precisely  and  automatically  measured  and  compared  against 
data  previously  encoded  on  the  user's  card.  The  employee  number  is  then  transmitted  to  the 
IDENTIMAT  3000  Central  Console  for  validation.  Upon  final  verification  the  IDENTIMAT  provides 
an  "access"  signal  which  could  release  an  electronic  door  turnstile,  allow  a  time  clock  to  punch,  permit 
access  to  a  computer,  etc.  A  printed  record  of  each  transaction  including  time,  date,  station  number, 
and  employee  number  can  be  provided  by  the  IDENTIMAT  3000  Central  Console. 

OPERATION 

The  user  inserts  the  identity  card  into  the  machine,  places  one  hand  on  the  top  plate  and  presses 
down  gently.  An  "access"  signal  indicates  verification  of  the  user's  identity  and  authorization  for  that 
area.  A  reject  signal  indicates  wrong  hand  geometry,  wrong  area,  wrong  system,  and/or  invalid 
employee  number. 

FEATURES 

■  Automatically  rejects  lost,  stolen  or  transferred  cards  even  when  not  reported.  Programmable  to 
accept  only  those  persons  valid  for  that  area  or  activity. 

■  One  second  cycle  time;  the  time  needed  for  the  system  to  measure  hand,  read  card  and  verify 
identity. 

■  An  IDENTIMAT  2100  Encodes  enables  new  employees  hand  geometry  characteristics  to  be  encoded 
onto  card  in  less  than  30  seconds. 

■  Uses  magnetic  stripe  cards  (standard  credit  card  size)  meeting  American  Bankers  Association 
standards 

■  Unique  coding  for  each  customer. 

■  Solid-state  integrated-circuit  logic. 

■  Adjustable  lock  control  timer. 

■  Usable  in  a  stand-alone  mode. 


IDENTIMAT  2000D  SPECIFICATIONS 

Number  of  areas  programmable:  12 

Identification  cycle  time:  1  second 

Switch  Selectable  Operating  Modes  On-Line 

Stand-Alone 

User  Instructional  Lights  Insert  Card 

Place  Hand 
Access 
No  Access 

Outputs  Accept  Signal:  24  Volts  A.C.  (1  Amp.) 
and/or  contact  closure 

Overall  Dimensions  13"  wide  x  21"  deep  x  1 914"  high 

Recommended  shelf  height:  30"-33" 
above  floor 

Operating  Temperature:  50°F  to  1 00°F 
Weight :  45  lbs. 

Door  Lock  Timer  Limits:  0.5  -  15  seconds 
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IDENTIMAT  CORP.  (2|2) 

135  WEST  50th  STREET 

NEW  YORK,  N.Y.  10020  TEL.  371-3300 


IDENTIMAT®  3000 

CENTRAL  CONSOLE 


cc 


FUNCTION 

The  IDENTIMAT  3000  CENTRAL  CONSOLE  provides  employee  number  (up  to  10,000)  validation 
data  for  up  to  63  Identimat  stations.  It  also  provides  a  printed  record  (using  Central  Console  Printer 
option)  of  all  Identimat  station  transactions.  New  employee  numbers  can  be  listed  as  valid  in  the 
Central  Console  Memory  and  terminated  employee  numbers  can  be  delisted  as  invalid. 

The  Central  Console  is  compatible  with  either  the  IDENTIMAT  2000D  Identifier  or  the  IDENTIMAT 
I  200  Card  Reader. 

OPERATION 

The  IDENTIMAT  3000  CENTRAL  CONSOLE  is  completely  automatic  and  does  not  require  an  opera¬ 
tor  except  for  listing  and  delisting  employee  numbers  in  the  memory. 

A  permanent  printed  record  of  employee  number,  time,  date,  Identimat  station  number  and  "access" 
indication  or  reason  for  "no  access"  can  be  obtained  for  each  transaction  using  the  central  console 
printer  option. 

Alarm  Point  Station  Monitor  option  enables  automatic  monitoring  of  alarm  points  (Doors,  Windows, 
etc.).  An  alarm  condition  will  give^n  audible  as  well  as  visual  display  and  printed  record. 

CENTRAL  CONSOLE  FEATURES 

■  Automatic  polling  of  up  to  63  Identimat  Stations. 

■  Can  be  used  with  any  combination  of  IDENTIMAT  2000  or  IDENTIMAT  200  units. 

■  Up  to  10,000  employee  numbers  can  be  contained  in  memory. 

■  Automatic  battery  backup  for  memory  in  case  of  power  failure. 

■  Printer  option  enables  printing  a  record  of  all  Identimat  uses. 

■  Alarm  Point  Station  Monitor  option  available. 

■  Solid  State  Integrated  Circuit  Logic. 

SPECIFICATIONS 

Voltage:  115V  50/60  Hz. 

Maximum  Number  of  Employees:  10,000 
Maximum  Number  of  Stations:  63 

(Identimat  and/or  Alarm  Point) 

Visual  Indicators:  Employee  Listed 
Employee  Delisted 
Station  Number 


CENTRAL  CONSOLE  OPTIONS 

Central  Console  Printer  CCP1:  The  Central  Console  Printer 
provides  a  permanent  printed  record  of  all  transactions  tak¬ 
ing  place  within  the  Identimat  system.  The  printed  record 
includes:  Time,  Date,  Station  Number,  Employee  Number, 
Reason  for  Reject  (if  reject  occurs).  All  rejects  are  printed 
in  red. 

Memory  Expansion:  The  basic  Central  Console  contains 
memory  for  1,000  employees.  This  may  be  expanded  in 
1,000  increments  to  a  maximum  of  10,000.  Order  option 
MXK  where  X=capacity  in  thousands,  (e.g.  M7K=7,000 
capacity). 

Station  Expansion.  The  basic  Central  Console  can  be  used 
with  up  to  15  Identimat  Stations.  This  may  be  expanded  to 
a  maximum  of  63  increments  of  16  stations. 

For  31  Stations  Order  Option  S31 
For  47  Stations  Order  Option  S47 
For  63  Stations  Order  Option  S63 
Alarm  Point  Station  Monitor  API:  This  option  provides  an 
audible,  visual  and  permanent  printed  record  (using  option 
CCP1)  of  alarm  conditions.  The  alarm  Point  Station  Moni¬ 
tor  can  detect  unauthorized  opening  of  doors,  windows, 
etc.  Available  in  16  Station  increments. 


IDENTIMAT  CORP.  (212) 

135  WEST  50th  STREET 

NEW  YORK,  N  .Y.  10020  TEL.  371-3300 


IDENTIMAT®  2100 

ENCODER 


E 


FUNCTION 

The  IDENTIMAT  2100  Encoder  plugs  into  any  IDENTIMAT  2000  within  its  system  and  enables 
magnetic  stripe  cards  to  be  encoded.  In  addition  to  encoding  hand  geometry  on  cards,  the  encoder 
can  also  encode  the  card  with  area  access  and  employee  number  information.  The  encoder  for  each 
customer  is  unique.  A  card  made  on  one  customer's  system  cannot  be  used  in  another  customer's 
system.  The  typical  time  to  encode  a  card  is  less  than  30  seconds. 

OPERATION 

The  IDENTIMAT  2100  encoder  is  plugged  into  the  IDENTIMAT  2000  and  a  blank  card  is  inserted 
into  the  IDENTIMAT  2000  card  slot.  The  user  places  one  hand  on  the  IDENTIMAT  2000  and  the 
IDENTIMAT  2100  encoder  automatically  computes  the  hand  geometry  readings  for  that  individual 
and  encodes  those  readings  on  the  card  along  with  any  area  access  and/or  employee  number  data.  The 
card  is  now  invisibly  encoded  and  ready  to  use. 

IDENTIMAT  2100  ENCODER  FEATURES 

■  Quickly  converts  any  IDENTIMAT  2000  within  a  system  into  an  encoding  IDENTIMAT  without 
installation. 

■  Cards  can  also  be  used  with  the  IDENTIMAT  200  Card  Reader. 

■  Unique  coding  for  each  customer. 

■  Solid  state  integrated  circuit  logic. 

■  Completely  automatic  encoding  of  Hand  Geometry. 

■  Automatic  encoding  of  any  combination  of  up  to  12  area  access  zones. 

■  Automatic  programming  of  up  to  eight  digit  employee  numbers. 

■  Less  than  30  seconds  to  make  a  card. 

■  Automatic  duplication  of  cards,  if  desired. 


IDENTIMAT  2100  ENCODER  SPECIFICATIONS 

Voltage:  115  VAC  50/50  Hz. 

Operating  Temperature:  50°F  to  100°F 

Area  Access  Zones:  Any  combination  of  up  to . 

12  areas  may  be  set.  (optional) 

Employee  Number:  Up  to  8  numerals  (optional) 

Visual  Status  Indicators:  Encoded  cycle 

Card  Encoded 

Area  (with  access  option) 

Dimensions:  13"  wide  x  19"  deep  x  12"  high 
Weight:  22  lbs. 

ENCODER  OPTIONS 

Areas:  Order  option  A4  for  4  areas 
Order  option  A8  for  8  areas 
Order  option  A 12  for  12  areas 

Numerical  Digits:  Order  option  Dx 

x  is  the  number  of  Numerical  Digits 
required  (up  to  8) 

Example  order  for  IDENTIMAT  2100  Encoder  with  4 
Areas  and  5  Digits: 

IDENTIMAT  2100-A4-D5  Encoder 
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IDENTIMAT  CORP. 

135  WEST  50th  STREET 
NEW  YORK,  N.Y.  10020 


(212) 

TEL.  371-3300 


IDENTIMAT®  2000S 


STAND  ALONE  IDENTIFIER 


FUNCTION 


The  IDENTIMAT  2000S  is  a  stand-alone  unit  that  quickly,  automatically,  and  positively  verifies  the 
identity  of  a  person,  and  not  just  their  card.  This  verification  is  accomplished  when  an  individual's 
hand  geometry  characteristics  are  quickly,  precisely  and  automatically  measured  and  compared 
against  data  previously  encoded  on  the  user's  card.  Upon  verification  the  IDENTIMAT  provides  an 
"access"signal  which  could  release  an  electronic  door  turnstile,  allow  a  time  clock  to  punch,  permit 
access  to  a  computer,  etc. 


OPERATION 

The  user  inserts  the  identity  card  into  the  machine,  places  one  hand  on  the  top  plate  and  presses 
down  gently.  An  "access"  signal  indicates  verification  of  the  user's  identity  and  authorization  for  that 
area.  A  reject  signal  indicates  wrong  hand  geometry,  wrong  area,  and/or  wrong  system. 


FEATURES 

■  A  completely  self-contained  unit  that  automatically  rejects  lost,  stolen  or  transferred  cards  even 
when  not  reported.  Programmable  to  accept  only  those  persons  authorized  for  a  particular  area  or 
activity. 

■  One  second  cycle  time;  the  time  needed  for  the  system  to  measure  hand,  read  card  and  verify 
identity. 

■  An  IDENTIMAT  2100  Encoder  enables  new  employees  hand  geometry  characteristics  to  be  encoded 
onto  card  in  less  than  30  seconds. 

■  Uses  magnetic  stripe  cards  (standard  credit  card  size)  meeting  American  Bankers  Association 
standards. 

■  Unique  coding  for  each  customer. 

■  Solid-state  integrated-circuit  logic. 

■  Adjustable  lock  control  timer. 


IDENTIMAT  2000S  SPECIFICATIONS 
Number  of  area*  programmable:  12 
Identification  cycle  time:  1  second 

User  Instructional  Lights:  Insert  Card 

Place  Hand 
Access 
No  Access 

Outputs:  Accept  Signal:  24  Volts  A.C.  (1  Amp.) 
and/or  contact  closure 

Overall  Dimensions:  12"  wide  x  21  "deep  x  19%"  high. 

Recommended  shelf  height:  30"  -  33" 
above  floor. 

Operating  Temperature:  50°F  to  100°F 
Weight:  45  lbs. 

Door  Lock  Timer  Limits:  0.5  - 1 5  seconds 
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VALI  -  DIME  SYSTEM 


FOR  COLLEGE  AND  UNIVERSITY  FOOD  SERVICE 


OBJECTIVES  OF  A  VALI-DINE  SYSTEM  INSTALLATION  CS/4> 


LOWER  FOOD  COSTS 
INCREASE  FOOD  SERVICE  REVENUE 
PROVIDE  1  ANNUAL  MEAL  CARD  PER  STUDENT 
CONTROL  MISSED  MEAL  FACTOR/PARTICIPATION 
ELIMINATE  UNAUTHORIZED  USE  OF  "LOST"  CARDS 
INCREASE  PREDICTABILITY  OF  COSTS  AND  INVENTORY 
PREVENT  TRANSFER  OF  MEAL  CARDS  BETWEEN  STUDENTS 
ALLOW  FOR  AND  CONTROL  VARIETY  OF  BOARD  PLAN  OPTIONS 
RECONCILE  BOARD  REVENUE  BETWEEN  RESIDENCE/DINING  HALLS 
ALLOW  FOR  AND  CONTROL  NON-RESTRICTIVE  DINING  PRIVILEGES 
PROVIDE  FOR  HARD  COPY  PARTICIPATION  DATA  FOR  MORE  EFFECTIVE  MANAGEMENT 
DATA  COLLECTION:  HEAD  COUNTS  BY  BOARD  PLAN-,  BY  DINING  HALL-,  BY  MEAL  PERIOD 
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R.  D-  PRODUCTS!  INC.  is  a  specialist  supplier  for  the  College  and 
University  market.  A  major  portion  of  our  company's  business  is 
to  design!  implement  and  service  administrative  and  electronic 
control  programs  for  College  and  University  Food  Service 
Departments • 

The  Vali-Dine  Systems  have  become  synonymous  with  meal  card  Food 
Service  Control- 

The  following  Vali-Dine  presentation  will  explain  how  the  System 
may  serve  your  many  Food  Service  Departmental  needs-  The 
implementation  of  a  Vali-Dine  program  for  contract  Food  Service 
control  consists  of  the  following: 

The  analysis  of  an  account's  needs  and  program  requirements 
for  the  development  of  an  integrated  electronic  system 
which  will  satisfy  these  needs 

This  analysis  takes  into  account: 

0  The  control  problems  which  may  exist  with  systems 
currently  in  use. 

•  Number  of  board  plan  options  available  or  anticipated- 

•  Number  of  board  plan  or  contract  members- 

•  Number  of  dining  halls  and  entrances- 

•  Statistical  Data  Collection  and  necessary  statistical 
output  required  by  Food  Service  Admini stration  • 

0  Income  allocation  requirements  of  the  department- 
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The  continued  growth  of  R.  D-  Products!  Inc.  and  the  rapid 
acceptance  of  our  products  and  systems  in  the  College  and 
University  Food  Service  market  can  be  attributed  to  our 
responsiveness  to  changing  needs!  innovations  in  solving  new 
problems  and  constant  improvement  in  the  products  and  services 
available  to  our  customers- 

Whether  the  College  is  managing  its  own  food  service  operation 
or  it  is  handled  by  an  outside  firm!  there  is  a  critical  need 
for  positive  admi ni strati ve  control  of  the  board  plan  partici¬ 
pation-  The  Vali-Dine  System  offers  you  a  sophisticated  and 
professional  means  of  controlling  your  meal  card  program- 

In  addition  to  the  component  description  belown  also  included 
in  the  presentation  are  BASIC  system  hardware  component 
speci i f cation  sheets  for  your  interest- 

SYSTEM  COMPONENTS 

The  Vali-Dine  System  is  a  self  contained!  economical  electronic 
board  plan  control  system  consisting  of  electronic  hardware  and 
photo  meal  cards-  Students  are  issued  portrait  photo  cards 
which  are  magnetically  encoded  with  their  individual  account 
number  - 
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CARD  READER 


When  the  line  checker  inserts  the  student's  meal  card  into  the 
"Card  Reader"  at  the  entrance  to  the  cafeteria-.  the  System 
reads  the  student’s  meal  plan  type  and  account  status  to  determine 
if  he  is  clear  to  eati  then  informs  the  checker  via  indicator 
lights  on  the  Card  Reader. 

The  Card  Reader  responses  will  be  one  of  the  following: 

*  PASS 

*  (1EAL  EATEN 

*  MAX  MEALS  EATEN 

*  INVALID 

*  MESSAGE 

ANY  CARD  MAY  BE  PRESENTED  AT  ANY  READER-,  since  all  Card  Readers 
are  connected  into  the  Central  Processor  {memory  unit>.  {See 
Sample  Schematic!.  As  a  general  rule-,  a  student  will  only  be 
allowed  to  eat  one  meal  during  that  specific  meal  period- 
If  a  second  entrance  is  attempted  anywhere  on  campus  where 
there  is  a  Card  Reader-,  the  response  will  be  "meal  eaten"-  On 
the  other  hand-,  a  student  may  be  allowed  continuous  entrance 
to  the  dining  halls  in  a  program  where-,  for  example-,  points 
are  used.  This  is  all  a  function  of  the  system  programming 
and  can  be  accomplished  with  the  Vali-Dine  System- 

CENTRAL  PROCESSING  UNIT 

The  Vali-Dine  System  {S/4>  CPU  is  a  L4K  microprocessor  based 
mini-computer  which  is  capable  of  simultaneously  handling 
virtually  any  board  plan  com bination i  as  well  as  keeping  a 
constant  watch  for  lost  and  invalid  cards-  You  can  invalidate 
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any  meal  card  number  at  any  time.  In  addition!  the  System 
CPUi  High  Speed  Line  Printer  and  CRT  Interactive  Terminal 
located  in  the  main  office  enable  you  at  the  end  of  the  day 
to  obtain  statistical  data  and  participation  counts  in 
basically  any  configuration  you  may  need.  This  data  will 
generally  include  such  factors  as  total  number  of  meals 
served  by  dining  halli  by  board  plan  type-»  by  meal  period! 
guest  countsi  cash  counts!  etc-  The  Vali-Dine  System  CPU 
also  is  equipped  with  a  Data  Storage  Terminal  which  allows  you 
to  obtain  a  cassette  magnetic  tape  dump  of  the  program  contents 
in  the  event  of  a  power  outage  or  malfunction.  The  CPU 
contains  all  necessary  program  software  required  for  total  control 
of  the  Food  Service  board  plan  operation. 

VARIABLE  BOARD  PLANS 

Board  plan  feeding  has  become  increasingly  difficult  to  monitor 
since  the  advent  of  the  variable  type  'any  10  meals/week'i  'any 
IS  meals/week'i  'any  2  meals/day'i  etc.i  board  plan  programs 
currently  gaining  popularity  on  campus-  In  this  type  of 
board  plan  a  student  is  allowed  to  eat  'X'  number  -Cany  10i 
any  2i  etc-}  of  the  total  meals  served  weekly  or  daily.  The 
Vali-Dine  System  remembers  when  a  student  has  eaten  his  total 
allotted  number  of  meals  and  it  prevents  additional  participation 
after  that  number  of  meals  has  been  reached. 

In  addition  to  its  simplicity!  economy  and  effectiveness!  the 
Vali-Dine  Card  Readers  -CCR}  are  so  compact  they  will  easily 
fit  on  existing  shelf  space  presently  used  by  your  checker. 
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The  System  has  the  capacity  to  handle  up  to  flOO  students  per 
hour  at  each  terminal  unit  and  it  can  control  any  program  with 
an  unlimited  number  of  students  on  board  plan-  The  CR  units 
and  the  memory  unit  -[Central  Processing  Unit!  are  connected  by 
simple  dedicated  data  lines  and  involve  a  minimum  installation 
cost  • 

The  Vali-Dine  System  is  economically!  administrati vely  and 
operational ly  justified  simply  because  of  its  ability  to 
"close  the  loopholes"  in  all  other  traditional  meal  control 
systems  as  well  as  providing  a  new  dimension  to  the  management 
of  your  department- 

An  individual  with  no  photographic  or  past  computer  technical 
knowledge  can  be  easily  instructed  to  operate  the  entire  System. 
The  tamper-proof  Vali-Dine  photo  card  gives  you  a  head  and 
shoulder  portrait  of  the  individual-i  not  the  tyoical  square 
"mug  shot"  that  is  found  on  all  other  photo  identification  cards- 
This  large  photo  makes  for  easier  recognition  by  the  line  checkers 
and  in  addition!  is  well  accepted  by  the  student  body !  not  only 
as  a  meal  card!  but  it  also  has  the  potential  for  expanded 
campus  use  as  the  needs  may  arise- 

In  effect!  what  has  traditionally  been  known  as  the  student  I-D 
card  is  now  taking  on  a  more  comprehensive  meaning  and  that  card 
is  becoming  a  Data  Input  Device!  not  just  an  I-D  card- 

For  years  Food  Service  Departments  have  wanted  and  needed  the 
control  the  Vali-Dine  Systems  offer  --  now  it  is  available  on 
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a  cost  effective  basis  and  its  use  is  growing  rapidly  in 
College  and  University  Food  Service  Departments  of  all  sizes 
across  the  nation- 

The  enclosed  customer  list  will  testify  to  the  rapid  acceptance 
of  the  Vali-Dine  System  on  College  and  University  Campuses- 

To  properly  discuss  our  Vali-Dine  System  benefits  as  they 
specifically  relate  to  your  departmental  needsi  R-  D-  Products! 
Inc-  has  at  your  disposal!  Regional  Managers  who  will  be 
pleased  to  meet  with  you  and  your  associates  on  campus  to 
review  our  Systems  in  more  detail. 


Regional  Sales  Offices: 

Philadelphia!  PAi  Atlanta!  GAi  Columbus!  OHi  Kansas  City!  MOi 
Dallas!  TXi  Portland!  OR 
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APPENDIX  H 

Technical  Reference  Articles  on  Vali-Dine 
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Computerized  Control 
of  A  La  Carte  Dining 

by  Ross  Cordell 


How  SUNY  AT  Oneonta,  New  York 
Evolved  From  The  Traditional  21 -Meal 
Plan  To  A  La  Carte  With  Complete 
Computerized  Control 


Ross  Cordell 
General  Manager 
Faculty  Student  Association 
State  University  of  New  York 
Oneonta ,  New  York 


Until  the  early  1970’s,  most  col¬ 
leges  throughout  the  country  had 
what  is  now  called  the  “Traditional 
(21  meal)  Board  Plan”  on  their  cam¬ 
puses.  State  University  at  Oneonta, 
New  York  was  no  exception. 

In  the  early  1970’s,  students  began 
to  pressure  for  liberalization  of  the 
Traditional  Board  Plan,  contending 
that  they  were  paying  for  meals  that 
were  not  being  consumed.  Attempts 
were  made  to  explain  to  students  the 
missed  meal  factor  existing  within  the 
Traditional  Board  Plan  to  no  avail, 
and  in  the  early  1970’s,  college  cam¬ 
puses  across  the  country  began  to  get 
away  from  the  one  board  plan. 

At  Oneonta,  we  attempted  to 
meet  students’  requests  by  first  of¬ 
fering,  in  addition  to  the  Traditional 
Meal  Plan,  a  Fifteen  Meal  Plan  and 
later  a  Fourteen  Meal  Plan.  It 
became  apparent  in  early  1973  that 
students  in  Oneonta  wanted  an  even 
more  liberalized  selection  of  board 
plans  than  what  was  being  offered. 

A  study  was  made  of  all  types  of 
board  plans  being  offered  around  the 
country,  ranging  from  a  multi-choice 
system  such  as  19,  15,  14,  12,  10 
then  being  used  at  the  State  Univer¬ 
sity  at  Albany,  New  York,  the  Point 
Plan  System  then  being  used  at  the 
University  of  Wisconsin,  to  the  A  La 
Carte  Coupon  System  then  being 
used  at  Bowling  Green  University. 


NACAS/ January  1979 


H-2 


Under  the  Traditional  Board  Plan, 
students  were  admitted  to  the  dining 
hall  through  the  use  of  a  meal  card 
and  number  system.  Once  past  the 
checker,  students  were  provided 
food  on  an  unlimited  basis. 

Under  the  Point  System,  students 
were  issued  books  of  points  which 
they  surrendered  in  various  amounts 
depending  on  the  meal  such  as  one 
point  for  break-fast,  two  points  for 
lunch  and  three  points  for  dinner. 
Again  once  surrendering  points  and 
entering  the  feeding  area,  students 
were  permitted  unlimited  food. 
However,  under  both  systems  some 
campuses  placed  restrictions  on  cer¬ 
tain  entree  items. 

The  A  La  Carte  Coupon  System  at 
use  at  Bowling  Green  University, 
functioned  in  a  similar  manner  to  a 
commercial  cafeteria  with  the  excep¬ 
tion  that  the  student  surrendered 
coupons  for  payment  of  items  pur¬ 
chased  rather  than  cash.  All  items  on 
the  line  were  priced  on  a  point  basis 
(one  point  equal  to  five  cents). 

Of  all  the  plans  studied,  the  multi¬ 
choice  board  plan  offered  the  least 
amount  of  flexibility  and  inherent 
within  the  plan  was  the  major 
problem  of  waste  and  pilferage.  The 
Point  Plan  System  gave  students 
considerably  more  flexibility  than 
under  the  multi-choice  plan  since 
points  were  given  a  cash  value  and 
could  be  used  in  snackbars. 
However,  under  this  plan  remains 
the  problem  of  waste  and  pilferage. 

After  all  plans  were  studied  and 
considered,  the  A  La  Carte  Coupon 
Plan  was  selected  at  Oneonta, 
because  the  plan  provided: 

1 .  Wider  choice  of  menu  items  — 
Under  the  A  La  Carte  System,  we 
are  able  to  offer  an  almost  unlimited 
selection  of  menu  items  because  the 
student  pays  for  each  item  on  an  A 
La  Carte  basis.  For  instance,  we  can 
offer  steak  each  day  and  such  items 
as  lobster  tails,  chicken  cardon  bleu 
and  prime  rib.  The  Plan  provides 
complete  freedom  in  the  offering  of 
dessert  and  salad  selections. 

2.  Minimized  waste  —  We  have 
found  that  since  changing  to  the  A 
La  Carte  System,  there  is  little  or  no 
waste  by  the  students  in  that  the 
students  only  select  those  items 


which  will  be  consumed.  They  are 
not  inclined  to  sample  as  under  the 
Traditional  Board  Plan. 

3.  Flexibility  and  diet,  hours  of 
service  and  eating  locations  —  We 
have  found  that  with  the  use  of  the  A 
La  Carte  System,  we  can  satisfy 
almost  every  diet  because  of  the  wide 
variety  of  menu  items  offered  under 
the  plan.  The  choice  of  students’  diet 
need  only  be  limited  by  price. 
Therefore,  if  a  student  wishes  to  eat 
steak  every  day,  he  or  she  may  do 
so.  Students  may  use  the  A  La  Carte 
Plan  in  all  dining  halls  and  all  snack¬ 
bars  and  therefore  at  Oneonta 
students  may  eat  on  the  board  plan 
from  7:00  a.m.  until  1:00  a.m.  the 
following  day. 

4.  Board  rates  —  With  the  increas¬ 
ing  cost  of  a  college  education,  more 
and  more  pressure  is  being  applied 
by  parents  and  students  to  hold 
down  board  rates.  We  have  found 
with  the  use  of  the  A  La  Carte  Plan 
and  its  elimination  of  waste,  we  have 
been  able  to  maintain  a  relatively  low 
board  rate  at  Oneonta.  A  minimum 
board  plan  is  set  for  all  students  and 
we  have  found  that  the  light  eaters 
(and  their  numbers  are  considerable) 
have  been  able  to  eat  quite  comfor¬ 
tably  on  the  minimum  amount.  The 
plan  therefore  minimizes  subsidiza¬ 
tion  of  one  student  by  another.  If  a 
student  chooses  to  eat  a  large  amount 
of  food,  that  student  and  only  that 
student  pays  for  it.  Additional  units 
in  lots  of  $5.00  may  be  purchased 
over  and  above  the  minimum  board 
plan. 

A  La  Carte  Feeding  and  Its 
Manual  Control 

When  the  A  La  Carte  System  was 
first  introduced  to  Oneonta,  food 
was  distributed  through  the  use  of  a 
coupon  system.  Students  were 
issued  books  of  coupons  in 
denominations  of  5  to  $1.00.  Menu 
items  were  priced  in  points  —  one 
point  being  equal  to  five  cents. 
Students  would  enter  the  cafeteria, 
select  the  items  they  wish  to  eat  and 
pay  the  cashier  at  the  end  of  the  line 
with  the  use  of  their  coupons.  The 
system  worked  fairly  well,  however, 
we  found  counting  procedures  very 
cumbersome.  It  was  necessary  to 
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remove  the  coupons  from  the  book 
by  the  cashier,  seperate  them  at  the 
end  of  the  day  and  count  them 
through  the  use  of  a  ticket  counter. 
We  later  corrected  the  counting 
problem  by  weighing  the  tickets 
rather  than  counting  with  the  use  of  a 
gram  scale.  Students  were  forever 
losing  their  books  and  there  was  a 
considerable  amount  of  theft.  There 
was  little  or  no  chance  of  controlling 
the  use  of  the  coupons;  therefore,  if 
a  student  lost  his  or  her  book  through 
displacement  or  theft,  it  was  a  con¬ 
siderable  financial  loss  because  it 
could  not  be  replaced.  To  handle  the 
coupon  system  entailed  a  con¬ 
siderable  amount  of  additional  labor 
in  the  area  of  accounting.  Books 
were  expensive  since  card-stock 
paper  was  used  in  printing  coupons; 
even  so,  we  found  that  they  readily 
became  shop-worn. 

Automation  of  A  La  Carte 
Dining  Via  the  Vali-Dine  System 

In  the  fall  of  1975,  we  contacted 
R.D.  Products  Inc.  presenting  them 
with  all  of  the  problems  we  were 
having  with  the  coupon  system  at 
Oneonta  and  asked  them  to  make  a 
study  of  the  problems  and  present  a 
proposal  with  the  use  of  the  Vali- 
Dine  card. 

R.D.  presented  their  proposal  of 
an  automated  system  of  control  and 
the  system  was  purchased  in  the 
Spring  of  1976  for  implementation  in 
the  Fall  of  1976. 

We  experienced  a  great  deal  of 
benefit  by  the  automation  of  our  A 
La  Carte  System.  One  of  the  greatest 
areas  of  benefit  is  related  to  the 
financial  impact  of  our  dining  ser¬ 
vices.  To  begin  with,  a  prepaid  board 
plan  operation  still  allowed  us  the 
benefit  of  prepayment  while  at  the 
same  time  maintained  the  concept  of 
allowing  students  to  participate  in 
meals  on  a  regular  board  plan  basis. 
This  cash  flow  benefit  obviously 
allowed  the  University  to  work  with 
meal  plan  funds  to  cover  its  general 
operating  expenses,  regarding  labor, 
food  costs  and  overhead.  In  ad¬ 
dition,  there  are  a  great  many 
budgetary  benefits  associated  with 
the  standard  prepayment. 
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Vali-Dine  System 
is  Speedy  and  Accurate. 


The  automation  of  our  A  La  Carte 
Dining  System  allowed  for  a  higher 
degree  of  accurate  data  collection 
which  in  turn  had  an  impact  on  our 
pricing  structure  which  can  now  be 
more  accurately  addressed.  The 
Vali-Dine  System  allowed  us  to 
determine  an  equitable  pricing  struc¬ 
ture  for  our  board  plans  based  on  the 
statistical  data  obtained  from  the 
system.  This  data  also  assisted  us 
with  our  inventory  control  in  the  sen¬ 
se  that  we  were  able  to  determine  the 
number  of  points  or  dollars  left  in 
every  student's  account  and  our 
board  plan  enrollment  in  general 
towards  the  end  of  a  semester. 

This  allowed  us  to  anticipate 
whether  or  not  we  should  offer  low 
or  high  priced  items  on  our  menu,  to 
either  use  up  excess  points  or  to 
allow  students  to  conserve  points 
while  still  maintaining  a  proper 
dietary  mix;  as  well  as  determine 
whether  or  not  prepackaged  foods 
will  be  purchased  in  greater  quantity 
so  the  students  will  be  able  to  use  up 
their  points  before  semester's  end. 
One  of  the  greatest  benefits  of  the 
Vali-Dine  System  allowed  our  depar¬ 
tment  to  save  on  a  least  $30,000.00 
a  year  in  personnel  expenditures. 
Most  of  these  savings  accrued  from 
the  elimination  of  checkers  which 
were  manditory  to  control  the  A  La 
Carte  System  manually,  but  were  no 
longer  necessary  with  the  Vali-Dine 
System. 

General  Description  of  the 
System 

The  Central  Processing  ■  Unit 
(CPU)  maintains  the  student  data 
base.  It  contains  each  student’s  ac¬ 
count  number  and  their  point 
balance.  Here  at  Oneonta,  the 
system  is  programmed  to  allow  for  a 
penny  a  point.  Whereas  each  point 
in  a  student’s  program  has  the 
equivalent  of  a  penny  value.  It  is  im¬ 
portant  to  note  that  when  we  initially 
installed  the  system,  we  defined  a 
point  as  having  a  nickel  value.  After 
the  first  year  of  operation  we  found  it 
to  be  much  more  logical  and  valuable 
from  our  benefit  at  the  student’s 
benefit  to  work  with  a  penny  a  point, 
therefore  eliminating  the  mental 
conversion  a  student  would  have  to 
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go  through  to  determine  how  many 
points  were  being  used  for  each  meal 
or  remaining  in  his  or  her  account.  A 
penny  a  point  system  also  allowed  us 
a  higher  degree  of  accuracy  in  our 
pricing  structure,  whereby  all  of  our 
items  would  not  have  to  be  rounded 
off  to  the  closest  nickel.  The  data  that 
we  received  out  of  the  CPU  was 
presented  via  hard  copy  printout  in 
recap  form.  A  recap  as  we  defined  it 
was  merely  a  printout  of  the  ac¬ 
cumulation  of  all  our  daily  par¬ 
ticipation.  at  each  location  by  in¬ 
dividual  point  plan  program.  It 
allowed  us  to  determine  for  income 
allocation  purposes  how  many  points 
were  being  used  by  each  individual 
dining  location  during  each  meal 
period.  These  recaps  also  allowed  us 
to  determine  on  a  daily  basis  the 
point  usage  as  well  as  the  number 
of  cash  customers  that  were  served 
at  each  location. 

Other  useful  information  the 
system  allows  us  to  obtain  is  the 
number  of  valid  accounts  in  the 
system  at  any  given  time,  the  num¬ 
ber  of  points  either  totally  or  individ¬ 
ually  that  the  students  have  to  spend, 
how  many  invalid  accounts  that  are 
in  the  system  and  also  the  number  of 
students  that  have  purchased  ad¬ 
ditional  points  over  and  above  their 
initial  purchase  of  the  minimum  point 
plan  structure. 

In  addition  to  the  Central 
Processing  Unit  and  the  hard  copy 
printout,  an  intregal  part  of  the 


system  is  the  Data  Storage  Terminal 
which  allows  office  personnel  to  ob¬ 
tain  on  tape  or  to  record  on  tape,  the 
current  program  contained  in  the 
CPU  at  any  given  time.  This  system 
capability  provided  us  with  an  im¬ 
portant  backup  system  should  we 
ever  have  had  a  malfunction  with  the 
Central  Processor.  It  allows  us  to 
completely  update  our  data  base  at 
any  given  time. 

In  the  event  of  power  failure  or 
power  fluctuation,  the  battery  pack 
will  maintain  memory  in  the  CPU  for 
up  to  twenty  hours.  With  the  resum¬ 
ption  of  the  electrical  service,  the  bat¬ 
tery  pack  will  be  automatically 
recharged  to  an  estimated  life 
(maximum  efficiency)  for  three 
years. 

The  Card  Reader  Terminals  which 
are  located  at  each  checker  location, 
also  have  data  cassette  tapes  so  that 
when  the  system  is  working  on  off¬ 
line  basis  all  transactions  can  be 
recorded  on  tape  for  later  updating  in 
the  CPU  to  maintain  the  credibility  of 
the  data  base.  It  is  important  to  note 
that  with  our  system  we  were  easily 
able  to  replace  our  cash  registers 
which  were  up  to  this  point,  used 
only  for  cash  patrons.  By  the  ad¬ 
dition  of  the  cash  drawer  connected 
to  the  Logging  Card  Reader  or 
LCR’s  as  they  are  known,  allowed  us 
to  collect  cash  for  casual  meals  at  the 
same  time  recording  the  cash  totals 
in  the  Central  Processor  as  well  as 
maintain  control  of  all  point  plan 
student  participation. 
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Using  Vali-Dine  At  The  Snack  Bar. 


Photo  I.D.  Card  Being  Used . 


Operationally,  as  the  student  ap¬ 
proaches  the  checker,  the  checker 
simply  keys  in  the  total  amount  of 
food  being  purchased,  reads  the 
meal  card  in  the  Card  Reader  and 
the  transaction  is  automatically 
deducted  from  the  students  point 
balance  maintained  in  the  CPU.  The 
transaction  total  as  well  as  the 
remaining  point  balance  is  displayed 
on  both  the  front  and  rear  of  the 
Card  Reader  for  both  the  student 
and  checker  to  equally  observe. 
Should  the  student  not  possess  suf¬ 
ficient  funds  to  cover  the  transaction, 
the  transaction  will  not  be  com¬ 
pleted.  Should  a  lost  or  invalid  card 
be  presented  to  the  checker,  the 
system  alerts  the  checker  accor¬ 
dingly.  .  .  as  it  would  do  in  any  Vali- 
Dine  System.  A  lost  or  stolen  card  or 
a  card  in  possession  of  a  student  who 
dropped  off  the  board  plan  is  no 
longer  usable  in  the  system. 

This  subtle  competitive  aspect  of 
our  operation  allows  for  and  deman¬ 
ds  creativity  and  managerial  exper¬ 
tise  in  our  dining  hall  managers.  We 
have  found  that  it  has  assisted  in  in¬ 
stilling  a  merchandising  approach  to 
food  service  rather  than  a  negative 
approach  whereby  we  previously 
were  working  with  the  missed  meal 
factor.  With  the  A  La  Carte  System 
the  more  points  the  students  use  the 
more  profitable  the  dining  services 
department  can  become. 

Because  of  the  fact  that  the 
student  has  the  option  to  purchase  or 
not  to  purchase  from  a  variety  of  en¬ 
trees,  there  exists  the  opportunity  for 
the  director  to  experiment  with 
“exotic  foods”  which  can  be  sold  op¬ 
tionally  and  not  forced  on  the 
students. 

The  Vali-Dine  System  because  of 
its  flexibility  and  comprehensiveness, 
allows  us  to  easily  control  in  a  simple 
and  effective  way  our  A  La  Carte 
System  which  allows  us  to  present 
many  benefits  to  the  student  body. 
Without  the  benefit  of  an  automatic 
electronic  control  system,  much  of 
the  advantages  we  offer  the  students 
would  not  be  possible  on  a  manual 
control  basis. 

Regarding  student  benefits, 

there  are  many  which  have  accrued 
to  the  students  since  the  installation 
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of  the  automated  meal  card  system. 

To  begin  with,  the  student  need 
only  carry  a  card,  not  cash  or  coupon 
books.  Obviously  for  simplicity  this  is 
much  easier  than  a  two  card  system 
or  a  coupon  book  system  which  may 
not  only  be  cumbersome,  but  is 
easier  stolen  or  lost. 

With  the  Vali-Dine  System,  the 
students  can  not  lose  their  pur¬ 
chasing  power  since  the  point  balan¬ 
ce  is  maintained  electronically  in  the 
central  processing  unit.  Should  a 
student  lose  his  original  card,  a 
second  or  third  card  is  issued  using 
the  same  account  number. 
Everytime  a  duplicate  card  is  issued 
the  system  is  programed  to  accept 
only  that  card  issued.  If  circumstan¬ 
ces  warrant,  a  student’s  remaining 
point  balance  can  be  transfered  to  a 
new  account  number  and  a  new  card 
issued.  The  old  account  number  is 
invalidated,  therefore,  making  it 
unusable  by  anybody  else. 

In  this  sense,  the  Vali-Dine  System 
has  allowed  us  to  issue  what  are  in 
effect,  credit  cards  used  in  reverse 
whereby  the  students  are  working 
from  a  diminishing  balance.  In  the 
event  no  points  are  left  in  the 
student’s  account  they  have  the  op¬ 
tion  of  either  paying  cash  or  pur¬ 
chasing  additional  points.  The  Vali- 
Dine  System  has  also  eliminated  the 
possibility  of  theft  of  coupon  books 
we  used  previously.  A  reported  lost 
or  stolen  card  is  not  transferable  nor 
valid  in  the  Vali-Dine  System. 

The  card  itself  carrys  with  it  a  large 
high  quality  color  portrait  of  the 
student  which  serves  as  a  positive  ID 
for  not  only  the  dining  service 
checkers,  but  also  for  use  in  the 
Rathskellar  and  other  establishments 
which  serve  alcoholic  beverages. 
This  is  possible  since  our  department 
controls  the  student  birthdate  infor¬ 
mation  which  is  contained  on  the 
card. 

Employee  Benefits 

There  are  many  advantages  of  the 
system  as  seen  through  the  eyes  of 
the  employees.  For  instance,  the 
student  can  now  monitor  the 
cashiers.  Whereas  before,  the 
student/checker  confrontation 
existed  as  to  the  number  of  coupons 
which  may  have  been  torn  out  of  the 
book,  etc.  With  the  Vali-Dine  System 


both  the  checker  and  the  student  are 
fully  aware  at  the  time  of  purchase 
how  many  points  have  been  used  at 
a  given  transaction  and  the 
remaining  balance  left  in  the 
student’s  account. 

It  is  exceptionally  important  to  us 
in  New  York  State  because  the  state 
law  requires  that  we,  the  vendor, 
must  control  the  use  of  the  point 
plan.  However,  with  the  present 
system,  the  student  now  monitors 
the  use  of  this  system. 

One  of  the  motivating  factors  for 
us  to  automate  the  A  La  Carte 
Dining  System  is  that  the  New  York 
State  tax  law  prohibited  tran¬ 
sferability  of  points  from  one  student 
to  another.  This  was  difficult  to  con¬ 
trol,  but  with  the  Vali-Dine  System, 
this  transferability  is  not  possible, 
therefore  taking  the  burden  off  our 
department  to  insure  non-transfer¬ 
ability  and  tax  liability. 

Another  long  range  benefit  of  the 
system  which  is  to  be  employed  yet 
at  Oneonta,  is  the  fact  that  the  Vali- 
Dine  card  has  the  capacity  to  be  used 
as  the  general  student  ID  card.  In 
discussions  with  R.D.  Products,  the 
supplier  of  the  Vali-Dine  System,  it 
appears  should  we  desire,  the  meal 
card  can  be  embossed,  imprinted 
with  OCR  labels,  bar  code  labels  or 
any  other  means  of  data  collection  to 
be  used  in  various  types  of  terminals 
across  campus. 

Flexibility  of  Menu  Operation 

With  proper  and  accurate  income 
allocation  figures  now  available  with 
the  Computerized  A  La  Carte 
System,  each  dining  hall  is  viewed  as 
its  own  profit  center.  Subsequently, 
there  exists  a  positive  incentive  for 
each  individual  dining  hall  manager 
to  become  more  creative  and  market 
his  services  to  the  students.  With 
our  current  system,  should  one  dining 
hall  manager  market  his  product 
well  and  serve  the  type  of  food  that 
is  popular  to  the  students,  he  invar¬ 
iably  will  attract  a  greater  percentage 
of  the  student  body  to  use  their 
points  in  his  dining  hall.  Should  he 
continue  to  serve  unpopular  entrees, 
they  obviously  will  not  be  purchased 
and  therefore  would  be  reflected  in 
his  participation  figures. 
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Currently,  the  meal  card  is  used 
only  by  the  dining  services  area. 
However,  the  capacity  to  be  used  as 
an  all  campus  card  is  obviously 
available  and  has  many  areas  of  ef¬ 
ficiency  connected  with  it. 

One  aspect  of  the  system  which  is 
currently  in  our  program  is  a  general 
purpose  paging  signal  which  allows 
us  to  activate  a  message  indicator 
on  any  account  at  any  given  time. 
Should  a  message  indicator  be  ac¬ 
tivated  in  a  student’s  account  a 
message  light  will  illuminate  upon  in¬ 
sertion  of  his  card  in  the  system 
anywhere  on  campus  so  he  can  be 
informed  by  the  checker  to  contact 
the  office  because  someone  is  trying 
to  get  in  touch  with  him  for  one 
reason  or  another. 

It  is  our  understanding  that  the 
Vali-Dine  System  has  the  capacity  to 
be  expanded  to  other  areas  of  use  on 
campus,  such  as  check  cashing 
verification,  library  book  charge  out 
eligibility,  student  activities  fee 
payment,  etc. 

In  addition,  an  important  point  to 
remember  is  that  although  we  at 
SUNY  Oneonta  offer  an  A  La  Carte 
Flan  to  our  student  body  for  dining 
services,  the  Vali-Dine  System  can 
be  used  very  effectively  in  other 
types  of  plans,  such  as  the  traditional 
board  plans  currently  found  on  most 
campuses  across  the  nation. 

The  concept  of  control  in  all  Vali- 
Dine  Systems  is  basically  the  same.  It 
allows  you  to  offer  dining  privileges 
only  to  those  students  who  are  en¬ 
titled  and  in  no  greater  frequency 
than  you  statistically  expect  them  to 
participate.  Regardless  of  the  type  of 
Vali-Dine  System  used,  regardless  of 
the  types  of  board  plans  offered, 
regardless  of  the  number  of  dining 
halls  that  you  have  available  for  par¬ 
ticipation,  the  Vali-Dine  System  of¬ 
fers  a  great  many  of  the  above  ad¬ 
vantages  concerning  student  and 
administrative  control.  The  approach 
we  have  taken  to  our  University 
Food  Service  has  offered  our  studen¬ 
ts  a  great  deal  of  flexibility  and  ad¬ 
vantages. 

The  Vali-Dine  System  is  simply  an 
administrative  tool  which  allows  us  to 
offer  these  advantages,  while  at  the 
same  time  control  the  administrative 
burden  normally  associated  with  a 
manual  meal  card  system. 


Centre  Daily  times 


MAGNETIC  TAPES  contain  library  information  in  sequential 


Friday. Jan.  19.  1979 


A  LIGHT  WAND  on  the  circulation  control  terminal  reads  the  charging  a  book  out  of  the  University's  Paris  a  Library 
bar  coda  on  a  book  as  pan  of  the  automated  procedure  for 


A  DISK  PACK  is  being  placed  into  the  disk  drive  by  Gordon 
Rawlins,  chairman  of  Library  Systems  Development  at  the 
University  Pan  of  a  computer  system  in  use  ji  Pattee  Library, 
the  disk  contains  information  for  access  by  computer  terminals 
at  various  locations  in  the  library 


Computer  Checkout:  Groceries, 
Stores,  and  Now  Library  Books 


Br  ANNE  KELLER 
Times  Stan  Writer 

The  time  saving  aspects  of  computer  technology 
have  filtered  down  to  the  daily  lives  of  most  people 
Grocery  and  department  store  check-out  times 
have  been  shortened  by  the  use  of  computer 
systems.  Banks  run  credit  checks  in  a  matter  of 
seconds  with  the  use  of  computers. 

These  time-saving  techniques  are  about  to  be 
applied  to  the  borrowing  of  books  at  Pattee  Library 
on  the  Uni  versity  campus.  On  Monday  a  circulation 
con  I  rot  system  will  be  instituted  at  Pattec  and 
charging  oui  a  book  will  take  a  matter  of  mere 
seconds 

Each  book  will  have  a  designated  bar  code, 
similar  to  those  used  on  grocery  tiems  in  the 
supermarket  Every  borrower  will  have  a 
registration  card  The  circulation  control  terminal 
<CCT)  will  read  these,  process  the  transaction  and 
generate  a  date-due  slip  similar  to  a  cash  register 
receipt  with  the  identification  of  the  item,  name  of 
the  borrower  and  date  due  on  it.  This  slip  will  be 
pjper -clipped  inside  the  back  of  the  book  and  the 
transaction  completed. 

The  borrower  hasn’t  even  had  to  write  his  or  her 
name  and  the  process  will  take  only  about  six 
seconds,  estimates  Gordon  Rawlins,  director  of 
library  computer  services 

A  small  tape  recorder  Is  incorporated  in  the  CCT 
to  record  all  transactions.  In  the  event  the  com¬ 
puter  Is  unable  to  process  the  transaction  Im¬ 
mediately.  it  can  pick  it  up  from  the  tape  at  a  later 
lime. 

Approximately  60  percent  of  the  circulating 
Iwaterlsls  have  the  bar  codes  already,  according  to 
Murray  Manin.  associate  dean  of  University 
libraries,  and  about  3.000  registration  cards  have 
been  issued. 

If  a  book  without  a  bar  code  is  brought  to  the  desk 
to  be  borrowed,  the  bar  code  will  be  put  on  im¬ 
mediately.  If  a  borrower  doesn't  have  a 
regisiration  card,  he  will  be  issued  one.  Con¬ 
sequently.  there  may  be  some  delays  when  the 
system  is  first  implemented,  Mr.  Martin  cautions. 


but  he  doesn't  feel  the  delay's  will  take  any  more 
time  than  the  manual  borrowing  process  took. 

Registration  cards  are  being  issued  at  the  main 
circulation  desk  in  Pattee  on  weekdays  from  8  a  m 
to  noon  and  l  to  5  p.m  and  on  Saturdays  from  l  to  5 
p.m.  Indentification  bearing  an  address  and 
signature,  such  as  a  student  or  faculty  ID  or 
driver's  license,  is  required. 

Another  type  of  terminal  will  also  be  used  at  the 
main  circulation  desk.  Nicknamed  the  CRT  < for 
cathode  ray  tubel.  it  will  be  used  to  search  the 
status  of  a  book  which  a  borrower  is  unable  to  find 
in  the  stacks.  With  the  punch  of  several  buttons,  a 
library  staff  member  will  be  able  to  tell  if  ihat 
particular  book  has  been  charged  out  and.  if  so, 
when  it's  due.  whether  it  is  lost,  or  whether  it  is 
being  held  (or  someone  who  had  previously 
requested  It.  In  other  words.  It  will  perform  a 
thorough  records  search  in  a  matter  of  a  very  short 
time  without  the  staff  member  ever  leaving  tbe 
desk. 

The  system  has  security  measures  incorporated 
into  it  to  proteci  the  privacy  of  the  borrower  and  io 
prevent  use  of  invalid  registration  cards,  according 
to  library  officials.  Access  to  the  records  is  limited 
to  authorized  staff  personnel 

Length  of  borrowing  time  has  been  standardized 
under  the  new  system— all  books  will  be  charged 
out  for  four  weeks,  whether  the  borrower  is  a 
student,  faculty  member  or  "other."  One  renewal 
will  be  permuted,  but  at  the  end  of  that  time,  all 
materials  must  be  returned  to  the  library. 
Materials  which  do  not  normally  circulate  will  be 
circulated,  if  at  all,  under  a  “special  permission" 
status  for  a  shorter  period  of  time . 

Standard  fees  will  be  charged  for  overdue  books 
to  recover  the  costs  of  sending  recall  notices.  If 
there  are  persistent  violations,  borrowing 
privileges  will  be  suspended  until  the  borrower 
returns  ihe  material  or  re-chnrges  it  and  pays  ihe 
finedue 

These  measures  are  designed  to  provide  a  more 
effective  way  of  ensuring  better  and  more  equitable 
access  to  library  materials  than  was  avilable  under 
the  manual  svs  tern,  according  to  library  officials. 


The  computerized  circulation  system  is  just  one 
part  of  a  total  system  being  Implemented  in  the 
University  libraries.  Begun  in  1974  with  the  in¬ 
stallation  of  a  computer  In  Pattee,  the  system  in¬ 
cludes  having  all  bibliographic  records  stored  in 
the  computer.  Automating  circulation  was  moved 
ahead  in  the  lime  schedule,  according  to  library 
officials,  because  of  increased  use  of  library 
materials,  which  was  causing  the  manual  system  to 
break  down. 

In  addition  to  storing  and  analysing  records,  ibe 
computer  will  generate  fine  notices  and  personal 
reserve  notices,  similar  to  the  sealed  W  2  forms  the 
federal  government  mails  to  employers.  A  "per¬ 
sona)  reserve"  is  a  method  whereby  a  patron 
becomes  next  in  line  to  borrow  a  book  when  he  finds 
ihe  book  already  has  been  charged  out. 

The  lime  and  manpower  saved  in  these 
procedures  will  be  significant,  according  to  library 
officials.  However,  increased  use  and  a  faster 
return  lime  will  probably  result  in  increased  suck 
activity,  according  to  Charles  Ness,  assistant  dean 
of  University  libraries.  Any  decreases  in  staff  w||J 
come  through  normal  attrition. he  adds 

wuh automation  beginning  at  Pattee,  Mr.  Martin 
says  it  is  hoped  to  have  the  five  branch  libraries  on 
campus  incorporated  into  the  system  by  the  end  of- 
ibis  academic  year 

Because  there  was  nothing  available  in  the  In¬ 
dustry  with  the  library’s  requirements,  according 
io  Mr  Rawlins,  he  and  L'ricEerrin,  a  colleague  in 
Library  Systems  Development .  designed  their  own 
terminal  in  cooperation  with  R  D  Products  Joe.  of 
Victor.  N.Y. 

Ii’s  a  cost  effective  system,  according  to  Mr 
Rawlins,  who  says.  "Hopefully  other  libraries  will 
benefit  from  Pailec’s  front  work.  We  were  looking 
for  improved  performance  within  certain  cost 
constraints."  The  CCT  is  designed,  he  adds,  so  that 
libraries  much  smaller  than  Pattee  will  also  be  able 
io  use  it— libraries  as  small  as  Schlow  Library  in 
State  College,  for  instance.  The  tcrm.nals  will  be 
rented  from  R  D  Products,  which  will  be  in  charge 
of  maintenance. 


order  and  are  part  of  the  security  backup  system  Not  part  of  the 


circulation  control  system,  these  tapes  are  an  additional  record 


of  library  information. 


TERMINALS  ARE  USED  to  feed  information  in¬ 
to  the  computer  system  about  each  book  after  it 


has  been  given  e  bar  code  to  onsure  proper  in¬ 
ventory  control. 


A  REGISTRATION  CARD  belonging  to  a 
borrower  Is  read  by  the  circulation  control  ter¬ 
minal.  After  the  bar  code  on  the  book  and  the 
registration  card  are  read,  the  transaction  is 


procassed  by  the  terminal  and  a  date-due  slip 
generated.  The  complete  charge  out  process 
takes  only  seconds  with  the  new  computerized 
system. 
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APPENDIX  I 


Rusco  Specifications 


RUSCO 
ELECTRONIC 
SYSTEMS 

A  DIVISION  OF  ATO 

1840  VICTORY  BLVD.  •  P.O.  BOX  5005 
GLENDALE,  CALIFORNIA  91201 
TELEX  696318  •  (213)  240-2540 

MAC550  MICRO  AUXILIARY  CONTROLLER 

The  MAC550  Micro  Auxiliary  Controller  is  a  highly  sophisticated  Data  Processing  System  designed  to 
enhance  the  operating,  control  and  reporting  features  of  the  RES  Series  500  Product  Line.  The  RES 
Micro  Auxiliary  Controller  is  modular  in  design  and  expandable  to  accommodate  a  wide  variety  of 
optional  capabilities.  The  basic  hardware  consists  of  a  state-of-the-art  processor  and  disk  controller, 
one  or  more  disk  drives,  CRT  terminals  and  printers.  The  MAC550  interfaces  directly  with  a  MAC530 
or  MAC540  Micro  Access  Controller. 

Basic  features  include  English  text  display  and  printout  of  the  MAC530/540  system  activities  and  gen¬ 
eration  of  reports.  Operator  guidance  and  prompting  are  provided  on  the  CRT  screen. 

PRIMARY  FILES 

The  files  and  records  of  the  MAC550  are  maintained  and  updated  by  transaction  data  from  the 
MAC530/540  and  by  operator  input. 

The  Personnel  File  is  made  up  of  data  specific  to  each  individual  in  the  system.  It  contains,  as  a  mini¬ 
mum,  the  following  data. 

•  ID  Number 

•  Name 

•  IN/OUT  Status 

•  Last  Reader  Used 

•  Time  Last  Reader  Used 

•  Date  Last  Reader  Used 

•  Status 

Several  additional  fields  are  available  for  storing  other  information  such  as  Social  Security  Number,  em¬ 
ployee  number,  telephone  number,  start  and  stop  times,  department  number,  pay  grade,  etc.  Such  data 
as  time,  date  and  last  reader  used  is  sensed  and  automatically  updated  by  the  MAC550  based  upon 
transactions  received  from  the  host  controller. 

The  Reader/CCM  File  is  a  list  of  reader  and  CCM  (Contact  Condition  Monitor)  locations.  Each 
reader/CCM  in  the  system  is  described  in  English  text,  as  to  its  status  and  location. 

The  Alarm  Definition  File  provides  for  an  English  text  definition  of  each  alarm  message  received  from 
the  MAC530/540.  The  user  can  determine  which  of  the  alarm  points  are  to  be  displayed  in  real  time  on 
the  CRT  and  to  be  acknowledged.  All  alarms  are  logged  in  the  transaction  and  alarm  history  file  and 
identified  as  alarms. 
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Transaction/ Alarm  File.  -  A  file  of  the  most  recent  transactions  is  maintained.  The  size  of  this  file  will 
vary  as  a  function  of  the  number  of  readers  (and  CCM’s),  the  number  of  active  ID’s  and  the  overall 
transaction  activity. 

Alarm  History  File.  -  An  alarm-  history  file  is  maintained  from  which  alarm  history  reports  can  be 
displayed  and  printed. 

DISPLAY  FORMAT 

A  typical  format  for  data  displayed  is  as  follows: 


MAC-330 

(ALPHABET  IC> 

RE019TER  LISTING 

PAGE  1 
DATE  03/17/79 


■DESCRIPTION -  - LAST  TRANSACTION 


ID.  9 

NAME 

FIELD  •  1 

2 

3 

IN/OUT 

TIME 

DATE 

Reader  location 

28672 

BLACK  PHIL 

ACCT  EXEC 

000 

tx 

OUT 

oet  14 

03/16 

SIDE  DOOR 

28303 

BRATCHER  RAY 

BRANCH  HOR 

000 

hAL 

OUT 

091 13 

03/17 

FRONT  HALL 

28434 

CHARBONNET  L 

BRANCH  HGR 

000 

LA 

OUT 

13*  03 

03/16 

MKTO  HALL 

28339 

DEARBORN  B 

NATL  SALES 

231 

dln 

OUT 

13i43 

03/17 

PARK  LOT 

•28934 

DEMSKY  JUDY 

CONTROLLER 

210 

oLN 

IN 

1 7136 

03/17 

ACCOUNTING 

•26933 

FOX  ROBERT  J 

PRESIDENT 

217 

OLN 

IN 

07103 

03/16 

EXEC  HALL 

28498 

OARNER  BILL 

PRODUCT  MGMT 

277 

OLN 

OUT 

16*47 

03/16 

SIDE  DOOR 

28688 

HAAS  OLIVER 

INTL  SALES 

234 

OLN 

OUT 

08*46 

03/17 

EXEC  HALL 

*23718 

HONORE  FRED 

COST  SERVICE 

000 

TX 

IN 

08*30 

03/17 

turnstile 

26237 

JAC0B9  MEL 

WESTERN  ZONE 

413 

srd 

OUT 

12*30 

03/17 

back  Door 

*26338 

JANES  BILL 

TECH  SUPPORT 

233 

OLN 

IN 

07*36 

03/17 

REAR  EXIT 

26008 

KATCHER  STU 

CENTRAL  ZONE 

000 

CHI 

out 

10*21 

03/17 

ENO  HALL 

*28673 

laird  mike 

ACCT  EXEC 

ooo 

TX 

IN 

13*37 

03/16 

REAR  EXIT 

*28402 

LUIRETTE  M 

CUS  SVC  MOR 

224 

OLN 

IN 

09*17 

03/16 

LOSSY 

STANDARD  FEATURES 

English  Text  Transaction  Logging.  -  The  numeric  characters  generated  by  the  MAC530/540  are  con¬ 
verted,  by  the  MACS 50,  into  English  text  output  at  the  time  of  occurrence. 

Authorized  System  Control  Authority.  -  Multiple  levels  of  operator  access  are  an  integral  feature  of 
the  MAC550  System.  Master  level  control  authority  is  required  for  access  to  restricted  files  or  for 
program  revision. 

Display/Printout  All  Personnel.  -  All  personnel  in  the  system  may  be  displayed  in  alphabetical  or 
numerical  order.  The  displayed/printed  data  may  contain  various  items  such  as:  ID  number,  name, 
last  reader  used,  time  and  date  of  use,  department,  cost  center,  telephone  extension,  and/or  other 
user  defined  data. 


Alarm  Alert  and  Acknowledge.  -  Whenever  an  alarm  occurs,  the  operator  is  immediately  alerted 
by  an  audio  and/or  flashing  alarm  indication  on  the  CRT.  The  alarm  persists  until  an  acknowledge¬ 
ment  has  been  performed. 

Track  by  ID  or  Reader  -  The  System  will  track,  display,  and/or  print  in  English  text  all  activity  for  any 
ID  or  Reader,  including  name,  number,  reader  locations,  date  and  alarm  definition. 

AVAILABLE  OPTIONS 

Time  and  Attendance  Program.  -  This  program  monitors  and  controls  the  collection,  subsequent  pro¬ 
cessing  and  formatting  of  Time  and  Attendance  data.  This  information  may  be  used  as  input  for 
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payroll  preparation.  Special  provision  is  made  for  supervisory  inputs  concerning  excused  time,  etc. 
Following  are  examples  of  reports  that  may  be  generated  by  the  operator: 

•  Hours  worked  by  employee  for  the  day  or  shift  and  cumulative  time  for  the  day, 
shift  or  pay  period. 

•  Employees  that  did  not  clock  in  during  the  day  or  shift. 

•  Exceptions  (i.e.  individual  clocked  in  but  not  out,  out  but  not  in,  etc.) 

•  Adjustments  to  employees’  records  for  the  pay  period. 

•  Over/under  exception  report  of  individuals  who  worked  more  or  fewer  hours  than 
required  for  pay  period. 

•  Monthly  summary  report. 

•  All  individuals  in  facility. 

•  All  individuals  who  have  not  reported  to  work  for  the  day  or  shift. 

•  All  individuals  who  have  been  in  but  are  currently  out  of  facility. 

•  Pay  period  summary  for  any  designated  employee. 

Flex-R-Time  Option. _  This  option  provides  the  capability  for  an  individual  to  query  the  system  and  to 
display  pertinent  Time  and  Attendance/ID  related  information  such  as: 

•  Total  hours  and  minutes  worked  today  (for  this  shift). 

•  Total  hours  and  minutes  worked  during  pay  period. 

•  Number  of  hours  and  minutes  still  to  be  worked  today  (or  shift). 

•  Number  of  hours  and  minutes  still  to  be  worked  this  pay  period. 

•  Total  number  of  hours  and  minutes  of  overtime  worked  today  (for  this  shift). 

•  Total  number  of  hours  and  minutes  of  overtime  worked  during  this  pay  period. 


Copier  Usage  Reporting.  --  This  program  will  collect,  summarize,  and  display/printout  various 
copier  usage  reports  such  as:  daily,  weekly  and  monthly  reports  on  copier  usage  by  individual, 
department  or  cost  center,  including  such  pertinent  data  as  job  number,  client  number,  etc. 

Fuel  Usage  Importing.  -  This  option  allows  the  collection  of  data  from  fuel  dispenser  monitors  and 
provides  reports  on  consumption  by  vehicle,  individual,  department  (or  cost  center),  dispenser  and 
fuel  type.  Mileage  calculation  can  be  generated  based  on  odometer  readings  input  at  the  time  of  fuel 
dispensing. 

Doctors  Registry  Reporting.--  This  software  package  has  been  tailored  to  the  unique  requirements  of 
a  busy  hospital  environment.  It  provides  current  data  concerning  the  presence  or  absence  of  doctors 
in  the  hospital  complex,  their  location  and  the  time/date  of  departure  or  arrival.  Other  relevant  in¬ 
formation  such  as  telephone  number,  specialty,  messages  for  individual  doctors  (i.e.,  “call  your  office”), 
can  be  displayed  at  one  or  more  locations  in  the  hospital  complex. 
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TYPICAL  IDENTIFICATION  AND  REPORTING  NETWORK 
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T1ne“key”  to 
better 

access  control 
and  monitoring 
systems 

For  over  a  decade, 
Rusco  has  been  a  major 
force  in  the  development 
and  perfection  of  card 
access  control  systems. 
Much  of  this  leadership 
can  be  attributed  to 
the  unique  advantages  of 
the  Ruscardf  Rusco’s 
versatile,  credit  card-sized 
ID/ Access  Card. 
There  are  many  types 
of  ID  cards,  and  many  types 
of  access  cards,  but 
only  the  Ruscard®  has  all 
these  capabilities: 


Embossing  and 
Tipping 

Unlike  many  access  cards,  the 
Ruscard  may  be  embossed  with  up 
to  three  lines  (x  25  characters)  of 
fixed  or  variable  information.  The 
embossed  information  may  then  be 
used  with  any  standard  credit  card 
imprinter  to  create  machine- 
readable  vouchers  or  other 
documents. 

The  raised  characters  may  be 
“tipped”  in  a  variety  of  colors  to 
enhance  appearance  and  readability. 


Electronic  ID 

The  Ruscard’s  scrambled,  invisibly 
encoded  “bits”  when  decoded  by 
a  mating  Rusco  CARDENTRY™ 
reader,  form  unique  digital  identifiers 
for  both  the  individual  card  and  the 
particular  CARDENTRY  installation 
it  belongs  to.  Both  these  identification 
codes  are  available  for  examination 
by  the  system  to  determine  access 
authorization  status. 

Unlike  conventional  “mag  stripe” 
cards,  the  Ruscard’s  code-bearing 
core  is  buried  inside  the  card,  where 
it  is  both  invisible  and  protected  from 
scratches  and  abrasion. The  sensing 
method  used  to  read  the  card  code 
is  completely  static  (i.e.,  the  Ruscard 
is  stationary,  and  need  not  be 
dragged  across  a  read  head),  elimi¬ 
nating  an  additional  element  of 
unreliability. 


Photo  ID 

The  Ruscard  is  completely  compat¬ 
ible  with  most  available  Photo  ID 
systems.  Cards  may  be  supplied  with 
either  a  flap  or  a  pouch  on  the 
reverse  side.  The  identifying  photo 
and  any  other  desired  information 
is  sealed  to  the  rear  of  the  card, 
forming  a  durable,  virtually  tamper¬ 
proof  ID/Access  badge. 

Ruscards  may  be  slotted  to  accept 
straps  and  clips  for  attaching  the 
badge  to  clothing. 
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SECURITY  AND 
CONFIDENTIALITY 

The  only  place  Ruscards 
are  manufactured  and 
encoded  is  in  Rusco’s  own 
plant,  which  has  received 
bank  security  approval 
for  credit  card  manufacture. 

Ruscard  encoders  are 
not  available  anywhere  else. 
Ruscards  are  manufactured 
by  a  unique,  patented 
process,  and  encoded  to  your 
specifications.  A  single 
master  list  of  ID  numbers 
is  shipped  with  your  cards; 
the  only  backup  copy 
of  this  list  remains  in 
our  vault. 


Corporate/ 
Institutional  ID 

Custom-printed  Ruscards  with  your 
organizations  logo  or  design  form 
an  impressive,  morale-boosting  form 
of  identification  that  your  members 
or  employees  will  be  proud  to  carry 
and  show.  They  can  also  serve  to 
immediately  identify  an  individual  as 
belonging  to  your  organization,  even 
from  a  distance: 

Custom  Ruscards  are  available 
with  full-color  printing  on  one  or 
both  sides,  using  your  own  design 
or  one  developed  by  Rusco’s  art 
department.  Standard  Ruscards  may 
be  ordered  either  blank  or  with  the 
CARDENTRY  design. 
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How  secure  is  the 
Ruscard? 

A  mathematical  investigation  was 
undertaken  to  determine  the  proba¬ 
bility  of  deciphering  the  code  on  a 
given  Ruscard.  In  order  not  to  reveal 
any  important  details  of  the  encoding 
scheme,  only  the  results  are 
presented  here. 

Since  the  code  bits  on  the 
Ruscard  are  scrambled  differently 
for  each  CARDENTRY  installation, 
and  there  are  many  unused  “decoy” 
bits  interspersed  with  the  actual  data, 
the  first  task  in  decoding  the  card  is 
to  pick  the  correct  bits  and  arrange 
them  in  the  correct  order.  The  odds 
of  successfully  guessing  the  correct 
arrangement  are  less  than  one 
chance  in 

1.5  x  1039,  which  when 
written  out  is 
1,500,000,000,000,000 , 
000,000,000,000,000,000, 
000,000 

Furthermore,  once  the  code 
sequence  is  known,  there  are 
roughly  25  million  different  combi¬ 
nations  of  system  and  card  codes 
possible. 


What  these  numbers  mean  is  that, 
even  if  a  determined  individual 
could  “read”  the  bits  on  a  Ruscard 
(which  requires  special  equipment), 
he  would  still  face  truly  astronomical 
odds  in  attempting  to  interpret  the 
information. 


The 

conclusion 
must  be: 
the 

Ruscard  is 
very  secure! 


CARDENTRY 
Equipment  and  the 
Ruscard 


All  Rusco  CARDENTRY  access 
control  devices  utilize  the  same  basic 
Ruscard.  However,  due  to  differences 
in  encoding  format  and  hardware 
capability,  cards  used  with  one  series 
of  equipment  are  generally  not 
compatible  with  CARDENTRY 
readers  of  a  different  series  (unless 
first  re-encoded  by  Rusco). 

Regardless  of  which  CARDENTRY 
system  they  are  used  with,  all 
Ruscards  have  identical  “mechanical” 
properties  (i.e.,  embossing  capability, 
photo  ID  pouch,  etc.) 

Rusco  s  CARDENTRY  line  covers 
the  entire  spectrum  of  card  access 
control  equipment,  from  inexpensive 
“off-line”  readers  to  the  highly 
sophisticated,  programmable  System 
500,  which  utilizes  distributed 
microprocessor  architecture  to 
provide  the  industry’s  most  complete 
and  flexible  access  control  and 
monitoring  capabilities. 

CARDENTRY  equipment  can  be 
used  to  operate  door  locks,  elevator 


controls,  data  terminals,  fuel  pumps, 
office  copiers,  and  Park-O-Matic® 
vehicle  control  gates.  In  addition,  it 
can  provide  activity  logging  on  paper 
or  magnetic  media,  and  interfaces 
with  auxiliary  alarm  systems,  fir$  & 
smoke  detectors,  and  virtually  any 
other  device  for  which  a  change  of 
state  can  signal  an  alarm  condition. 


For  more  information  on  the 
Ruscard  or  CARDENTRY  access 
control  systems,  contact  your  local 
Rusco  sales  office  or  the  address 
given  below. 


RUSCO 

ELECTRONIC  SYSTEMS 

A  division  of  ATO 

P.O.Box  5005, 1840 Victory  Blvd. 

Glendale,  CA  91201 

(213)  240-2540,  Telex:  696318 

Sales  &  service  in  major  U.S.  cities  and 
countries  throughout  the  world. 
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Rusco 
CARDENTRY 
Micro  Access  Controllers 


—  Centralized,  on-line  access  microcontrol  for  up  to  20,000  people 

at  up  to  256  widely  separated  locations. 

The  MAC530  and  MAC540  consoles  contain  the  control,  memory,  and 
monitoring  functions  ofRusco’s  state-of-the-art  CARDENTRY 
System  500.  Utilizing  powerful  distributed  microprocessor  technology, 
they  form  the  basis  for  a  reliable,  flexible  access  control 

and  operations  monitoring  system. 


In  conjunction  with  Rusco’s  proprietary  Ruscard ,®  the  MACs  control  who 
goes  where,  when  in  any  facility,  and  collect  the  data  necessary  to 
insure  the  security  of  personnel,  equipment,  and  information. 


Owing  to  their  flexible  architecture  and  software  configurability,  both 
MACs  may  be  equipped  with  a  wide  variety  of  options  and  special 
application  capabilities.  The  MAC's  logic  is  instructed  and  interrogated 
through  simple  keystroke  programming,  which  allows  changing, 
verifying,  or  deleting  a  cardholder's  access  privileges  in  seconds. 

Activity  logging  options  include  printed  records  of  all  system 
transactions,  as  well  as  magnetic  media  storage  for  further  computer 

processing  of  data  gathered  by  the  system. 
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ILLUSTRATION 

Excerpts  from  a  typical 
System  500  log. 


The  following  hypothetical  sequence  of  opera¬ 
tions  illustrates  some  of  the  functions  the  MAC  can 
perform  in  a  typical  manufacturing  environment. 

Activity  shown  is  for  a  typical  business  day, 
but  the  MAC’s  automatic  junctions  may  be  pro¬ 
grammed  on  completely  different  time  schedules 
for  each  day  of  the  week,  if  desired. 


07:00  MAC  unlocks  gate  on  main  employee 

parking  lot  so  early-arriving  employees  may  enter 

with  their  Ruscards.  fY7.aft 

/  :DU  MAC  raises  main 

parking  lot  gate  to  avoid  traffic  jams  as  traffic  of 

arriving  employees  picks  up.  New  “time  zone”  begins, 

allowing  supervisory  personnel  to  enter  plant  with 

their  Ruscards  and  begin  preparing  the  day’s  activity. 

07:45  MAC  enables  employee  entrance.  As  each 

employee  enters,  his/her  arrival  time  is  recorded  on 

magnetic  tape.  (Y7.ED  c  i  •  •  . 

3  1  Uf  .DC  tarly-arriving  secretary 

attempts  to  use  office  copier  for  personal  copying, 

finds  her  Ruscard  will  not  operate  machine  until 

business  hours  begin.  Q8:00  MAC  opens  lobby 
entrance  to  building,  enables  office  equipment  for 
authorized  use,  opens  doors  in  heavily  used  hallways. 

08:05  MAC  lowers  parking  lot  gate  so  late 
employees  must  use  their  Ruscards  to  enter  (They  are 
not  penalized,  but  the  act  of  using  the  card  serves  as 

a  reminder  of  their  tardiness.)  s\Q.yi  ft  r  . 

UO:  Line  super¬ 

visor  queries  MAC  for  a  list  of  all  employees  in  her 
department  who  failed  to  report  for  work,  as  an  aid  in 

scheduling  jobs.  Q0*25  Warehouse  hand  several 
miles  away  needs  access  to  special  locked  storage 
area  (not  normally  included  in  his  access  privileges). 
He  telephones  central  security  officer,  who  keys 
“unlock”  command  into  MAC.  Command  is  trans¬ 
mitted  via  phone  lines  to  remote  warehouse,  logged. 
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11:12  Level  in  a  critical  supply  tank  drops 
abnormally  low.  Contact  Condition  Monitor  detects 
this  and  signals  MAC,  which  sounds  alarm  and  prints 
out  type  of  condition  and  location. 

12:10-12:22  New  employee  takes  self-guided 
“tour”  of  plant,  trying  his  Ruscard  at  every  reader 
location.  Where  his  status  level  specifies  “no  access’’ 
attempt  is  logged  in  red.  Where  access  is  permitted, 
the  location  and  time  are  logged  in  black. 


14:55  Programmer  enters  computer  center 
machine  room  and  door  sticks  slightly  ajar.  After  8 
seconds,  Ruscard  reader  signals  MAC,  which  turns  on 
warning  light  and  logs  location  of  condition.  Security 
officer  telephones  computer  room  to  have  door 

closed  fully.  MAC  receives  “door  closed” 

signal  from  computer  room,  logs  transaction. 

17:00  Employees  begin  leaving,  “punching  out” 
with  Ruscards.  Parking  lot  exit  gate  is  raised.  Front 
office  door  returns  to  card  control.  17:20  Elevator 

switches  from  free  access  to  card  control  of  destination 
floor  17;40 

Security  officer  requests  a  MAC  print¬ 
out  of  all  personnel  remaining  in  building. 

18:00  Night  watchman  arrives  and  receives 
instructions  from  departing  security  officer. 

19:00  Watchman  begins  tour.  MAC  has  been 
programmed  with  a  sequence  of  times  and  Ruscard 
reader  locations  where  he  is  expected  to  insert  his 
Ruscard.  (Failure  to  stay  on  schedule  sounds  a  general 

alarm.)  19*30  MAC  unlocks  meeting  room  doors 
for  regularly  scheduled  employee  meeting. 


20:00  Parking  gates  lower,  return  to  card 
control.  21:00  Meeting  over,  meeting  room  doors 
re-locked  by  MAC.  21:1  5  ..C|ean,up  committee.> 

leaves  now-locked  meeting  room.  To*  avoid  triggering 
alarm  when  leaving  secured  areas,  Exit  pushbuttons 
are  provided  to  bypass  alarm  system  door  switches 
momentarily.  Night  watchman  in  security  office  notes 
printout  caused  by  operation  of  exit  button,  but 
realizes  no  action  is  required. 
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PRINCIPLES 
OF  OPERATION 

Access  Control 

When  a  cardholder  inserts  his  or  her 
Ruscard  in  a  CARDENTRY  System  500 
reader,  a  complicated  chain  of  events  is  set 
in  motion. 

L.  Insertion  of  the  Ruscard  activates  the  reader’s 
built-in  microprocessor,  which  senses  the  digital 
code  stored  in  the  card’s  embedded  memory  core. 

If  the  Ruscard  does  in  fact  belong  with  this 
specific  CARDENTRY  system,  the  reader  will 
unscramble  the  card  code  “bits”  into  a  System 
Code  and  a  Cardholder  ID  Number  (Note  that  if 
the  card  does  not  belong  with  the  system,  the 
reader’s  output  will  be  “garbage”). 

2.  The  reader  then  transmits  the  System  Code 
and  Cardholder  ID  Number  to  the  MAC.  For 
distances  up  to  2  miles,  communication  may  be 
over  2  wire  pairs;  longer  distance  transmission 
requires  a  dedicated  full-duplex  voice  channel 
(such  as  a  leased  phone  line)  with  a  System  500 
Modem  at  each  end. 

3.  The  card  data  are  received  by  the  MAC, 
checked  for  transmission  errors,  and  the  access 
decision  process  begins. 

First,  the  System  Code  is  verified,  as  a  double 
check  on  the  validity  of  the  card. 

Then,  the  MAC  begins  scanning  its  memory 
in  an  attempt  to  find  the  Cardholder  ID  Number. 
If  the  number  is  located,  indicating  that  the  card 
is  valid,  its  assigned  “status  level”  is  then  examined. 

A  status  level  is  a  collection  of  cardholders 
with  the  same  access  privileges.  It  is  defined  by  a 
list  of  instructions  keyed  into  the  MAC  specifying 
when  access  is  permitted  at  each  reader  location 
in  the  system.  Any  cardholder’s  status  level  may 
be  assigned  or  changed  via  the  MAC  keyboard. 

4.  If  the  cardholder’s  status  level  specifies  access 
at  the  reader  location  at  the  current  time  of  day 
and  day  of  week,  the  MAC  processor  issues  a 
“GO”  command  to  the  reader  (otherwise, 

a  “NO  GO”  command  is  issued). 


4a.  At  the  same  time,  if  the  System  is  equipped 
with  a  logging  device  (printer,  mag  tape,  etc.)  a 
transaction  record  is  formatted  and  transmitted 
to  the  device.  The  transaction  record  contains  the 
reader  location,  time  of  day,  cardholder  ID 
number,  cardholder  status  level,  and  a  transaction 
code  indicating  the  type  of  transaction. 

5.  The  reader  receives  the  MAC  command.  If  the 
command  is  “GO”  the  reader  closes  a  set  of 
internal  contacts  for  an  adjustable  time  period 
(up  to  15  seconds).  Simultaneously,  a  green 
“GO”  light  on  the  reader  faceplate  lights. 

6.  If  the  application  is  door  control,  the  reader’s 
contacts  are  connected  to  an  electric  door  strike 
which  releases  the  lock  and  allows  entry. 

Note  that  the  MAC  makes  four  separate 
tests  before  granting  access:  correct  System  Code, 
valid  Cardholder  ID  No.,  valid  status  level,  and 
authorized  time  zone.  Failure  of  any  of  these  tests 
will  cause  denial  of  access,  and  will  generate  a 
transaction  record  in  red  ink  on  the  SAL500 
logger  (if  included),  identifying  the  time,  location, 
and  Cardholder  ID  No.,  and  specifying  the  reason 
for  denial  of  access. 

Even  in  a  large,  extremely  busy  CARDENTRY 
system,  the  entire  decision  process  from  card 
insertion  to  MAC  response  normally  takes  less 
than  a  second. 

External  Event  Monitoring 

Standard  System  500  interface  devices 
enable  the  MAC  to  serve  as  a  centralized  monitor¬ 
ing  unit  for  any  of  a  wide  variety  of  events  and 
conditions,  which  may  or  may  not  be  related  to 
access  control  or  security. 

This  capability  is  provided  via  Contact 
Condition  Monitors  (CCM’s),  which  connect  to 
the  MAC  in  the  same  manner  as  a  Ruscard 
reader.  Each  CCM  continuously  monitors  the 
state  of  up  to  20  sets  of  external  contacts,  and 
immediately  informs  the  MAC  when  any  change 
is  detected. 

Upon  receipt  of  a  CCM  alarm,  the  MAC 
creates  a  transaction  record  identifying  the  time 
and  location  of  the  event,  and  whether  the  contact 
is  now  opened  or  closed.  Simultaneously,  a 
warning  light  and  audio  alarm  in  the  MAC  are 
energized  (optional  on  MAC530). 

Typical  applications  for  CCM’s  include  fire 
&  smoke  detectors,  door  and  window  alarm 
switches,  high  pressure  warnings,  power  failure 
warnings,  equipment  overload  indicators,  etc. 
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EXTERNAL  EVENT  MONITORING 


Self-Monitoring  Features 

To  assure  system  integrity  and  reliability,  the 
various  components  of  the  CARDENTRY  System 
500  are  designed  to  monitor  each  other  and 
detect  operational  faults. 

Even  when  not  presented  with  an  access 
request,  the  MAC  “polls”  each  Ruscard  reader 
and  CCM  continuously  to  receive  a  status  report. 
Failure  by  a  device  to  respond  generates  an  alarm; 
hence  failures  in  terminal  devices  or  in  communi¬ 
cation  links  are  detected  immediately. 

Readers  also  report  the  status  of  controlled 
equipment,  such  as  “door  locked”  “door  held 
open”  (after  an  authorized  access)  and  a  variety 
of  other  conditions. 

Note  also  that  if  a  reader’s  communication 
link  or  the  MAC  itself  should  fail,  an  exclusive 


Rusco  option  allows  the  reader  to  automatically 
switch  to  a  local,  off-line  mode  of  operation.  In 
this  patented  “degraded  mode”  which  is  trans¬ 
parent  to  users,  the  reader  checks  Ruscards  for 
the  correct  System  Code,  and  thus  maintains 
security  until  the  entire  system  is  back  on-line. 

System  Capacity 

The  MAC530  may  be  ordered  with  memory 
and  I/O  facilities  sufficient  to  handle  from  4  to  32 
CARDENTRY  readers,  from  16  to  64  cardholder 
status  levels,  from  250  to  2,000  cardholder  ID 
numbers,  and  from  16  to  127  time  zone  intervals. 

The  larger  MAC540  offers  even  greater 
expandability,  with  options  for  up  to  256  readers, 
256  status  levels,  and  20,000  cardholder  ID 
numbers. 
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OPTIONAL 

CAPABILITIES 

The  straightforward  access  control  and 
event  monitoring  capabilities  already  described 
comprise  only  the  most  basic  operations  of 
System  500.  With  installation  of  the  appro¬ 
priate  “firmware’,’  the  MAC530  and  MAC540 
may  be  provided  with  a  variety  of  optional 
features  to  meet  special  needs. 

The  options  described  below  are  only  a 
sampling  of  those  available.  Rusco  continues 
to  add  capabilities  as  need  develops,  so  it  is 
advisable  to  consult  a  sales  office  for  infor¬ 
mation  on  additional  features  and  options. 


desired,  three  options  are  available.  The  direct 
output  option  provides  an  RS-232C  port  which 
is  plug-compatible  with  industry-standard  mini 
and  mainframe  computer  interfaces  or  with  data 
communication  modems. 

Off-line  recording  of  system  transactions  is 
available  on  compatible  magnetic  tape  and 
diskette  recorders  offered  by  Rusco. 

Anti-Passback 

The  Anti-Passback  option  allows  the  con¬ 
troller  to  define  each  CARDENTRY  reader  as 
“In”  (used  when  entering  the  premises)  or  “Out” 
(used  when  leaving).  Whenever  a  cardholder 
passes  through  an  In  door,  a  notation  is  made  in 
the  MAC  memory;  likewise  when  he  exits  through 
an  Out  location.  The  MAC  is  programmed  to 
prevent  use  of  any  Ruscard  for  two  successive 
“In”  or  “Out”  transactions. 

This  feature  prevents  a  cardholder  from 
passing  through  a  controlled  turnstile  or  parking 
gate,  then  passing  his  card  back  to  another  person 
to  use  for  entering. 


Logging  Facilities 

Recording  of  system  transactions  is  an  impor¬ 
tant  feature  of  most  System  500  configurations. 
The  most  common  output  device  for  “stand¬ 
alone”  systems  is  the  SAL500  activity  logger, 
which  provides  a  printed  transaction  log,  with 
black  ink  for  authorized  transactions  and  red  ink 
for  abnormal  or  alarm  conditions. 


Where  input  of  transaction  data  into  a  com¬ 
puter  for  additional  processing  and  analysis  (e.g., 
automatic  payroll,  parking  lot  billing,  etc.)  is 


Single  Use 

Single  Use  is  an  extension  of  the  Anti- 
Passback  feature,  whereby  all  cardholders  may 
be  set  to  “Out”  status,  either  manually  or  once  a 
day  at  a  pre-programmed  time. 

Thereafter,  cardholders  are  limited  to  a 
single  use  of  their  Ruscards  at  an  “In”  location. 
This  option  has  been  used  to  limit  employees 
with  meal  privileges  to  one  cafeteria  access  per 
meal  period. 

Manual  Reader  Override 

(Standard  on  MAC540) 

This  option  provides  the  necessary  logic  for 
an  authorized  MAC  operator  to  key  in  commands 
for  transmission  to  remote  CARDENTRY  readers 
or  CCM’s. 

Commands  include  functions  such  as  Unlock 
Door,  Lock  Door,  Release  Lock  Momentarily,  and 
Report  Status. 

Automatic  Reader  Override 

Any  of  the  commands  available  with  the 
Manual  Reader  Override  option  (above)  maybe 
transmitted  automatically  to  selected  terminal 
devices  at  pre-programmed  times  with  this  option. 

A  typical  use  for  this  option  would  be  to 
unlock  an  entrance  during  work  shift  changeover, 
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place  it  under  card  access  control  during  each 
shift,  and  lock  it  at  the  close  of  the  working  day. 

Automatic  commands  are  stored  via  MAC 
keyboard  entries,  and  may  be  changed  at  any 
time  by  an  authorized  MAC  operator. 

Red  Print  Alarm 

This  option  (standard  on  the  MAC540) 
provides  a“Sonalert”  audio  alarm  and  indicator 
light  which  are  energized  whenever  an  “abnormal” 
system  transaction  occurs.  It  also  includes  a 
momentary  contact  closure  for  actuating  an 
external  alarm. 

Alarm  indication  continues  until  the  condition 
is  acknowledged  by  the  appropriate  keyboard 
input. 

Red  Print  Select 

In  some  systems,  it  may  not  be  desirable  to 
print  all  abnormal  transactions.  This  option  pro¬ 
vides  the  capability  of  selecting  any  combination 
of  the  following  alarm  categories  for  printing  on 
the  SAL500  logger: 

Card  alarms  (i.e.,  invalid  System  Code, 
wrong  time  zone,  etc.) 

Reader  alarms  (Door  Open, Tamper,  etc.) 

CCM  alarms  (change  in  the  status  of  an 
external  sensor). 


Memory  Listing 

(Standard  on  MAC540) 

With  this  option,  the  MAC  operator  can 
request  any  of  13  different  breakdowns  of  the 
information  stored  in  the  MAC’s  memory.  Listings 
are  generated  on  the  second,  optional  SAL500 
printer,  and  include  information  such  as: 

All  cardholder  ID  numbers  currently  “In” 
the  premises 

All  ID  numbers  in  a  given  status  level  that 
are  currently  “Out” 

All  status  level  and  time  zone  assignments 
for  a  specified  reader. 


Selective  Print 

This  option  allows  certain  selected  transaction 
records  to  be  output  to  a  second  SAL500  printer. 
Data  which  may  be  selected  (via  MAC  keyboard 
input)  for  logging  include: 

All  activity  for  a  single  cardholder  ID  number 

All  activity  for  a  given  status  level 

All  activity  for  a  selected  reader  location. 


Recall  Buffer  Memory 

This  option  provides  additional  MAC 
memory  and  firmware  for  storing  the  last  128 
system  transactions.  The  MAC  operator  may 
select  any  combination  of  the  following  four  types 
of  transactions  for  storing: 

Valid  transactions 

Reader  alarms 

Card  alarms 

CCM  alarms 

(see  “Red  Print  Select”  option) 

Optionally,  the  Recall  Buffer  may  be  seg¬ 
mented  into  four  blocks  of  32  transactions  each, 
one  for  each  of  the  four  types  of  transactions 
listed  above. 

All  buffers  operate  in  a  “wraparound” 
mode,  whereby  only  the  most  recent  32  (or  128) 
transactions  are  retained.  Older  data  are  lost 
as  new  transactions  are  written  into  a  full  buffer. 

The  contents  of  the  buffers  may  be  printed 
out  on  the  second  SAL500  logger  whenever 
desired  by  entering  the  appropriate  MAC 
keyboard  command. 
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would  key  in  the  catalog  number  of  the  book 
(or  tape,  or  microfilm)  being  checked  out.  This 
information  would  be  logged,  and  could  be  used 
for  computer-prepared  usage  reports. 


APPLICATIONS 

PACKAGES 

Equipment  Usage  Monitoring 

The  same  CARDENTRY  reader  that 
controls  access  to  a  piece  of  equipment  can  also 
record  the  amount  of  usage  per  access. 

Likely  applications  for  this  feature  include 
such  things  as  office  copiers,  computer  data 
terminals,  and  fuel  dispensing  stations.  Besides 
the  obvious  advantages  of  better  cost  accounting 
and  elimination  of  unauthorized  use,  there  are 
important  security  benefits.  Copy  machine  control, 
for  example,  can  solve  the  problem  of  a  disaffected 
employee  staying  after  hours  to  copy  secret 
company  files. 

The  only  requirements  on  the  equipment 
are  that  it  must  be  able  to  be  turned  on  and  off 
electrically,  and  be  capable  of  supplying  a  “count” 
signal  to  the  CARDENTRY  reader.  In  the  case 
of  a  fuel  pump,  the  count  would  correspond  to 
tenths  of  gallons;  for  a  copier,  each  pulse  would 
correspond  to  one  copy;  for  a  computer  terminal, 
minutes  of  usage  might  be  counted. 

To  operate  a  monitored  device,  a  Ruscard 
is  inserted  in  the  reader  slot  and  left  there  for  the 
duration  of  usage.  The  card  insertion  is  logged, 
and  if  its  status  is  OK,  the  equipment  is  enabled. 
When  usage  is  completed,  the  cardholder 
removes  his  card,  causing  the  reader  to  transmit 
the  total  usage  count  to  the  MAC.  This  count, 
along  with  other  identifying  information,  is 
entered  in  the  system  log. 

Data  Collection 

The  data  collection  package  allows  autho¬ 
rized  cardholders  to  transmit  numeric  information 
to  the  MAC  for  entering  in  the  system  log. 

This  option  requires  use  of  a  Rusco  Data 
Entry™  Reader  which  is  equipped  with  a 
telephone-type  keyboard  for  numeric  entries 
of  up  to  9  digits. 

A  typical  use  of  the  data  collection  feature 
would  be  keeping  track  of  information  usage  in  a 
library.  When  a  cardholder  left  the  library,  he 


Watchman’s  Tour 

A  CARDENTRY  system  can  “follow”  a  night 
watchman  as  he  makes  his  tour  around  an 
installation. 

Via  the  MAC  keyboard,  a  sequence  of  reader 
locations  and  times  is  entered  in  memory.  This 
sequence  becomes  the  watchman’s  “tour,”  and 
the  MAC  will  expect  his  ID  card  to  be  inserted  in 
each  specified  reader  at  the  specified  time  (plus 
or  minus  a  small  tolerance).  If  a  deviation  from 
the  preprogrammed  time  schedule  is  detected, 
the  MAC  activates  an  external  alarm  device  (which 
maybe  an  automatic  dialer  to  summon  police,  etc.) 


For  high-security  applications,  the  watchman’s 
tour  may  be  changed  as  often  as  desired— even 
every  night.  Since,  in  this  case,  not  even  the  watch¬ 
man  knows  his  route  until  he  goes  on  duty,  the 
possibility  of  “stakeouts”  is  eliminated. 

Doctor’s  Register 

Where  important  personnel  come  and  go 
frequently,  and  it  is  desirable  to  know  of  their 
presence  or  absence  at  all  times,  the  MAC  may 
be  interfaced  with  a  lighted  “call  board”  such  as 
found  in  hospitals.  Whenever  a  cardholder  passes 
through  an  entrance  reader,  the  MAC  will  turn 
on  the  light  corresponding  to  that  individual; 
whenever  an  exit  reader  is  activated,  the  light 
is  extinguished. 

In  this  way,  the  problem  of  absent-minded 
doctors  or  executives  forgetting  to  sign  in  and 
out  is  solved. 
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Open-Ended  Capability 

At  the  heart  of  the  MAC530  and  MAC540, 
and  of  every  System  500  Ruscard  reader,  lies 
an  extremely  powerful  Motorola  6800  micro¬ 
processor,  with  the  ability  to  sense  and  respond 
to  its  environment  under  program  control.  Since 


the  flexibility  of  programming  is  virtually  limitless, 
so  in  fact  is  the  flexibility  of  the  system. 

With  this  in  mind,  Rusco  applications 
engineers  will  be  pleased  to  discuss  any  special 
requirements  you  may  have  for  additional 
functions  and  capabilities  not  detailed  in  this 
brochure. 


MAC 

SPECIFICATIONS 

Rusco  Micro  Access  Controllers  are  highly  reliable,  solid  state  devices, 
designed  for  minimum  down  time  and  maximum  maintainability. 

A  standard  feature  of  all  MACs  is  a  standby  battery  pack  which 
will  preserve  the  user’s  data  in  memory  for  up  to 
72  hours  of  AC  power  outage,  saving  the  time  and  bother  of 
re-entering  the  information. 

Cardholder  ID  numbers  and  their  associated  access  privileges 
may  be  keyed  in  one  at  a  time,  or  blocks  of  cards 
may  be  entered  at  once  with  the  “ mass  load”  feature. 

MACs  provide  front  panel  indicator  lights  for  various  operational 
modes  and  conditions,  and  a  pushbutton  keyboard  and 
LED  numeric  display  for  examining  and  modifying  data  in  memory. 

The  MAC  540  is  equipped  with  its  own  built-in  Ruscard 
reader  for  limiting  access  to  its  control  functions. 

The  MAC530  uses  a  key  switch  for  operator  authorization. 

Power  consumption  of  both  units  is  11VAC  @  4A,  or230VAC 
@  2A  (switch  selectable).  If  desired,  external  12V  backup 
batteries  may  be  provided  for  extended  blackout  protection.  Both 
MACs  are  available  as  free-standing  desktop  consoles, 
or  in  rack-mount  versions  for  standard  19"  EIA  racks. 
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SYSTEM  500  SPECIFICATIONS 


GENERAL 

The  CARDENTRY  access  control  system  shall  be  as  manufactured  by  Rusco 
Electronic  Systems  and  shall  include  a  centrally  located  Micro  Access  Con¬ 
troller;  (specify  quantity)  remote  access  control  card  readers;  (specify 
quantity)  Ruscard  access  cards;  and  a  System  Activity  Logger.  The  follow¬ 
ing  optional  equipment  shall  also  be  required:  (if  required,  specify  the  quan¬ 
tity  of  each  item)  Multiplexers,  Modems,  and  Contact  Condition  Monitors, 


MAC530  SPECIFICATIONS 

The  central  Controller  shall  be  the  all  solid  state  microprocessor  based, 
MAC530  Micro  Access  Controller  as  manufactured  by  Rusco  Electronic 
Systems,  and  shall  be  a  (specify  one:  stylized  table  top  Controller  or  19- 
inch  rack  mount  style). 


The  Controller  shall  be  capable  of  controlling  (specify  quantity:  4,  8,  16 
or  32)  remote  card  readers  and  shall  have  a  random  access  memory  bank 
capable  of  storing  (specify  amount:  250,  500,  1000  or  2000)  ID  Numbers 
from  encoded  Ruscards.  The  Controller  shall  have  provisions  for  program¬ 
ming  (specify  quantity:  16,  32  or  64)  Status  Levels  and  (specify  quantity: 
16,  32,  64  or  127)  Time  Zone  Intervals. 

MAC540  SPECIFICATIONS 

The  central  Controller  shall  be  the  all  solid  state  microprocessor  based, 
MAC540  Micro  Access  Controller  as  manufactured  by  Rusco  Electronic 
Systems  and  shall  be  a  (specify  one:  stylized  table  top  Controller  style  or 
19-inch  rack  mount  style). 

The  Controller  shall  be  capable  of  controlling  (specify  quantity:  16,  32,  64, 
96,  128,  192,  or  256)  remote  card  readers  and  shall  have  a  random  access 
memory  bank  capable  of  storing  (specify  amount:  1000,  2000,  4000,  8000, 
12,000,  16,000  or  20,000)  ID  Numbers  from  encoded  Ruscards.  The  control¬ 
ler  shall  have  provisions  for  programming  (specify  quantity:  16,  32,  64, 
96,  128,  192,  or  256)  Status  Levels  and  (specify  quantity:  64  or  127)  Time 
Zone  Intervals. 


GENERAL  CONTROLLER  SPECIFICATIONS 

(The  remainder  of  these  specifications  are  common  to  both  the  MAC530 
and  MAC540  Controllers). 

The  Controller  shall  control  remote  card  readers  by  comparing  the  system 
code  and  unique  ID  Number  stored  within  each  individual  Ruscard,  and  the 
place  and  time  of  entry  with  the  controller  system  code,  and  the  list  of 
acceptable  ID  Numbers  which  is  stored  with  their  authorized  places  and 
times  of  entry  in  a  random  access  electronic  memory. 

When  a  card  is  used  at  a  Reader  location,  access  is  granted  only  if  the 
system  code  is  valid,  the  ID  Number  is  found  in  memory  and  it  is  author¬ 
ized  for  that  location  for  the  current  time  period.  If  all  conditions  are  met, 
a  signal  shall  be  sent  to  the  Reader  location  to  activate  the  appropriate 
access  control  device.  A  printout  of  the  card  ID  Number,  access  point, 
card  status  level,  and  time  of  day  shall  be  printed  for  each  Reader  trans¬ 
action.  If  any  of  the  above  conditions  are  not  met,  the  Controller  shall  not 
activate  the  access  control  device  but  shall  print  out  the  same  information 
with  an  indication  of  why  the  access  was  denied.  All  valid  entries  shall  be 
printed  in  black  and  invalid  access  attempts  shall  be  printed  in  red. 

The  ID  memory  shall  always  be  in  full  capacity;  voiding  (deleting)  an  ID 
Number  shall  not  void  a  memory  location — it  shall  be  possible  to  program 
another  ID  Number  in  the  place  previously  occupied  by  a  voided  number. 
There  shall  be  no  preassigned  memory  addresses  for  ID  Numbers. 

The  Controller  shall  maintain  a  digital  calendar  and  clock  for  controlling 
and  indicating  all  time-related  functions.  This  data  may  be  displayed  at 
any  time  and  shall  consist  of  day  of  year,  day  of  week  and  time  of  day  in 
hours  and  minutes  (24-hour  day).  Time  zones  shall  be  used  for  controlling 
access  by  time.  A  time  zone  shall  consist  of  one  or  more  intervals  with 
each  interval  comprised  of  a  start  day  and  time  and  a  stop  day  and  time. 
Each  interval  shall  be  accurate  to  the  minute.  It  shall  be  possible  to 
assign  more  than  one  interval  to  a  single  day  within  one  time  zone.  Up  to 
16  intervals  may  be  used  to  define  a  single  time  zone. 

All  vital  memory  in  the  Controller  shall  be  maintained  for  at  least  48  hours 
after  a  power  failure.  After  power  has  been  restored,  the  Controller  shall 
bypass  the  time  zone  test  for  granting  access  until  the  clock  has  been  reset. 

The  MAC540  Controller  shall  contain  a  card  reader  which  shall  be  used  for 
restricting  programming  operations  to  authorized  personnel  only.  An  au¬ 
thorized  cardholder  must  insert  his  card  before  he  shall  be  abie  to  change 
any  programmable  functions  or  Controller  memory.  It  shall  be  possible  to 
use  this  reader  to  test  Ruscards  or  the  System. 

The  MAC530  shall  contain  a  special  security  lock  switch  for  restricting 
programming  operations.  This  key-operated  switch  must  be  open  before 
any  changes  can  be  made  to  any  programmable  functions  or  to  Controller 
memory. 

Line  monitor  supervision  shall  be  an  integral  function  of  the  Controller  and 
card  reader  communication.  Each  time  a  reader  is  polled  by  the  Controller, 
the  reader  shall  respond  with  a  message.  The  Controller  shall  provide  a 
visual  indication  and  shall  cause  an  alarm  message  to  be  printed  if  a 
compromising  of  a  communication  line  occurs. 

The  Controller  shall  have  all  controls  and  indicators  available  on  the  front 
of  the  Controller.  A  keyboard  shall  be  provided  for  entering  functional  and 
numerical  information  into  the  Controller.  A  digital  display  shall  provide 
a  visual  readout  of  the  information  stored  in  the  Controller  memory  and 
shall  be  used  when  entering  keyboard  data.  Whenever  data  is  to  be  entered 
via  the  keyboard,  the  display  shall  display  dashes  ( — )  in  the  display  fields 


requiring  data.  As  each  keyboard  entry  is  made,  the  dash  shall  be  replaced 
by  the  keyboard  entry.  A  total  data  entry  may  be  verified  by  visual  inspec¬ 
tion  of  the  display  before  the  data  is  stored  in  memory. 

The  operation  and  programming  of  the  Controller  shall  be  by  means  of 
simple  keyboard  entries.  The  keyboard  shall  provide  means  of  validating 
or  invalidating  card  numbers  or  status  levels  and  shall  also  provide  means 
for  adding,  deleting  or  changing  the  status  level  or  time  zone  assignments 
for  readers. 

Consecutive  ID  Numbers,  with  the  same  status  level,  may  be  mass-loaded 
into  memory  by  a  single  set  of  keyboard  entries.  Likewise,  consecutively 
numbered  reader  assignments  may  be  mass-loaded  into  memory  when 
their  assigned  status  levels  and  time  zones  are  the  same. 

All  entries  for  card  ID  Number  shall  be  made  using  the  ID  Number  only 
with  no  separate  memory  addressing  or  tables  required. 

Any  data  that  has  been  programmed  into  memory  may  be  recalled  for  dis¬ 
play  without  disturbing  the  stored  data.  The  Controller  shall  be  capable  of 
searching  for  and  displaying  ID  Numbers,  reader,  status,  and  time  zone 
assignments. 

CONTROLLER  OPTIONS 

RED  PRINT  SELECT 

The  red  print  select  option  shall  provide  a  means  of  printing  a  category  of 
red  print  functions.  Without  this  option  all  red  functions  will  be  printed. 
The  red  print  functions  shall  be  divided  into  three  categories: 

1.  Card  Alarms 

2.  Reader  Alarms 

3.  Contact  Condition  Monitor  Alarms 

Any  combination  of  these  alarm  categories  may  be  selected  for  printing. 

RED  PRINT  ALARM 

This  option  shall  provide  an  audio  alarm  (sonalert)  and  a  visual  display 
for  indicating  alarm  conditions.  The  audio  alarm  shall  sound  only  when 
a  red  print  occurs  —  that  is  if  CCM  Alarms  only  are  selected  for  red  print, 
the  audio  alarm  shall  sound  only  for  CCM  Alarms. 

A  display  for  each  of  the  following  alarms  shall  be  provided. 

1.  Data  Line  —  No  Response 

2.  Door  Open 

3.  Door  Unlocked 

4.  CCM  Alarm 

5.  Reader  Tamper  Switch 

The  audio  alarm  and  visual  indicator  shall  remain  ON  until  manually  reset. 
The  audio  alarm  may  be  silenced  by  command  from  the  keyboard. 

A  single  momentary  contact  closure  shall  be  available  at  the  rear  of  the 
Controller  for  signaling  any  external  alarm  device  that  a  red  print  has 
occurred. 

ANTI-PASSBACK 

The  Controller  shall  be  capable  of  performing  an  anti-passback  function 
which  allows  card  readers  to  be  defined  as  IN  readers,  OUT  readers  or 
other  readers.  In  addition  it  shall  be  possible  to  program  each  cardholder 
(ID  Number)  as  IN  the  facilities.  OUT  of  the  facilities,  or  undefined. 

The  Controller  shall  store  in  memory  the  cardholder’s  present  IN/OUT 
status  (attendance  code)  and  shall  be  capable  of  displaying  or  printing 
this  upon  request.  Once  programmed  IN,  a  cardholder  must  use  his  card 
at  an  OUT  reader  before  his  card  will  be  granted  access  to  any  IN  reader. 
As  he  exits  through  the  OUT  reader,  the  Controller  shall  program  his  ID 
Number  with  an  OUT  attendance  code.  A  cardholder  always  shall  have 
access  to  any  “other"  reader  as  defined  by  his  status  level. 

An  ID  Number  may  be  initially  programmed  into  memory  with  an  “unde¬ 
fined''  attendance  code.  Once  the  cardholder  uses  his  card  in  an  IN  or 
OUT  reader,  the  Controller  shall  set  his  attendance  code  accordingly. 

SINGLE  USE  OPTION 

The  Controller  shall  have  the  capability  of  programming  every  ID  Number 
to  an  OUT  condition,  either  manually  at  anytime,  or  automatically  once  a 
day  at  a  preset  time.  This  option  shall  allow  "single  use”  applications 
when  used  with  IN  readers  only. 

As  an  example,  IN  readers  shall  be  used  to  grant  access  to.  a  cafeteria, 
where  each  employee  is  limited  to  a  single  use  during  the  lunch  period. 
Once  the  cardholder  has  accessed  the  cafeteria,  his  card  no  longer  shall 
have  access  to  the  cafeteria  until  his  ID  Number  is  programmed  OUT,  for 
example  at  midnight  each  day. 

READER  OVERRIDE  CONTROL 

It  shall  be  possible  to  transmit  commands  from  the  Controller  to  remote 
access  card  readers.  These  commands  may  be  initiated  manually  by  means 
of  keyboard  entries  or  automatically  under  time  zone  control.  This  reader 
override  control  shall  enable  doors  .to  be  unlocked  momentarily,  for  grant¬ 
ing  a  single  entry,  or  unlocked  for  long  time  intervals,  when  card  entry  is 
not  required.  This  option  shall  also  provide  for  sending  commands  to 
IDEK  card  readers  for  changing  the  mode  of  operation. 
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SELECTIVE  PRINT 

It  shall  be  possible  to  program  the  Controller  to  present  only  selected 
data  for  printing  to  an  optional  System  Activity  Logger.  The  selective  print 
shall  be  by  ID  Number,  Status  Level,  or  Door  (Reader)  Number.  Selection 
shall  be  made  on  a  single  number  basis. 

Selective  Print  Functions 

ID  Number  —  Print  all  activity  for  ID  No - 

Status  —  Print  all  activity  in  Status  Level - 

Reader  —  Print  all  activity  at  Reader  No - 

MEMORY  LISTINGS 

The  Controller  shall  be  capable  of  searching  its  qnemory  and  providing  the 
following  memory  listings  to  an  optional  System  Activity  Logger.  It  shall 
be  possible  for  the  Controller  to  output  a  memory  listing  to  one  logger, 
while  at  the  same  time  it  is  outputting  normal  card  transaction  data  and 
alarm  data  to  another  logger. 


each  hour,  on  the  hour,  the  logger  shall  print  the  day  of  year,  day  of 
week  and  time.  A  unique  transaction  code  shall  be  printed  for  identifying 
each  type  of  valid,  or  invalid  transaction  and  alarm  condition,  (such  as; 
invalid  system  code,  invalid  status  level,  invalid  IDEK  code,  door  open 
detect,  door  unlocked,  etc.). 

An  alarm  light  shall  be  provided  on  the  Controller  which  shall  indicate 
when  the  System  Activity  Logger  has  been  disconnected  or  is  inoperative. 
This  light  may  be  reset  only  by  personnel  authorized  to  program  the 
Controller. 

(Optional) 

A  second  SAL  shall  be  provided  for  printing  selective  transactions  and 
memory  listings.  This  logger  shall  be  identical  to  the  first  SAL  however, 
no  transaction  buffering  shall  be  required. 


CARDS 


ID  Number  Listings 

All  ID  Numbers  in  memory 

All  ID  Numbers  in  a  selected  Status  Level 

All  ID  Numbers  with  IN  Attendance  code 

All  ID  Numbers  with  OUT  Attendance  code 

All  ID  Numbers  IN  with  a  selected  Status  Level 

All  ID  Numbers  OUT  with  a  selected  Status  Level 

Reader  Listings 

All  Status  Levels  and  Time  Zones  for  a  selected  Reader 
All  IN  Readers 
All  OUT  Readers 

Reader  Number  Definition  Listing 
Reader  Override  Memory  Listing 


Cards  shall  be  as  manufactured  by  Rusco  Electronic  Systems.  They  shall 
be  capable  of  accepting  binary  coded  bits  in  a  scrambled  pattern  as  a 
unique  identification  code  stored  within  the  cards  which  can  be  read  by 
Rusco  Electronic  Systems  equipment.  Cards  shall  be  3%"  x  2l/B"  x  .032" 
and  shall  be  highly  resistive  to  wear  or  environmental  deterioration.  Cards 
shall  be  capable  of  being  printed  on  any  area  of  the  card,  front  or  back; 
of  being  embossed  with  up  to  three  lines  of  variable  or  fixed  data;  and  of 
being  produced  as  photo  ID  cards.  Cards  shall  be  capable  of  being  used 
on  any  standard  credit  card  imprinting  device  to  produce  machine  read¬ 
able  documents. 

The  ID  Number  shall  be  sequentially  encoded  on  each  card.  All  cards  for 
a  system  shall  be  encoded  with  the  same  system  code.  The  combination 
of  the  system  code  and  the  ID  Number  shall  be  unique  to  a  single  card 
and  that  combination  shall  never  be  duplicated. 


BASIC  READERS 


Status  Listing 

All  Readers  and  Time  Zones  for  a  selected  Status  Level 

Time  Zone  Listing 

All  intervals  for  each  Time  Zone 


The  System  500  reader  shall  be  directly  compatible  with  both  versions  of 
the  System  500  Controller  (MAC530  and  MAC540).  The  reader  shall  be 
solid  state  in  design  and  shall  not  employ  any  codeboard  or  mechanical 
locking  mechanisms.  All  electronics  shall  be  contained  within  the  reader 
assembly  —  no  additional  interface  box  shall  be  required. 


RECALL  BUFFER  MEMORY 

The  Controller  shall  contain  a  buffer  memory  with  the  capacity  of  storing 
the  last  128  transactions.  The  Controller  shall  be  capable  of  displaying 
these  transactions,  one  at  a  time,  or  outputting  them  to  an  optional  Sys¬ 
tem  Activity  Logger. 

Single  Buffer 

Any  one  of  the  data  formats  listed  below  may  be  selected  for  storing  into 
the  full  128  transaction  buffer. 


Segmented  Buffer 

As  an  option  the  transaction  buffer  can  be  divided  into  four  32  transaction 
buffers.  These  segments  shall  be  used  as  follows: 


Segment 

1 

2 

3 

4 


Type  of  Data  Stored 

CCM  Alarms 

Reader  Alarms 

Card  Alarms 

Valid  Card  Transactions 


OUTPUT  CHANNELS 

The  Controller  shall  have  two  optional  output  channels  with  RS-232-C  logic 
and  voltage  discipline  and  ASCII  character  format.  These  channels  shall 
allow  the  Controller  to  transmit  to  external  devices  the  same  data  that 
is  printed  by  the  System  Activity  Loggers,  (viz,  card  transaction  and  alarm 
data  on  output  No.  1  and  selective  transactions  and  memory  listings  on 
output  No.  2). 

OPTIONAL  PERIPHERAL  INTERFACES 

It  shall  be  possible  to  add  interfaces  to  allow  the  Controller  to  record  data 
on  magnetic  tape,  diskettes  or  other  computer  peripherals. 

In  addition  it  shall  be  possible  to  add  an  RS-232-C  I/O  channel  which  will 
allow  an  external  device  to  communicate  to  the  Controller  using  the  key¬ 
board  instruction  set  and  receive  the  same  data  being  displayed  by  the 
Controller. 


SYSTEM  ACTIVITY  LOGGER 

The  System  Activity  Logger  (SAL)  shall  provide  the  hard  copy  printout  of 
the  system  transactions  and  alarms.  A  transaction  or  alarm  condition  shall 
be  printed  as  a  single  line  on  3 Vi-inch  wide  fan-fold  or  roll  paper.  The 
MAC540  Controller  shall  buffer  a  maximum  of  64  transactions  (16  transac¬ 
tions  for  the  MAC530)  so  that  its  operation  is  not  degraded  by  the  print¬ 
ing  speed. 

The  System  Activity  Logger  shall  be  connected  to  the  Controller  with  only 
two  twisted  pairs  of  wire  (normally  22  AWG  gauge).  Direct  connections  may 
be  made  between  the  Logger  and  Controller  up  to  a  maximum  of  2  miles. 

The  logger  shall  print  all  valid  card  transactions  in  black.  All  invalid  card 
transactions  and  all  reader  and  contact  condition  monitor  alarms  shall  be 
printed  in  red.  The  Controller  shall  provide  for  the  selection  of: 

RED  PRINT  ONLY  —  (Alarms  and  invalid  cards  only) 

RED  AND  BLACK  PRINT  — (All  Transactions) 

Each  card  transaction  shall  have  the  following  data  printed:  Transaction 
code,  ID  Number,  Status  Level,  Reader  Number  and  Time  of  Day.  Once 


The  System  500  reader  shall  read  two  encoded  sets  of  numbers,  a  system 
code  and  an  individual  identification  number  from  the  Ruscard  and  trans¬ 
mit  both  sets  to  the  Controller  for  an  authorization  determination.  The 
Controller  shall  be  programmed  only  to  accept  cards  with  the  particular 
system  code  common  to  all  cards  for  that  system,  before  it  will  examine 
the  identification  number  which  shall  be  different  for  each  card.  Ruscards 
encoded  with  different  system  codes  yet  having  valid  identification  num¬ 
bers  will  not  pass  the  access  authorization  test. 

Two  twisted  pairs  of  wire  (normally  22  AWG  gauge)  shall  be  required  for 
connecting  the  reader  to  the  Controller.  Direct  connections  may  be  made 
between  each  reader  and  the  Controller  up  to  a  maximum  of  2  miles.  Addi¬ 
tionally,  up  to  16  readers  may  be  connected  to  a  multiplexer  (maximum 
distance  of  2  miles)  which,  in  turn,  shall  be  connected  to  the  Controller 
by  two  twisted  pairs  of  wire  up  to  a  maximum  of  2  miles. 

Line  monitor  supervision  shall  be  an  integral  function  of  the  reader  and 
Controller  communication  scheme.  Each  time  a  reader  is  interrogated  by 
the  Controller,  the  reader  must  respond  with  an  acknowledge  message,  an 
alarm  message  or  a  data  message.  If  the  Controller  does  not  receive  any 
reply  it  will  print  an  alarm  message.  When  the  degraded  mode  option  is 
added,  a  reader  shall  operate  as  an  off-line  stand-alone  reader  when  a  loss 
in  communications  has  been  detected.  On-line  operation  shall  be  restored 
automatically  when  normal  communications  resume. 

All  System  500  card  readers  shall  provide  a  single-pole  double-throw 
(SPOT)  relay  contact  output  for  indicating  authorized  access.  These  con¬ 
tacts  are  normally  used  to  unlock  the  door  by  switching  externally  sup¬ 
plied  power  to  an  electric  door  strike.  The  contacts  shall  be  rated  for  3 
amps  maximum,  at  115V  AC  or  28V  DC.  The  operate  time  for  this  relay 
shall  be  adjustable  from  1  to  15  seconds  by  the  variable  time  delay  (VTD) 
Circuit. 

A  green  “GO"  or  acknowledge  light  shall  be  contained  on  the  faceplate  of 
all  System  500  readers.  This  light  shall  be  illuminated  for  the  duration  set 
by  the  variable  time  delay  circuit  when  an  authorization  command  is 
received  from  the  Controller. 

If  an  UNLOCK  (reader  override  option)  command  is  received  from  the 
Controller,  the  output  relay  shall  latch  and  remain  in  that  condition  until 
a  LOCK  command  is  received.  The  acknowledge  light  shall  remain  illumi¬ 
nated  during  this  period,  indicating  that  the  door  is  unlocked. 

Two  styles  of  housings  shall  be  available  for  the  basic  reader:  Flush 
mount  and  Surface/Pedestal  mount. 

AH  reader  housings  shall  provide  front  access  to  the  reader  assembly. 
Each  unit  shall  be  secured  by  a  key  lock  which  shall  be  hidden  from  view 
by  an  aesthetically  designed  faceplate. 

The  front  access  flush  mount  reader  assembly  shall  comprise  a  rough-in 
box  for  mounting  the  reader  in  a  4-inch  thick  wall,  the  reader  assembly, 
and  a  reader  faceplate  which  mounts  flush  against  the  wall  surface.  The 
reader  may  be  mounted  either  vertically  or  horizontally. 

The  surface/pedestal  mount  housing  shall  provide  a  stylish  enclosure  for 
the  reader  assembly  for  use  at  glass  door  installations,  other  situations 
requiring  surface  mounting.  A  threaded  coupling  may  be  attached  to  rear 
surface  for  connecting  this  housing  to  a  post  or  pedestal.  This  housing 
may  be  mounted  either  vertically  or  horizontally. 
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IDEK  READERS 

The  System  500  IDEK  reader  shall  provide  the  highest  level  of  security, 
for  entry  access  control.  This  reader  shall  require  the  use  of  a  valid 
Ruscard  plus  a  keyboard  entry  of  the  proper  4-digit  personal  code  before 
access  is  granted. 

The  following  sequence  must  be  completed  successfully  before  access  is 
granted: 

1)  Ruscard  is  inserted  in  reader 

2)  4-digit  personal  code  is  entered  on  keyboard 

3)  Reader  compares  keyboard  entry  with  4  scrambled  digits  of  the  ID 
Number  on  card 

4)  Reader  transmits  the  following  data  to  Controller: 

a)  System  code  read  from  card 

b)  ID  Number  read  from  card 

c)  Keyboard  entry  valid  or  invalid 

5)  Controller  makes  normal  authorization  tests  and,  if  all  are  valid,  re¬ 
turns  an  "access  granted"  command  to  reader. 

6)  If  the  keyboard  entry  is  no  good,  or  if  any  of  authorization  tests  are 
invalid,  the  Controller  will  print  red  message  and  an  "access  denied" 
command  to  reader. 

The  IDEK  reader  shall  operate  in  either  CARD  ONLY  or  CARD  PLUS  KEY¬ 
BOARD  mode.  The  mode  of  operation  may  be  set  manually  at  the  reader 
or  (optionally)  by  the  Controller  (either  manually  or  automatically  under 
time  zone  control).  The  Controller  command  shall  override  the  local  reader 
setting. 

A  code  scrambling  network  shall  be  provided  so  that  any  combination  of 
the  5-digit  identification  code  encoded  on  the  card  may  be  established  as 
the  4-digit  personal  code  for  keyboard  entry.  This  scrambled  code  may  be 
different  for  each  IDEK  reader  in  the  system,  providing  a  further  selec¬ 
tivity  in  access  control.  The  scrambled  code  may  be  changed  by  the  cus¬ 
tomer  at  any  time  without  re-encoding  cards. 

The  IDEK  reader  shall  consist  of  a  basic  reader  assembly  and  a  12-key 
telephone-type  keyboard  mounted  on  an  attractive  faceplate.  This  assembly 
shall  be  furnished  with  a  rough-in  box  for  flush  mounting  in  a  4"  deep 
wall,  or  in  a  hooded  fully  enclosed  housing  for  surface  mounting.  A 
threaded  coupling  may  be  attached  to  the  rear  of  the  surface  mount  hous¬ 
ing  for  pedestal  mounting.  Both  assemblies  shall  be  accessible  from  the 
front  and  shall  be  secured  by  a  key  lock  which  is  hidden  by  a  stylized 
faceplate. 

Duress  Alarm 

This  IDEK  reader  option  shall  provide  a  contact  closure  which  indicates 
entry  under  duress  conditions.  If  a  cardholder  is  being  forced  to  enter  his 
personal  code  by  an  unauthorized  person,  he  may  indicate  this  fact  by 
pressing  the  duress  key  (*)  as  he  is  entering  his  code.  A  duress  alarm 
relay  contact  at  the  reader  shall  momentarily  close  (3  seconds)  to  indi¬ 
cate  this  condition. 

A  valid  personal  code  must  be  entered  before  the  duress  key  will  operate 
the  contact.  This  shall  prevent  false  alarm  signals  from  being  generated 
by  someone  mischievously  pressing  the  duress  key  as  he  walks  by  the 
IDEK  reader. 

Error  Monitor 

This  IDEK  reader  option  shall  monitor  and  count  each  incorrect  keyboard 
entry.  After  a  predetermined  number  of  consecutive  invalid  attempts  at 
entering  a  personal  code,  the  error  monitor  relay  contact,  at  the  reader, 
will  momentarily  close  (3  seconds).  A  selector  switch  shall  provide  for 
setting  the  allowable  number  of  invalid  attempts  from  1  to  8. 

Audio-Visual  Alarm 

The  audiovisual  alarm  option  for  the  IDEK  reader  shall  be  provided  in 
separate  housing  and  consist  of  an  audible  alarm  (sonalert),  a  light,  reset 
pushbutton,  a  silence  switch  to  disable  the  audible  alarm,  and  an  output 
terminal  strip.  When  connected  to  either  or  both  Duress  Alarm  and  Error 
Monitor  options,  this  option  shall  provide  audio  and  visual  alarm  for  either 
alarm  condition.  The  alarm  shall  remain  sounding  (and  light  on)  until  the 
reset  pushbutton  is  depressed.  A  set  of  alarm  contacts  shall  be  provided 
for  additional  applications  by  the  Customer. 

ELEVATOR  READER 

The  System  500  Elevator  Reader  shall  provide  on-line  individual  access 
control  for  elevators.  The  functions  of  status,  time  zone  and  individual  con¬ 
trol  are  accomplished  in  the  same  manner  by  the  MAC540  Controller. 
Each  elevator  floor  location  shall  be  treated  by  the  Controller  as  a  sepa¬ 
rate  reader  location.  A  maximum  of  100  floors  can  be  controlled. 

An  elevator  reader  and  floor  selector  shall  be  required  for  each  elevator 
to  be  controlled.  The  reader  shall  be  installed  in  the  elevator  car  and  the 
floor  selector  in  the  elevator  machine  room.  Only  two  twisted  pair  of  wires 
are  required  between  the  reader  and  floor  selector  and  between  the  floor 
selector  and  MAC540  Controller. 

The  elevator  reader  shall  consist  of  a  basic  card  reader  and  a  12-key 
telephone  type  keyboard.  An  individual  must  insert  his  Ruscard  and  then 
tap  in  the  floor  number  desired.  The  Controller  shall  consider  each  floor 
number  as  a  separate  door  location  and  perform  the  necessary  authoriz¬ 
ation  tests.  If  all  tests  are  valid  the  Controller  shall  send  an  "access 
granted"  command  to  the  floor  selector.  The  proper  floor  selector  relay 
shall  be  operated  momentarily'  which  enables  the  elevator  circuits  to 
send  the  elevator  to  the  selected  floor.  The  acknowledge  light  on  the 
elevator  reader  also  shall  be  lighted  momentarily. 


BASIC  READER  OPTIONS 

DEGRADED  MODE 

The  Degraded  Mode  option  shall  allow  an  on-line  reader  to  automatically 
function  in  a  stand  alone,  off-line  mode  when  it  has  lost  communications 
with  the  Controller.  Normal  on-line  operation  shall  be  restored  automatic¬ 
ally  when  full  communications  with  the  console  is  restored.  Security  shall 
be  maintained  in  degraded  mode  by  granting  access  only  to  those  cards 
which  have  the  correct  system  code. 

When  degraded  mode  is  used  with  an  IDEK  reader,  the  cardholder  must 
also  enter  the  proper  personal  code  before  access  is  granted,  if  the  "card 
plus  keyboard"  mode  is  selected. 

A  system  may  incorporate  readers  both  with  and  without  degraded  mode. 
ALARM  SHUNT/DOOR  OPEN  DETECTION 

The  Alarm  Shunt  option  shall  provide  a  reader  with  the  capability  of 
permitting  an  authorized  entry  without  breaking  an  external  alarm  cir¬ 
cuit.  This  option  shall  provide  an  alarm  shunt  relay  which  operates  prior 
to  the  door  open  relay.  The  shunt  relay  shall  keep  the  alarm  circuit  intact 
momentarily  when  an  authorized  cardholder  is  granted  access  through  a 
secured  door  by  the  Rusco  System. 

The  shunt  relay  may  be  adjusted  to  remain  operated  for  2  to  32  seconds. 
If  the  door  is  held  open  for  longer  than  the  preset  time,  the  external 
alarm  circuit  shall  be  broken.  If  the  door  is  forced  open,  the  alarm  circuit 
shall  be  broken  immediately. 

Door  Open  Detect  shall  initiate  a  Controller  printout  in  the  event  that  a 
door  is  held  open  for  longer  than  a  pre-set  time.  A  second  printout  shall 
occur  when  the  door  is  closed  after  being  held  open  too  long.  The  Alarm 
Shunt  variable  time  delay  of  2  to  32  seconds  shall  establish  the  Door 
Open  Detect  time.  Door  monitor  contacts  shall  be  required  to  indicate 
door  status.  This  option  shall  operate  independent  of  any  card  trans¬ 
actions  at  the  Reader.  The  System  Activity  Logger  shall  provide  a  printout 
each  time  a  door  open  detect  alarm  occurs.  Additionally,  a  "Door  Open” 
display  lamp  is  lit  on  the  Controller  front  panel. 

TAMPER  SWITCH  OPEN 

The  specified  System  500  card  readers  shall  be  furnished  with  a  tamper 
switch.  This  switch  shall  be  mounted  inside  the  reader  and  shall  provide 
an  alarm  contact  whenever  access  to  the  reader  is  attempted  by  removal 
of  the  faceplate.  This  tamper  alarm  switch  shall  cause  the  reader  to  trans¬ 
mit  an  alarm  message  to  the  Controller  which  will  cause  a  red  printout 
and  turn  on  the  "tamper  switch"  display. 

COLD  WEATHER  PACK 

The  specified  System  500  card  readers  shall  be  equipped  with  a  cold 
weather  pack  option  where  ambient  operating  temperatures  are  below 
35°F.  This  option  shall  consist  of  a  thermostatically  controlled  internal 
heater  and  a  weather  flap  behind  the  card  slot  to  enable  the  reader  to 
operate  to  — 25°F  ambient  temperature. 

NO-GO  OUTPUT  OPTION 

A  NO-GO  output  relay  shall  be  provided  on  the  specified  readers.  This 
relay  shall  operate  when  an  "access  denied"  Controller  command  is  re¬ 
ceived  by  the  reader.  Duration  of  closure  shall  be  determined  by  the 
"Door  Unlock”  variable  time  delay  (1  to  15  seconds). 


CONTACT  CONDITION  MONITOR 

The  Contact  Condition  Monitor  (CCM)  shall  permit  the  System  500  to  have 
additional  capability  to  record  the  opening  and  closing  of  electrical  con¬ 
tacts  which  could  be  used  to  monitor,  for  example,  heat  sensors,  smoke 
sensors,  door  and  window  openings  and  perimeter  alarm  devices. 

A  basic  CCM  shall  be  capable  of  monitoring  10  "Form  A  or  B"  dry.  elec¬ 
trical  contacts  and  shall  be  expandable  to  monitor  a  total  of  20  contacts. 
A  CCM  with  either  10  or  20  contact  monitoring  capacity  utilizes  one  reader 
location  in  a  system. 

Whenever  a  CCM  detects  any  change  (open  or  closed)  in  the  condition  of 
any  of  the  contacts,  a  message  shall  be  transmitted  to  the  Controller 
which  shall  initiate  a  red  printout.  The  printout  shall  include  the  time  of 
the  condition  change,  the  location  of  the  CCM  (reader  number),  the  loca¬ 
tion  of  the  contact  (contact  number)  and  a  transaction  code  to  indicate 
whether  the  contact  opened  or  closed. 

The  CCM  shall  be  of  solid-state  design  and  shall  be  isolated  electrically 
from  the  alarm  contacts  and  the  Controller.  The  CCM  may  be  connected 
directly  to  a  controller  or  to  a  multiplexer  or  modem  by  two  twisted  pair 
of  wires. 

MULTIPLEXER 

The  Multiplexer  (MUX)  shall  provide  for  expanding  the  output  capability 
of  a  Rusco  Controller.  A  Multiplexer  shall  allow  up  to  16  Readers  and 
CCMs  to  be  connected  to  a  single  Controller  channel  by  means  of  only 
two  twisted  pair  of  wires.  A  MUX  may  be  located  up  to  2  miles  from  the 
Controller  and  the  Readers  may  be  located  up  to  2  miles  from  the  MUX, 
Additionally  the  MUX  may  be  connected  to  a  modem  and  phone  line  to 
provide  unlimited  distance  between  a  Controller  and  16  Readers. 

The  MUX  shall  be  a  solid-state  design  and  shall  be  available  as  an  8- 
Reader  or  16-Reader  capacity  unit. 

MODEM 

The  Modem  shall  provide  the  Rusco  Electronic  System  500  with  the  capa¬ 
bility  of  communicating  over  leased  voice  grade  telephone  lines.  The 
phone  lines  shall  be  type  3002,  4-wire,  full-duplex  circuits.  The  Modem 
shall  convert  the  20  mA.  current  input  signals  to  Frequency-Shift-Keyed 
(FSK)  signals  of  1200  and  2200  Hertz  frequency.  At  the  receiving  end, 
the  Modem  shall  reconvert  received  FSK  signals  back  to  20  mA.  current 
outputs  compatible  with  the  Rusco  System.  Data  transmission  rate  shall 
be  600  Baud. 

Modems  shall  be  required  in  pairs,  one  at  the  Controller  end  and  the 
other  at  the  remote  end  of  the  phone  line.  The  remote  modem  may  be 
connected  directly  to  a  single  Reader  or  CCM  or  to  a  Multiplexer  f«r 
operating  with  a  maximum  of  16  Readers  or  CCMs. 
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SYSTEM  500  CARD  READERS 
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DtMPsOO  idek  reader  -  pedestal-mounted 
H[n$§500  elevator  reader  -  surface-mounted 


r -  8.75  - 

[222.25] 


1.00  - 

[25.40] 


I'A  NPT 
PIPE  COUPLER 
(For  Pedestal  Mounting) 


-  2.50 
[63.50] 


—  5.50 - 

[139.70] 
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CARDENTRY  SYSTEM  500  OPERATING  SPECIFICATIONS 


ITEM 

POWER 

REQUIREMENTS 

OUTPUT 

WIRING 

METHOD 

MAXIMUM 

DISTANCE 

COMMENTS 

MAC  530 

CONTROLLER 

32  TO  120  F 
[0  TO  48.9  Cl 

95% 

NON  CONDENSING 

115VAC.  50  60  HZ.  4  AMP 
230V AC.  50  60  HZ.  2  AMP 

8  CHANNELS  — 

20  mA  CURRENT  LOOP. 
OPTICALLY  ISOLATED 

2  TWISTED  PAIR 

TO  THE 

CHANNEL  DEVICE 

2  MILES  MAX 
zt22  AWG.  WIRE 
(MAX  LOOP  RES  -•  360  OHMS) 

A  CHANNEL  DEVICE  CAN  BE  ANY  ONE 

OF  THE  FOLLOWING  A)  READER 

8)  FLOOR  SELECTOR 

C)  CCM 

D)  MODEM 

E)  MULTIPLEXER 

MAC  540 

CONTROLLER 

32  TO  120  F 
[0  TO  48  9  C| 

1 15VAC.  50  60  HZ.  4  AMP 
230V AC.  50  60  HZ.  2  AMP 

» 

16  CHANNELS  — 

20  mA  CURRENT  LOOP 

OPTICALLY  ISOLATED 

2  TWISTED  PAIR 

TO  THE 

CHANNEL  DEVICE 

A  CHANNEL  DEVICE  CAN  BE  ANY  ONE 

OF  THE  FOLLOWING:  A)  READER 

B)  floor  selector 

C)  CCM 

d:  modem 

E)  MULTIPLEXER 

SYSTEM  500 

CARD 

READER 

32.  TO  120  F 
[0  TO  48  9  Cj 

OR 

-25  •  TO  120  F 

1-30.7  .  TO  48.9  Cj 

WITH  COLD  WEATHER  PACKAGE 

12  VAC. 

50  60  HZ.  1  0  AMP 

FORM  C  (SPOT)  DRY 
CONTACT  CLOSURE' 

3  AMPS  MAX. 

115VAC  OR  28VDC  MAX 

2  TWISTED  PAIR 

TO  A  CONTROLLER. 

MUX  OR  MODEM 

A  READER  CAN  BE  CONNECTED  TO  ANY  ONE 

OF  THE  FOLLOWING-  A)  CONTROLLER 

B)  MULTIPLEXER 

C)  MODEM 

SYSTEM  500 

ELEVATOR 

READER 

32  TO  120  F 
[0^  TO  48.9  C| 

12  VAC 

50  60  HZ.  1  0  AMP 

SEE  FLOOR  SELECTOR 
(BELOW) 

2  TWISTED  PAIR 

THRU  TRAVEL  CABLE 

TO  FLOOR  SELECTOR 

A  FLOOR  SELECTOR  IS  REQUIRED  FOR 

EACH  ELEVATOR  READER  _ 

SYSTEM  500 

FLOOR 

SELECTOR 

115VAC.  50  60  HZ.  1  0  AMP 
230VAC.  50  60  HZ.  0.5  AMP 

A  DRY  CONTACT  CLOSURE  PER 
FLOOR.  FORM  A  (SPST) 

2  AMPS  MAX. 

600  VOLTS  MAX 

2  TWISTED  PAIR 

TO  A  CONTROLLER. 

MUX  OR  MODEM 

a  floor  selector  can  be 

CONNECTED  TO  ANY  ONE 

OF  THE  FOLLOWING  A)  CONTROLLER 

B)  MULTIPLEXER 

C)  MODEM 

SYSTEM  500 
CONTACT 

CONDITION 

MONITOR 

■ 

115VAC  50  60  HZ.  0.5  AMP 
230VAC,  50  60  HZ.  0  25  AMP 

CONTACT  SENSING  OUTPUTS 

10  mA  CURRENT  LOOP 

2  TWISTED  PAIR  TO  A 

CONTROLLER.  MUX  OR  MODEM 

A  CCM  CAN  BE  CONNECTED  TO  ANY  ONE 

OF  THE  FOLLOWING  A)  CONTROLLER 

B)  MULTIPLEXER 

C)  MODEM 

1  TWISTED  PAIR  TO  EACH 
REMOTE  CONTACT 

SYSTEM  500 
MULTIPLEXER 

115VAC.  50  60  HZ.  0.5  AMP 
230V AC.  50  60  HZ.  0.25  AMP 

8  OR  16  MUX  CHANNELS 

20  mA  CURRENT  LOOP 
ISOLATED.  PER  MUX 
DEVICE 

2  TWISTED  PAIR  TO  A 
CONTROLLER  OR  MODEM 

H _ i 

A  MUX  DEVICE  CAN  BE  ANY  COMBINATION 

OF  8  OR  16  A)  READERS 

B)  FLOOR  SELECTORS 

C)  CCM 

2  TWISTED  PAIR  TO 

EACH  MUX  DEVICE 

2  MILES  MAX. 

-22  AWG.  WIRE 
(MAX  LOOP  RES  •  •  360  OHMS) 

SYSTEM  500 

MODEM 

■ 

115VAC.  50  60  HZ.  0.5  AMP 
230VAC.  50  60  HZ.  0.25  AMP 

FREQUENCY  SHIFT  KEYED 
(FSK)  SIGNALS 

DATA  RATE  IS  600  BAUD 

DEDICATED  VOICE 
GRADE.  FULL  DUPLEX 

TELEPHONE  LINE 

UNLIMITED 

MODEMS  ARE  REQUIRED  IN  PAIRS.  LOCAL 
MODEM  CONNECTS  MAC  530  OR  MAC  540 

TO  PHONE  LINE  AND  REMOTE  MODEM 

CONNECTS  PHONE  LINE  TO  A  CARD  READER. 
FLOOR  SELECTOR.  CCM  OR  MULTIPLEXER 

SYSTEM  500 
SYSTEM 
ACTIVITY 

LOGGER 

32'  TO  120  F 
(0°  TO  48.9  C) 

95% 

NON  CONDENSING 

1 15VAC.  50  60  HZ.  1.0  AMP 
230VAC.  50  60  HZ.  0.5  AMP 

TWENTY-ONE  COLUMN 
PRINTOUT  ON  3 Vj "  WIDE 
PAPER— FAN  FOLD  OR  ROLL 

2  TWISTED  PAIR 

TO 

MAC  530  OR  MAC  540 
CONTROLLER 

2  MILES  MAX. 

-22  AWG.  WIRE 

TO  CONTROLLER 

ONE  LOGGER  IS  REQUIRED  FOR  PRINTING 

CARD  TRANSACTIONS  AND  ALARMS  A 

SECOND  LOGGER  IS  REQUIRED  FOR  SELECTIVE 
PRINTING  AND  MEMORY  LISTINGS 

MM500 multiplexer/  SYSTEM  500  ACCESSORIES 
©SfiSteOO  contact  condition  monitor  [M®500  modem 


FL©500 floor  selector/F12^500 floor  selector  expander 


RACK  MOUNTING 

RM©530**  /S/^LSOO 

microg](5@@@®controller/  system§)©iM{^logger 


(M©540 

microixg©@@@controller 


RUSCO  ELECTRONIC  SYSTEMS  SALES  &  SERVICE  CENTERS 


SALES  OFFICE 

Albany 

Atlanta 

Boston 

Charlotte,  N.  C. 

Chicago 

Cincinnati 

Cleveland 

Dallas 

Denver 

Detroit 

Hartford 

Houston 

Indianapolis 

Kansas  City 

Los  Angeles 

Milwaukee 

Minneapolis 

New  Orleans 

New  York 

Philadelphia 

Pittsburgh 

Portland 

Rochester 

San  Antonio 

San  Diego 

San  Francisco 

Seattle 

St.  Louis 

Tampa 

Washington,  D.C. 


TELEPHONE  NO. 

(518)  459-6593 
(404)  325-1025 
(617)  543-4891 
(704)  535-4120 

(312)  833-0720 
(513)  771-6297 
(216)  835-4288 

(214)  690-3640 
(303)  758-9233 

(313)  553-9320 
(203)  633-8379 

(713)  777-5254 
(317)  788-4649 
(913)  649-3704 
(213)  725-1411 

(414)  784-6850 
(612)  894-8040 
(504)  835-0713 
(201)  343-7100 

(215)  331-5313 
(412)  884-7540 
(503)  225-0028 
(716)  473-1830 
(512)  692-0141 

(714)  297-5173 

(415)  858-1000 
(206)  575-1350 

(314)  231-8622 
(813)  248-4955 
(703)  821-3763 


RUSCO 
ELECTRONIC 
SYSTEMS 

A  DIVISION  OF  ATO 


HEADQUARTERS 


P.O.  Box  5005 
1840  Victory  Blvd. 
Glendale,  CA  91201 
(213)  240-2540 
Telex:  696318 


Rusco  Electronic  Systems  reserves  the  right  to  change  this  product  and 
its  specifications  at  any  time  without  notice  to  improve  its  design 
or  performance. 
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Patents  issued  and  pending. 


APPENDIX  J 

Vikonics  Specifications 
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VIKON1CS' 

SYSTEMS  DIVISION 


Using  Technology  Creorively 
For  Control  Systems  You  Can 
Depend  on  Today 
—  and  Tomorrow. 


T  he  Systems  Division  of  Vikonics,  Inc.,  a  precedent-setting  authority  in  the  field  of  Advanced 
Security  Control  Systems,  now  bring  you  TAC-IOOO™  our  latest  and  most  advanced  proprietary 
access  control  and  alarm  system. 

The  controller,  the  heart  of  the  system,  is  a  uniquely  designed  microcomputer,  and  its 
characteristics  distinguish  It  from  all  others. 

One  TAC-IOOO™  controller  can  accommodate  up  to  128  magnetic  card-readers  and  up  to 
1024  contact  alarm  points. 

One  of  its  distinguishing  features  is  a  front  panel  CRT  display  which  communicates  with  the 
operator  in  English. 

This  easy  to  operate,  low-cost  system  can  function  as  a  stand-alone  security  system  or  as  a 
satellite  to  larger  security  systems  and  large  main  frames  through  standard  serial  communication 
tines. 


PROGRAMMING 

Programming  functions  are  accomplished 
by  means  of  16-special-function  pushbuttons 
located  on  the  front  panel. 

TIME  ZONES 

Eight  time  zones  per  day  are  available. 
Each  time  zone  is  programmed  with  a  start 
and  stop  time  for  each  day  of  the  week. 

ACCESS  LEVELS 

TAC-IOOO™  offers  up  to  128  individually 
programmable  access  levels.  Each  access 
level  can  include  any  number  of  doors. 

CARD  INFORMATION 

Each  card  to  be  used  is  programmed  at 
the  controller  with  identification  number, 
access  level  and  time  zone. 

MASTER  CLOCK 

Optional  internal  crystal  controlled  clock, 
which  affords  continuous  operation  in  event 
of  power  failure,  allows  TAC-IOOO™  to  keep 
a  perpetual  calendar,  including  year,  month, 
day  of  month,  day  of  week  and  time  of  day. 
ACCESS  CONTROL 

Magnetic  Card  Readers  may  be  installed  at 

any  entry  point  and  as 
much  as  1.5  miles  away. 
The  readers  have  a 
system  code  protection 
feature  which  assures 
card  is  the  proper  one 
for  your  system,  then 
allows  transmission  of 
card  number  to  controller  for  processing. 

MULTIPLEXER 

For  remote  locations  up  to  3  miles  from 
controller,  a  multiplexer  can  be  used.  Each 
multiplexer  can  handle  up  to  16  card  readers 
and  alarm  monitors  in  any  combination.  The 
multiplexer  may  be  located  up  to  1.5  miles 
from  controller  and  the  readers  or  monitors 
may  be  up  to  1.5  miles  from  the  multiplexer. 
Hence,  maximum  distance  is  3  miles. 

For  greater  distances  telephone  lines 
driven  by  modems  can  be  used. 

RESPONSE  TIME 

Maximum  1.5  second  response  time  to  all 
events  under  the  worst  case  conditions. 
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"THE”  ACCESS  CONTROL  SYSTEM 


FLOPPY  DISK 

Computerized  data  storage  (floppy  disk) 
allows  for: 

•  permanent  record  storage 

•  communication  with  other  systems 

•  on-line  playback  of  history  reports 

CRT  DISPLAY 

The  TAC-IOOO™  Controller  features  a  front 
panel  CRT  display  which  interacts  with  the 
operator  in  English.  It  allows  the  system  to 
guide  the  operator  through  each  procedure 
with  simple  step-by-step  instructions. 

PANEL  PASSWORD 

To  program  the  system,  the  operator  must 
use  a  valid  password  entered  on  the  keyboard. 

ALARM  MONITORING 

Each  magnetic  card  reader  can  accept  4 
external  alarm  contacts.  Also  available  are 
devices  called  alarm  monitors  which  accept 
8  alarm  contacts. 


OPTIONAL  EQUIPMENT 

PRINTER 

An  80-column  alpha  numeric  printer 
provides  a  permanent  paper  record  of  all 
door  accesses,  alarm  signals,  and  operator 
actions.  All  printouts  are  in  understandable 
English. 

LINE  SUPERVISION 

TAC-IOOO™  offers,  as  an  option,  full 
electrical  line  supervision  to  insure  line 
integrity  in  ultra-high  security  applications. 

KEY  PAD  CARD  READER 
TAC-IOOO™  offers 
Card  Readers  with  a 
Key  Pad.  Each  Card  has 
a  unique  4  digit  code.  4 
LED's  are  included  in  the 
face  plate  to  identify 
"Insert  Card,"  "Enter 
Code,"  "Entry  Granted" 
and  "Entry  Denied." 

One  state  will  light  as 
appropriate. 
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SPECIFICATIONS 


CENTRAL  CONTROLLER 

Voltage: . 105  to  125  or  210  VAC 

Frequency: . 47  to  440  Hz 

Power: . 200  VA  @  120  VAC 

or  200  VA  @  220  VAC 
Size: . . .  18"  Deep  x  16"  High  x  1 7 "  Wide 


Weight: . 60  lbs. 

Operating  Temp: . O  °  c.  to  70  °  c. 

Pushbuttons: . 16 

Displays: . 1  CRT  Display 

Plus  Remotes 


MASS  STORAGE 

Type:  Single  or  dual  floppy  disk  drive 

Speed: _ 16,000  characters/sec. 

Capacity:.  80,000  characters/disk 
CCTV  ALARM  PRIORITY  SWITCHER 


99  Cameras  x  99  Monitors  Maximum 


CAPACITY 

Card  Readers: . 

Alarms: . 

Relay  Outputs: . 

Card  Numbers: . 

Time  Zones: . 

Access  Levels: . 

OPTIONS 

MAP  DISPLAY 

256  Points  Up  to  4  Displays 
PRINTER 


. ...  128 
. .  1024 
.2048 
4,000 

. 8 

. ...  128 


Type: . Thermal 

Speed: . 45  char/sec. 

Columns: . 80 


Vikonics  Inc. 

23  East  26th  Street,  New  York,  N.Y.  10010  (212)  685-7660  TELEX:  420-398 


EOBOB 

The  £/eclronics  Croup 
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VIKONICS' 

New  Product  Specifications 


STANDARD 
CARD  READER 

Model  VS— 1020 


The  VIKONICS,  Model  VS- 1020,  standard  Card 
Reader  can  control  doors  or  other  Access  points. 
A  card  may  be  inserted  when  INSERT  CARD  is 
flashing.  Once  inserted,  the  Card  Reader  in¬ 
dicates  either  ENTRY  GRANTED  or  ENTRY 
DENIED.  The  Card  Reading  cartridge  is  com¬ 
pletely  solid-state.  A  magnetically  encoded, 
plastic  encased,  durable  credit  card  size  card  is 
used.  The  entire  system  is  designed  for  rapid 
response.  The  VIKONICS  VS- 1020  is  virtually 
maintenance  free  and  is  easily  installed. 


INSERT  CARD  ENTRY  GRANTED  ENTRY  DENIED 


FEATURES 


Fully  compatible  with  programmable  Central 
Computer. 

High  speed  data  communications  assures  rapid 
response. 

Heavy  duty  face  plate  lock  prevents  tampering. 
Heavy  duty  %«"  milled  aluminum  housing. 
Decorative,  Flush  or  Surface  Mounting. 


For  Information  Write: 


Card  Reader  Electronics  (Intelligent  Interface)  is 
tamper-proof  and  is  placed  in  a  secure  location. 


Vikonics  Inc.  erbob 

23  East  26th  St.  •  New  York.  N.Y.  10010  •  (212)  685-7660  •  Telex:  420-398  coup 
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SPECIFICATIONS: 

Finish:  Black  baked  enamel,  scratch 
resistant  surface. 

Temperature:  0-75  degrees  C. 

Mounting:  Flush,  Surface  or  Post 

Connectors:  12  Pin  Reader  data  and 

power+4  Pin  LED  data  power 

Input  Voltage:  5  volts  at  15Ma. 

Response  Time:  Off-line — max  10ms 
On-line — max. 

1 .5  seconds 


,1  -  •  SO  D 

2  HOLli 


VS-IOZO  BACK  BOX 


CbTAD  v/l  t  \aA  Jl  MOut*  COWNCCTOfl 

(REAR  V  E  )  MlNlATU«t  bloc*  TVl 


|  >^MOU*T|  *6 

In;  pins  -- 


_PftE.FABMCATCO 

CABLES 


CAPO  REAOfP 
CARTRIDGE 


j2  i  2  Pin  CONNECTOR 

miniature  6<-OC a  TvP£ 


CARD  READER 
FACEPLATE 


CONTROLLER  INTERFACE 

To  insure  total  security,  VIKONICS  Interface  circuits  are  mounted  in  a 
secured  location  near  the  Card  Reader.  They  are  housed  in  "NEMA"  box  or 
in  a  standard  VIKONICS  enclosure  for  indoor  use.  In  both  cases,  enclosures 
are  tamper-proof.  In  the  stand-alone  mode,  the  Card  Reader  and  its  inter¬ 
face  can  function  without  the  Computer  Controller. 


INTERFACE  SPECS 

8  VAC  a  1  IMa,  8  VAC  at  50Ma 
and  16  VAC  at  45Ma 
Temperature:  0-75  degrees  C. 

Communication:  Serial  Asynchronous  data  at 
1200  BAUD. 

Connectors.  8  Molex  Connectors,  2-each  one  30  Pin  edge. 


HOUSING: 

"NEMA"  type 4,  16"xl6"x6"  or  VIKONICS  13"xll"x3" 


PROGRAM  FLEXIBILITY 

Optional  Push-button  override  for  exit  or 
door  egress 

Optional  Local  Audible  Alarm  and  Reset. 
Automatic  Off-Line 
Stand-Alone  Capability 
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Schlage  Specifications 


ELECTRONICS 


Access  Control  &  Alarm  Monitoring  Systems 


Schlage  Electronics— The  proven  concept 
in  proximity  card  access  control  and  alarm 
monitoring 

Effectively  control  and  monitor  access,  and  you’ve 
reduced  security  considerations  to  manageable  pro¬ 
portions.  Effective  access  control,  however,  must  not 
only  provide  maximum  protection,  but  should  be  con¬ 
venient  for  authorized  access  and  practical  in  cost. 
A  big  challenge,  but  one  that  we  believe  has  been 
squarely  met  by  the  electronics  technology  and  the 
systems  approach  developed  by  Schlage  Electronics. 

Thousands  of  successful  applications— in  business, 
industry,  government  and  residential  facilities— provide 
the  working  proof,  day  in  and  day  out,  that  the  Schlage 
Electronics  access  control  system  is  both  the  most 
advanced  and  the  most  logical  security  concept  on  the 
market  today. 

Schlage  Electronics  is  a  Schlage  Lock  Company,  a 
leader  in  security  hardware  for  over  50  years,  and 
a  member  of  the  world-wide  family  of  Ingersoll-Rand 
International. 

How  It  Works 

The  Schlage  system  operates  by  proximity.  A  hidden 
sensor  reads  a  credit-card-size  command  card  and 
transmits  signals  to  a  control  unit,  which  regulates  ac¬ 
cess,  and  if  desired,  to  a  printer,  which  records  access 
and  attempts. 

There  are  no  conventional  keys,  key  holes,  card  slots 
or  push  buttons.  The  system  can  be  completely  con¬ 
cealed,  which  in  itself  contributes  to  added  security  as 
well  as  aesthetics. 

Access  is  gained  by  placing  an  authorized  command 
key  within  4  inches  of  a  concealed  sensor  conveniently 
located  near  the  access  point.  If  the  user  is  authorized 
for  that  door,  or  gate,  at  that  time,  the  door  will  unlock. 
At  the  same  time,  the  system  can  print  the  date,  time, 
key  code  and  the  access  location.  Unauthorized  at¬ 
tempts,  while  they  will  not  unlock  the  door,  may  also 
be  recorded  and  printed  in  red  ink  with  an  additional 
status  code  indicating  the  reason  for  rejection.  Some 
systems  have  the  additional  capability  to  monitor  a 
number  of  contact  points  and  alarm  conditions  which 
may  arise  from  unauthorized  tampering,  forced  entry, 
and  doors  open  too  long. 

You  program  the  system  to  suit  your  needs— by  in¬ 
dividual  command  key,  by  access  point,  by  time.  Any 
command  key  can  be  voided  immediately  or  access 
status  modified  by  simple  entry  of  data  on  a  standard 
keyboard  terminal. 


Proximity  Access  Control  Systems  with  . . . 

•  Computer-controlled  efficiency 

•  Alarm  monitoring  and  processing 

•  Programming  and  reporting  capabilities 


□ 


AUTOMATIC  DOOR 


Schlage  Electronics  units  are  commonly  used  to  con¬ 
trol  private  parking  gates,  to  control  access  to  plants, 
computer  rooms,  and  even  apartments  and  dormitories 
to  provide  a  convenient,  low-cost  first  level  of  security 
with  minimal  equipment. 


Nothing*  tc  vandalize  or  “attack’’ 

The  ideal  access  control  system  protects 
itself  while  it’s  protecting  you.  The  Schlage 
Electronics  access  control  system  has  be¬ 
come  known  as  “The  Hidden  Alternative.” 
There  need  be  no  visible  mechanism  at  the 
point  of  entry.  The  sensor  is  a  small  flat  encap¬ 
sulated  unit  which  can  be  completely  con¬ 
cealed  within  a  wall,  plaque-mounted  on  the 
surface,  or  attached  behind  glass  or  in  the 
door  itself. 

A  single  coaxial  cable  connects  the  sensor 
to  the  control  unit  which  may  be  located  in  an 
interior  secure  zone.  Installation  of  both  sen¬ 
sors  and  connecting  cable— which  represents 
about  a  third  of  the  wiring  necessary  for  some 
systems— is  not  only  concealed,  but  simple, 
fast  and  inexpensive. 

Flexibility 

Schlage  offers  practical  access  control 
ranging  from  a  single  access  point  control  to 
a  computerized  system  covering  hundreds  of 
access  points  and  thousands  of  users. 

Schlage  Electronics  units  are  commonly 
used  to  control  private  parking  gates,  to  con¬ 
trol  access  to  plants,  computer  rooms,  and 
even  apartments  and  dormitories  to  provide  a 
convenient,  low-cost  first  level  of  security  with 
minimal  equipment. 

At  more  advanced  levels,  the  Schlage  sys¬ 
tem  is  modularly  expandable  and  can  be  inte¬ 
grated  into  existing  or  planned  security  and 
environmental  systems  requiring  control  of 
hundreds  of  access  locations.  Schlage  sys¬ 
tems  can  also  monitor  remote  points;  open 
and  close  contact  switches;  locate  and  record 
alarms  or  events. 

A  “User  Oriented”  System 

The  Schlage  proximity  system  has  achieved 
a  high  degree  of  user  acceptance.  The  small 
command  key  fits  easily  in  pocket  or  purse,  or 
may  double  as  a  lapel  ID  badge,  and  can  acti¬ 
vate  the  access  point  without  removal  from 
pocket  or  purse  or  when  hands  are  otherwise 
full.  Because  there  are  no  key  holes,  card  slots 
or  push  buttons  to  operate,  the  Schlage  prox¬ 
imity  system  is  fast. 


Schlage  Electronics  Access  Control  Systems  Feature  .  . . 

•  Options  to  control  both  ingress  and  egress  with  a  single  sensor. 

•  Anti  “passback”  capabilities. 

•  Individual  card  recognition  and  voiding  capabilities. 

•  Self-contained  unlocking  power  for  electrical  locking  hardware. 

•  Flexibility  in  mounting  sensors. 

•  Standby  power  capabilities  for  both  locking  devices  and  memory 

retention. 

•  Manual  switch-controlled  lockout  or  unlocking. 

•  Flexibility  to  be  integrated  with  other  building  or  life/safety  systems. 

•  Tamper-resistant  control  units. 

•  Variable  door  unlock  time. 

•  Alarm  shunt  capabilities. 

•  Contact  point  monitoring. 

•  Card  authorization  by  time  zone  control. 

•  Hard  copy  and/or  visual  display  of  data  transactions. 

•  5-year  warranty  on  command  cards. 


A  partial  list  of  satisfied  Schlage 

New  York  Telephone 

Northeastern  Telephone  and  Telegraph 

Foster  Grant 

Avis  Rent-A-Car 

Amfac 

County  of  Santa  Clara,  California 
Sambo’s 

Hallmark  Card  Shops 
XEROX 

University  of  Massachusetts 
Ford  Foundation 
Convair,  General  Dynamics 
Memorial  Hospital,  Houston 
Coca  Cola  Co. 

Texaco,  Inc. 

Fireman’s  Fund  Insurance  Co. 

El  Paso  Natural  Gas  Co. 

County  of  Nassau,  New  York  Bureau 
of  Security 

Hillsboro  Community  College,  Florida 
Playboy  Club 
Thomas  J.  Lipton,  Inc. 

Fort  Wayne,  Indiana  Police  Department 
State  of  Illinois  Office  Building 
Boston,  Mass.  City  Hall 
Pacific  Northwestern  Bell  Telephone  Co. 
Western  Conference  of  Teamsters 
Del  Monte  Corporation 
Union  Bank 


customers  includes: 

Iowa  Mutual  Insurance 
General  Electric  Co. 

Southern  Bell  Telephone  Co. 

U.S.  Department  of  Transportation 
General  Services  Administration 
Honeywell,  Inc 
Westinghouse  Electric  Corp. 

Southern  Pacific  Communications  Co. 
Ingersoll-Rand  Co. 

Ramada  Inns 
Dr.  Pepper  Co. 

WTVT-TV 

General  Motors  Corp. 

Pacific  Telephone  Co. 

Teachers  Credit  Union 
Wildwood  Apartments 
Standard  Oil  of  California 
ITEL 

PPG  Industries,  Inc. 

Midas  International 

Towers  Key  Club 

Southwestern  Bell  Telephone  Co. 

Escondido,  California  Police  Department 

South  Jersey  Port  Corp. 

Cooper  Laboratories 
Alexandria  Hospital 
Mellonics  Systems  Development  Div. 
Winston  Churchill  Schools 


Schlage  Electronics  Systems  Selection  Chart 


FEATURE 

MODELS 

114 

214 

224 

234 

414 

708 

732 

514  j 

INDIVIDUAL  KEY  CODE  RECOGNITION 

No 

No 

No 

No 

Yes 

Yes 

— 

Yes  1 

DOOR  QUANTITY 

1 

1-10 

1-10 

1-10 

1-8 

1-8 

1-32 

1-256 

ACCESS  LEVELS 

N/A 

N/A 

N/A 

N/A 

255 

N/A 

32 

128' 

KEY  CODES  * 

3 

1 

10  individual 

2  master 

1500 

*8000 

*8000 

5000 

TIME  ZONES 

3 

3 

No 

8 

N/A 

8 

8 

ALARM  SHUNT 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

ALARM  MONITORING 

No 

No 

No 

Yes 

Yes 

Yes 

PRINTER 

No 

No 

No 

Yes 

N/A 

Yes 

Yes 

CRT 

No 

ns 

No 

No 

No 

N/A 

Yes 

Yes 

BATTERY  STANDBY 

Option 

Yes 

•  Yes 

Yes 

Option 

Option 

Option 

ANTI-PASSBACK 

No 

No 

No 

No 

Yes 

Yes' 

Yes 

No 

FAIL  SOFT  (DEGRADED  MODE) 

N/A 

N/A 

N/A 

N/A 

Yes 

Yes 

Yes 

Yes 

LOCK  POWER 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

VARIABLE  DOOR  UNLOCK 

■Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes  j 

*For  greater  key  codes,  contact  factory 


MODEL  114 

Model  114  is  designed  to  securely  and  con¬ 
veniently  control  the  locking  hardware  for  a 
single  door,  gate  or  turnstile.  A  complete  sys¬ 
tem  consists  of  Schlage  Command  Keys,  a 
sensor,  a  transformer,  and  a  control  unit.  Fea¬ 
tures  include  three  time  zones,  three  code 
levels,  alarm  shunt  and  invalid  key  relay  and 
standby  output  power. 


115V 

TRANSFORM® 


200  SERIES 

Models  214,  224,  and  234  are  designed  to 
securely  and  conveniently  control  the  lock¬ 
ing  hardware  for  up  to  ten  doors,  gates  or 
turnstiles.  A  complete  system  consists  of 
Schlage  Command  Keys,  sensors,  and  a  con¬ 
trol  unit.  Model  214  can  be  ordered  with  one 
key  code  valid  for  all  ten  doors.  Model  224 
can  be  ordered  with  one  to  six  key  codes, 
individually  switch  selectable  for  each  door. 
Model  234  can  be  ordered  so  that  each  door 
is  controlled  by  its  own  unique  key  code, 
plus  a  master  and  grandmaster  key  capabil¬ 
ity.  Features  include  battery  standby,  lock 
power  and  alarm  shunt  capabilities. 


MODEL  414 

Model  414  is  designed  to  control— securely 
and  conveniently— up  to  eight  doors,  gates 
or  turnstiles  and  over  1,000  employees— by 
individual  key  code  recognition,  time  of  day, 
door  and  anti-passback  status.  A  complete 
system  consists  of  Schlage  Command  Keys, 
sensors  (one  for  each  door),  control  unit, 
system  programmer  and  optional  printer. 
Features  include  battery  standby  for  mem¬ 
ory  and  locks,  lock  power  and  alarm  shunt 
capabilities. 


L. 

□□ 

MODEL  708 

The  Model  708  Proximity  Card  Reader  is 
designed  to  be  part  of  a  distributed  access 
control  and  alarm  processor  system.  The  SE 
708  reads  the  key  code,  door  status,  and 
sensor  number  and  transmits  the  data  to  a 
central  processing  control  unit  via  a  full  du¬ 
plex  ASCII  data  channel.  The  SE  708  re¬ 
ceives  commands  from  the  central  processor 
which  may  be  door  unlock  instructions  or 
other  requests  for  action  and  response.  Fea¬ 
tures  include  fail  soft  mode,  lock  power  and 
complete  set  of  self  diagnostics. 


CBJTRAL 

PROCESSOR 

SUPPLED  BY 
CUENT 


708 

PROXIMITY 

CARO 

READER 
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MODEL  514 

The  Schlage  Electronics  Model  514  Ac¬ 
cess  Control  and  Alarm  Monitoring  System 
is  designed  to  control  securely  and  con¬ 
veniently  up  to  256  entrances  and  up  to 
5000  employees.  Access  is  controlled  by 
individual  employee  card  code,  by  time  of 
day  and  by  authorized  access  levels.  Sys¬ 
tem  514  is  comprised  of  a  set  of  individually 
coded  command  keys  (user  cards),  a  cen¬ 
tral  control  unit,  proximity  card  readers 
(Model  708),  and  remote  monitoring  termi¬ 
nals.  Features  include  history  recall  and 
report  generation. 


ACCESS  CONTROL 
AND  ALARM 
PROCESSOR 


CTO 


708  PROXIMO 
CARD  READERS 


□ 

“  n 

,EDD 

] 

M 

□ 

U  U 

'Trr 

I - LOCKWG  DEVICE 

MODEL  732 

The  Schlage  Electronics  Model  732  Ac¬ 
cess  Control  and  Alarm  Monitoring  System 
is  designed  to  control  securely  and  con¬ 
veniently  up  to  32  entrances  and  8000  em¬ 
ployees  *  Access  is  controlled  by  individual 
employee  card  code,  by  time  of  day  and  by 
authorized  access  levels.  System  732  is 
comprised  of  a  set  of  individually  coded 
command  keys  (user  cards),  proximity  card 
readers  (Model  708),  a  central  control  unit, 
an  operator’s  terminal  (CRT),  and  one  or 
more  printers.  Features  include  English  text 
printout,  magnetic  tape  storage  and  alarm 
monitoring. 


1TO32  SENSORS 


♦See  factory  for  larger  key  code  requirements 


NOTE:  Drawings  of  components  do  not  represent  proportional  size  relationships. 


While  there  are  standard  models  of  Schlage  Electronics  access  control  systems, 
each  designed  to  perform  within  specific  parameters,  the  Schlage  Electronics 
capability  is  best  reflected  in  the  “systems  approach,*’  uniquely  applying  the  tech¬ 
nology  to  your  particular  requirements.  Authorized  Schlage  Electronics  dealers 
worldwide  are  specially  trained  to  install  and  service  electronics  access  control 
systems  and  are  backed  by  products  listed  by  Underwriters  Laboratories.  We  invite 
your  confidential  inquiry. 


Call  TOLL-FREE  (800)  538-1755. 
In  California  call  (408)  736-8430. 


1 1 35  East  Arques  Avenue 
Sunnyvale,  California  94086 
(408)  736-8430 


International  representatives — Europe:  MAFSA,  12  Cadogan  Place,  Belgravia,  London  SW1,  England,  (01)  235-9658.  Japan:  Ingersoll-Rand, 
Japan  Ltd.,  Kowa  Building  No.  17,  2-7  Nlshl-Azabu  1-Chome,  Minato-Ku, Tokyo  106  Japan,  (403)  0641 .  Far  East:  Ingersoll-Rand  Far  East,  19th 
Floor,  Lap  Heng  House,  50  Gloucester  Road,  Hong  Kong,  5-270183.  Canada:  Esden  Ltd.,  1967  Leslie  St.,  Don  Mills,  Ontario  M3B  2M3,  (416) 
441-4100.  South  America:  Crafting  Services,  S.R.L.  Division  Accesos  Electronicos  de  Seguridad,  Lavalle  1171,  P.B.  1354  Buenos  Aires,  Ar¬ 
gentina.  Australia:  Westlnghouse  Security  Systems,  49-51  Wellington  St.,  Windsor  3181,  VIC,  #319  1222,  Australia.  New  Zealand:  Harding 
Signal  Ltd.,  P.O.  Box  36007,  Lower  Hutt,  New  Zealand. 
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SCHLAGE  ELECTRONICS 


Model  414  Electronic  Access  Control  System 


Hold  a  valid  Schlage  Electronics  Command  Key  within 
inches  of  a  sensor  near  your  door. ..the  door  unlocks... 
and  simultaneously  the  employee  number  (key  code), 
door  number,  date  and  time  of  entry  are  permanently  re¬ 
corded.  You  get  individual  electronic  recognition. ..with 
absolute  security  and  reliability.  This  “proximity  opera¬ 
tion”  represents  the  ultimate  in  user  convenience,  secur¬ 
ity  and  ease  of  installation,  by  removing  card  slots,  key 
holes  and  pushbuttons.  In  other  words,  there’s  nothing 
to  attack. 

Schlage  Model  414  Electronic  Access 
Control  System 

is  designed  to  control  — securely  and  conveniently  — up 
to  8  doors,  gates  or  turnstiles  and  over  1,000  employees 
—  by  employee  recognition,  time  of  day  and  door.  A  com¬ 
plete  system  consists  of  Schlage  Command  Keys,  sen¬ 
sors  (one  for  each  door),  control  unit,  system  program¬ 
mer  and  optional  printer. 

Command  Key  is  an  electronically  coded  card.  By  simply 
bringing  it  within  2  to  6  inches  of  a  sensor  located  near 
the  door  to  be  unlocked,  the  system  is  actuated  almost 
instantaneously. 

Sensor  is  a  7.5  inch  square  “Lexan”  plaque,  mounted  ad¬ 
jacent  to  the  door  being  controlled  and  connected  to  the 
control  unit  by  a  single  coaxial  cable.  When  a  Command 
Key  is  presented,  the  Sensor  “senses”  the  key  code  and 
sends  it  to  the  control  unit  for  validation. 

Control  Unit  contains  the  electronic  circuitry,  the  author¬ 
ized  key  code  memory  and  power  supplies  for  the  lock¬ 
ing  hardware.  If  the  Command  Key  being  presented  is 
authorized  for  that  door,  at  that  time,  a  signal  is  sent  to 
unlock  the  door’s  electrically  actuated  lock  or  relay.  If 
the  Command  Key  code  is  not  authorized,  the  system  will 
prohibit  access  — and,  if  desired,  an  alarm  will  sound. 
The  control  unit  may  be  mounted  in  a  secure  location 
anywhere  within  a  thousand  feet  of  the  doors  to  be  con¬ 
trolled. 

System  Programmer  enters  authorized  key  codes,  time 
codes,  and  door  codes  into  the  system  or  voids  key 
codes  previously  entered.  Operation  of  the  programmer 
is  as  simple  as  using  a  hand-held  calculator.  When  not 
in  use,  the  programmer  is  easily  removed  for  safe  secure 
storage. 

Printer  provides  a  print  out  of  all  accesses  and  attempted 
accesses,  recording  key  code,  date,  time  of  entry,  and 
the  door  number.  Invalid  access  attempts  print  out  in  red 
with  an  additional  code  number  identifying  why  the  at¬ 
tempt  was  invalid.  This  provides  total  information  on  all 
accesses  and  attempted  accesses  to  your  premises. 


MAJOR  FEATURES 

The  Model  414  Electronic  Access  Control  System: 

•  Controls  personnel  access  for  up  to  8  doors,  gates  or 
turnstiles. 

•  Has  a  memory  capacity  for  over  1,000  individual  key 
codes. 

•  Provides  individual  key  code  validation  and  positive 
“rule  out”  or  voiding  with  no  loss  of  memory  capacity. 

•  Assigns  access  authorization  by  door  (or  doors)  to 
each  individual  key  code. 

•  Provides  255  access  levels  through  the  ability  to  as¬ 
sign  any  combination  of  doors  to  any  key  code. 

•  Assigns  authorized  time  code  to  each  individual  key 
code.  Up  to  eight  time  zones  are  defined  and  con¬ 
trolled  by  external  time  clock  or  manual  switches. 

•  Is  programmed  through  an  easy  to  use  system  pro¬ 
grammer,  which  may  be  removed  and  secured  when 
not  in  use. 

•  Provides  a  selectable  “Anti-Passback”  capability  tc 
prevent  employees  from  passing  back  the  card  to 
other  employees.  This  feature  is  switch-selectable  and 
programmable  by  door. 

•  Contains  built-in  door  unlocking  circuitry  to  simplify 
installation  and  eliminate  the  need  for  power  outlets 
to  be  installed  at  each  door. 

•  Provides  a  selectable  “fail-soft”  operating  mode.  This 
feature  is  switch-selectable  by  door. 

•  Contains  built-in  battery  standby  power  for  both  sys¬ 
tem  and  lock  operation  in  the  event  of  a  line  power 
outage. 

•  Allows  control  of  both  ingress  and  egress  (if  desired) 
with  a  single  sensor  at  each  door. 

•  Provides  for  selecting  desired  door  unlocked  time 
from  1  to  30  seconds. 

•  Provides  for  adjusting  alarm  shunt  time  from  5  to  30 
seconds. 

•  Provides  for  adjusting  the  alarm  time  from  5  to  30 
seconds. 

•  Provides  a  capability  to  manually  unlock  or  lockout 
all  doors  through  use  of  a  single  switch  in  the  control 
unit. 

•  Provides  a  print  out  of  all  access  activity,  with  the 
option  of  printing  out  only  invalid  access  attempts 
and  suppressing  print  out  of  all  authorized  accesses. 

•  Allows  sensor  to  be  installed  in  walls,  on  plate  glass 
surfaces,  or  on  external  surfaces  by  using  a  vandal- 
resistant  “Lexan”  encapsulated  sensor. 
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Simplicity  and  Security  in  one  Easy  to  Install  System. 

System  Programming  Security  log  sheets  are  provided  with  the  system  on 

Prior  to  installation  the  user  must  determine  and  define  which  are  entered  the  name  of  each  employee  or  user, 
the  number  of  individual  employees,  the  doors  each  is  his  assigned  key  code,  the  doors  he  is  authorized  to 
allowed  to  enter,  and  up  to  8  time  zones  that  can  be  used  enter,  and  the  number  of  the  time  zone  governing  that 
to  regulate  access.  employee’s  access. 


Using  the  System  Programmer: 

The  system  programmer  is 
plugged  into  the  control  unit  to 
enter,  remove,  or  update  access 
information  in  memory.  Three 
modes  of  operation  are 
available. 


The  Scan  Mode  is  used  to 
display  the  contents  of  memory. 

The  Enter  Mode  is  used  to  enter 
or  update  key  codes,  time 
zones,  or  door  authorizations. 

The  Void  Mode  is  used  to  void 
or  “rule  out”  a  key  code. 

A  fourth  function  key,  Clear,  is 
used  to  erase  an  incorrect 
keyboard  entry  before  it  has 
been  entered  or  cleared  from 
memory. 
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TECHNICAL  SPECIFICATIONS 

System  Interconnections 
Sensor  to  Control  Unit:  Single  coaxial  cable, 
up  to  1 ,000  ft.  (305  m),  Belden  9284  or  equiv¬ 
alent,  with  male  F-56  or  F-56A  connectors. 

System  Programmer  to  Control  Unit:  Single 
cable  3  ft.  (.9  m)  in  iength,  supplied  with  Sys¬ 
tem  Programmer. 

Printer  to  Control  Unit:  Single  shielded  dual 
twisted  pair  cabie  50  ft.  (15  m)  in  iength, 
supplied  with  printer. 

Locking  Devices  to  Control  Unit:  Two  con¬ 
ductor  cable,  up  to  1 ,000  ft.  (305  m)  in  length. 
Contact  your  Schlage  Electronics  dealer  for 
proper  wire  size  for  various  iength  cable 
runs. 

Command  Key:  The  command  key  is  credit- 
card  size.  Each  key  is  electromagnetically  en¬ 
coded  with  a  unique  code  which  identifies  the 
user  whenever  it  is  used  to  gain  access.  Each 
command  key  has  a  twelve  character,  alphanu¬ 
meric  Identification  number.  The  command 
keys  do  not  deteriorate  with  age  and  can  be 
reasonably  flexed  without  damaging  them. 
Command  keys  are  warranted  for  5  years. 

Sensor:  A  transmit/ receive  antenna  designed 
to  concentrate  energy  within  a  few  inches  of 
the  sensor  surface.  “Lexan”  plaque  7.5  in. 
square  by  .67  in.  thick  (18.03  cm.  x  1.7  cm.). 
The  sensor  attaches  to  the  control  unit  via  high 
quality  CATV  coaxial  cabie  up  to  1,000  ft.  (300 
meters)  in  length.  Sensitive  circuits  within  the 
sensor  detect  code  data  in  command  keys  and 
transmit  the  code  data  to  the  control  unit. 


CONTROL  UNIT: 

Control  Unit:  Contains  electronic  circuitry, 
memory,  power  supplies,  alarm  relay,  alarm 
shunt  relay,  and  terminals  for  door  unlock 
power  cables,  sensor  coaxial  cables,  time 
clock  cable,  printer  cable,  and  alarm  and 
alarm  shunt  wiring.  The  electronic  assembly 
is  mounted  on  a  swing-out  removable  chas¬ 
sis,  which  is  removed  during  mounting  of 
the  control  unit  enclosure. 

Alarm  Relay  and  Alarm  Shunt  Relay:  Each 
provides  one  set  of  N/O  and  N/C  relay  con¬ 
tacts  for  connection  to  existing  aiarm  sys¬ 
tem.  Contacts  are  rated  at  115V,  2  ampere 
resistive  load. 

Lock  Power  Output:  Pulsed  DC  providing 
32  VDC  impulses  of  10  millisecond  duration 
1  to  5  times  a  second,  with  a  sustaining  vol¬ 
tage  of  6  volts  nominal  between  pulses. 
Pulsed  operation  is  designed  to  provide  pos¬ 
itive  door  unlocking  even  under  conditions 
of  heavy  door  wind  loading  or  warped  doors. 
Locking  devices  should  be  rated  for  12  or 
16  VDC  operation  and  require  not  more  than 
three  amperes  of  current  for  an  individual 
device  or  15  amperes  total  load  for  up  to  8 
doors. 


Systems  Power:  115  VAC,  50  or  60  Hz  to 
control  unit.  220  VAC  available  on  special 
order.  Total  system  power  consumption  is 
less  than  30  watts  exclusive  of  unlocking 
power  with  batteries  fully  charged.  If  bat¬ 
teries  are  completely  discharged,  up  to  80 
watts  will  be  required  for  a  short  period. 

Timing: 

Command  Key  response  times: 

Minimum:  150  milliseconds. 

Average:  600-700  miiliseconds  (4  simul¬ 
taneous  requests). 

Maximum:  1.2  to  1.4  seconds  (8  simulta¬ 
neous  requests). 

Door  unlock  period:  Variable  from  1  to  30 
seconds. 

Alarm  period  —  Invalid  access  attempt: 

Variable  from  5  to  30  seconds. 

Alarm  shunt  period  upon  valid  access: 

Variable  from  5  to  30  seconds. 

Standby  Power  System.  Uses  two  4V2  am¬ 
pere  hour  gell  cell  batteries  with  regulated 
charging.  The  system  will  operate  for  at  least 
eight  hours  with  approximately  100  lock  ac¬ 
tuations  in  the  event  of  a  power  line  outage. 
Memory  will  be  protected  for  an  additional 
sixteen  hours,  or  for  a  total  power  outage 
period  of  24  hours. 

Enclosures:  14  guage  steel  with  locked  re¬ 
movable  cover,  anti-tamper  switch,  blue 
enamel.  Dimensions:  16  in.  L  x  12  in.  W  x 
8%  in.  D  (41  cm  L  x  31  cm  W  x  22  cm  D). 
Weight:  39  lbs.  (18  kg). 

SYSTEM  PROGRAMMER: 

Used  to  enter,  void  out,  or  change  allowed 
key  codes,  time  zones,  and  door  authoriza¬ 
tions.  Plugs  into  socket  in  control  unit  after 
removing  control  unit  cover.  Dimensions:  9 
in.  L  x  6%  in.  W  x  2'A  in.  D  (22.9  cm  L  x  17.1 
cm  W  x  5.7  cm  D).  Weight:  V/z  lbs.  (.68  kg). 

Keyboard:  Contains  eight  numeric  keys 
marked  0  through  7;  and  four  function  keys: 

Write  Key  (red),  Mode  Select  Key  marked  M, 
Clear  Key  marked  C,  and  Execute  Key  mark¬ 
ed  X. 

DISPLAYS: 

Data  Entry:  3  display  lights,  indicating  next 
data  to  be  entered:  Key  Code,  Time  Zone, 
Door  Codes. 

Key  Code:  4  digits 
Time  Zone:  1  digit. 

Door  Authorizations:  8  display  lights,  one 
per  door. 

Mode  Indicators:  3  display  lights  indicating 
current  operating  mode:  Scan,  Enter,  Void. 

Antl-Passback;  2  display  lights:  Entry,  Exit. 
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PRINTER  (OPTIONAL) 

Printer  requires  115  VAC  60  Hz  power  and 
requires  approximately  40  watts.  It  receives 
data  from  the  control  unit  over  a  shielded 
dual  twisted  pair  cable  up  to  50  ft.  (15  m)  in 
iength.  Dimensions:  16  in.  L  x  8V2  in.  W  x 
5V4  in.  D  (40.6  cm  L  x  21.6  cm  W  x  13.3  cm 
D).  Weight:  16  lbs.  (7.27  kg). 


Paper:  The  printer  uses  either  fan-fold  or  roll 
paper  with  the  paper  storage  located  within 
the  printer. 


Print  Drum:  Each  column  of  the  18-column 
print  drum  contains  the  characters  0  through 
9. 


Controls:  The  power  switch  and  print  con¬ 
trols  are  located  behind  the  front  panel.  The 
paper  advance  pushbutton  is  located  on  the 
front  panel. 

Inhibit  Switch:  A  key  switch  is  mounted  on 
the  rear  panel  of  the  instrument.  When 
placed  in  the  “ON”  position,  the  printing  of 
valid  accesses  is  inhibited.  When  in  the 
“OFF"  position,  all  data  received  by  the 
printer  is  printed.  Valid  entries  are  printed 
in  black  ink;  invalid  attempted  entries  are 
printed  in  red  ink. 


ENVIRONMENTAL  SPECIFICATIONS 

All  model  414  components  will  operate  in  am¬ 
bient  air  having  a  relative  humidity  of  0-95%. 

Ambient  temperature  limits  for  model  414  com¬ 
ponents  are  as  follows: 

•  Door  Sensors:  —50°  F  to  180°  F.  (—45.6°  C 
to  82°  C.) 

•  SE  Command  Keys: -50°  F  to  120°  F.(-45.6° 
C  to  49°  C.) 

•  414  Control  Unit:  20°  F  to  120°  F.  (-7°  C  to 
49°C.) 

•  414  System  Programmer:  20°  F  to  120°  F. 
(-7°  C  to  49°  C.) 

•  Model  5010  Printer:  20°  F  to  120°  F.  (-7°  C 
to  49°  C.) 


SCHLAGE  ELECTRONICS 


A  Schlage  Lock  Company  •  1135  E.  Arques  Avenue 
Sunnyvale,  California  94086  •  (408)736-8430 

Call  toll-free  (800)  538-1755  ♦  In  Calif,  call  (408)736-8430 


International  representatives  —  Europe:  MAFSA,  12  Cadogan  Place,  Belgravia,  London  SWl,  England,  (01)  235-9658.  Japan:  Ingersoll-Rand, 
Japan  Ltd.,  Kowa  Building  No.  17,  2-7  Nishi-Azabu  1-Chome,  Minato-Ku,  Tokyo  106  Japan,  (403)  0641.  Far  East:  Ingersoll-Rand  Far  East,  19th 
Floor,  Lap  Heng  House,  50  Gloucester  Road,  Hong  Kong,  5-270183.  Canada:  Esden  Ltd.,  127  Sunrise  Ave.,  Toronto,  Canada  M4A  1A9,  (416) 
751-5722.  South  America:  Crafting  Services,  S.R.L.  Division  Accesos  Electronicos  de  Seguridad,  Lavalle  1 171,  P.B.  1354  Buenos  Aires,  Argentina. 
Australia:  Westinghouse  Brake  and  Signal  Co.,  Stephenson  St.,  Spotswood,  Victoria  3015,  Australia.  New  Zealand:  Harding  Signal  Ltd.,  P.O. 
Box  36007,  Lower  Hutt,  New  Zealand. 
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APPENDIX  L 


IBM  Specifications 


FIELD 

DEVELOPED 

PROGRAM 


Program  Number  5798-NQJ 
GB30-1 175-1 
March  21,  1978 

IBM  Series/1 

Controlled  Access  System — 1 


Series/1  Controlled  Access  System-1  is  a  stand¬ 
alone  computer-based  access  control  system. 
The  system  uses  an  IBM  Magnetic  Stripe  Card 
Reader,  and  cryptographically  encoded,  wallet 
size,  magnetic  stripe  identification  cards  or 


badges  to  monitor  and  control  entry  and/or  exit 
for  a  facility  or  restricted  area.  These  IBM  Mag¬ 
netic  Stripe  Card  Readers  may  be  mounted  in  or 
near  doors,  turnstiles,  gates,  elevators,  etc.  in 
both  indoor  and  outdoor  environments. 
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MAGNETIC  STRIPE 
CARD  READER 


INTERFACE 
PANEL 


PRINTER 
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The  system  is  designed  to  permit  entry  only  to 
personnel  who  are  currently  authorized  to  enter 
the  specific  area.  Access  to  as  many  as  63  points 
may  be  controlled  by  this  system.  Each  of  these 
points  to  which  a  badge  reader  is  connected  may 
be  assigned  to  one  of  fifteen  (1  5)  access  control 
classes  or  groups.  Additionally,  the  basic  system 
allows  each  of  up  to  1,000  individual  magneti¬ 
cally  encoded  badges  to  be  assigned  to  one  or 
more  of  these  classes  or  groupings.  Up  to  4,000 
badges  may  be  assigned,  without  program  modi¬ 
fication,  by  expanding  the  system  storage  capa¬ 
city.  The  Controlled  Access  System-1  uses  the 
IBM  4974  Bidirectional  Printer  for  recording  sys¬ 
tem  activity,  including:  access  data,  invalid  entry 
attempts,  and  monitoring  violations,  with  time 
and  date  indicated  for  later  audit  or  transcription 
purposes.  Changes  entered  from  the  operator's 
console  which  affect  badge,  door,  or  time  of  day 
control  information  are  recorded  on  diskette. 

In  addition  to  determining  if  a  badge  is  valid  in  an 
area  to  which  entry  is  being  attempted,  the 
Controlled  Access  System-1  maintains  a  list  of 
cards  that  have  been  stolen  or  lost,  notifies 
security  personnel  of  unauthorized  badge  entry 
attempts,  provides  an  emergency  function  to  lock 
or  unlock  any  one  or  all  doors  in  the  controlled 
system,  provides  the  capability  for  immediate 
console  operator  validation  or  invalidation  of 
each  individual  card,  and  also  provides  capability 
to  detect  and  alarm  if  doors  are  opened  or  left 
open  unintentionally  for  a  greater  than  specified 
time. 

Simple  operation  of  the  system  is  provided 
through  use  of  the  IBM  4979  Display  Station  as  a 
keyboard  console.  The  console  operation  is 
designed  with  menu  selection  and  prompting  so 
as  to  require  very  minimal  training,  even  for  the 
novice,  to  become  comfortable  and  competent  in 
operating  the  system.  Indoor  and  outdoor  models 
of  the  IBM  Magnetic  Stripe  Readers  (RPQ's  — 
DO8140,  D08141,  D08142,  D08242,  and 
D08246)  are  supported  by  the  system, 
thus  providing  for  both  22-column  badge  or 
''Mr.”  Credit  Card  size  badge  (ID  card)  use  and  a 
variety  of  readers  to  meet  specific  installation 
requirements.  This  FDP,  Controlled  Access 
System-1  for  the  IBM  Series/1,  and  the  other 
systems  components  provide  the  user  with  an 
economical  solution  to  his  growing  needs  for 
greater  and  more  flexible  access  control  as  a  part 
of  his  overall  security  program. 

HIGHLIGHTS 

•  Controls  access  authorization  by  door  and 
security  classification  of  the  individual. 

•  Controls  up  to  63  separate  entrances  or 
devices,  each  with  a  magnetic  stripe  reader. 


•  Allows  the  assignment  of  1 000  unique  identi¬ 
fication  numbers  for  determining  the  control 
and  activity  of  any  individual  (up  to  4,000 
optionally  without  program  adjustment.) 

•  The  program  is  personalized  by  the  customer 
to  his  specific  user  requirements  and  configu¬ 
rations  by  simple  console  display  menu  selec¬ 
tion  and  abbreviated  data  insertion. 

•  On-line  user  education  via  display  station 
screens  provides  quick  reference  information 
on  all  system  functions. 

•  Simple  keyboard  display  console  commands 
to:  validate,  invalidate,  change  status  of 
individual  badges,  or  change  status  of  one  or 
more  doors. 

•  Uses  either  22-column  or  "Mr"  credit  card 
size  magnetic  stripe  badges,  including  an 
option  for  pictures. 

•  Reads  ten  characters  from  ANSI  4.13  and  4.1  6 
(ABA)Track  II,  cryptographically  encoded  mag¬ 
netic  stripe  cards. 

•  Provides  an  optional  printed  log  of  entries  by 
time  of  day,  date,  door,  arid  badge  number. 

•  Provides  door  monitoring  for  unauthorized 
opening  and  door  sensing  for  proper  closure 
after  a  valid  access  has  occurred. 

•  Provides  simple  opera  tor  keyboard  display 
console  menu  selection  of  display  screens  for 
operating  and  controlling  system. 

•  Alerts  security  personnel  of  attempts  to  enter 
controlled  areas  without  authorization. 

•  Latches  and/or  releases  the  doors  in  case  of 
emergency,  by  console  commands,  thus 
allowing  doors  to  remain  closed  or  open  to 
meet  situation. 

•  Allows  manual  loading  of  predetermined 
setups  of  class  and  badge  validations  for 
evening,  shift  or  weekend  operating  mode. 

•  Automatically  checkpoints  (i.e.  saves  user- 
entered  data)  every  hour  or  when  badge  or 
door  assignment  data  is  updated,  and/or 
monitoring  and  sensing  assignment  data  is 
updated. 

•  Manual  checkpoint  capability  is  provided. 

•  Display  console  always  indicates  date  and 
time,  updated  every  30  seconds. 
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•  Individual  doors  may  be  assigned  to  one  of 
fifteen  (15)  access  classifications  or  group¬ 
ings.  The  assignment  may  be  changed  fromthe 
operator's  console  to  meet  special  situations. 

•  Continues  to  examine  the  status  of  a  door  with 
an  outstanding  monitoring  or  sensing  alarm 
and  alerts  the  operator  when  the  alarm  has 
been  secured. 


SYSTEM  DESCRIPTION 

The  Series/1  Controlled  Access  System  is  an 
automated,  computer-based  system  that  works 
with  magnetically  encoded  wallet-sized  identifi¬ 
cation  cards  and  magnetic  stripe  card  readers  to 
monitor  and  control  doors,  gates,  turnstiles, 
elevators,  etc.,  providing  access  control  to 
restricted  areas.  Authorization  can  easily  be 
added  or  deleted,  activity  logs  maintained,  door 
control  specifications  changed,  and  current 
status  reports  printed  of  the  various  system 
operating  parameters,  e.g.,  valid  badges  for  an 
area,  door  control  specifications,  and  lost  badges. 
Alarm  messages  may  be  selectively  printed 
containing  current  time,  date,  and  identifying 
information  for  the  particular  point  or  function, 
for  invalid  or  lost  badge  attempts,  various  door 
status  conditions,  or  when  a  badge  is  inserted  in 
a  reader  and  it  is  outside  the  range  of  the 
system  (a  foreign  badge.)  An  audible  alarm 
also  may  be  incorporated  to  alert  personnel  of 
the  existence  of  the  following  alarm  conditions: 
lost  badge  attempted  use,  a  door  never  closed 
after  a  valid  opening,  and  a  monitored  door 
alarm  indicating  an  unauthorized  opening  of  a 
door. 

The  IBM  Magnetic  Stripe  Readers  are  simple 
electronic  devices,  which  can  be  mounted  on  a 
door,  wall  or  pedestal,  and  which  sense  the 
uniquely  encoded  data  from  the  magnetic  stripe 
and  transmit  the  amplified  signal  by  inexpensive 
telephone-type  wires  to  the  IBM  Series/1 .  Some 
of  the  features  of  the  IBM  Magnetic  Stripe  Card 
Reader  are:  simple  design  that  minimizes  the 
exposure  to  accidental  damages;  possession  of 
the  card  by  the  user  all  of  the  time,  even  when  the 
card  is  fully  inserted  into  the  reader;  asynchron¬ 
ous  reading  technique,  which  allows  the  data  to 
be  read  over  a  wide  range  of  insertion  or  with¬ 
drawal  speeds. 

The  person  desiring  entrance  to  a  controlled  area 
inserts  the  card  into  the  slot  provided  in  the 
reader.  If  the  Series/1  allows  access,  the  door 
control  mechanism  or  other  device  is  activated 
and  allows  entry.  It  remains  unlocked  without 
alarming  for  the  period  of  time  determined  by 
user-specified  parameters. 


If  access  is  denied,  the  person  attempting  to  gain 
entrance  can  insert  the  card  again.  Each  time  the 
card  is  inserted,  the  data  is  read  and  transmitted 
to  the  Series/1  for  a  decision  and  can  be  logged 
on  the  printer. 

An  interface  on  the  card  reader  is  provided  to 
accept  input  from  an  optional  door  status  switch. 
The  switch  conditions  the  data  interface  of  the 
card  reader  to  indicate  a  DOOR  OPEN  or  DOOR 
CLOSED  condition.  Data  from  a  card  is  not  read  if 
the  door  associated  with  that  card  reader  is  open. 
Note:  if  the  switch  is  not  used,  the  data  is  read 
at  all  times. 

All  data  transmitted  by  the  card  reader  and  all 
control  signals  received  by  the  card  reader  are 
over  four  wires.  The  maximum  direct  wire  separ¬ 
ation  from  the  card  reader  to  the  Series/1  is 
five  wire  miles.  For  installations  with  more  re¬ 
mote  requirements,  translators  or  modems  allow 
distances  greater  than  five  wire  miles  over  voice 
grade  communications  facilities. 

A  switching  device  is  provided  in  the  card  reader 
to  operate  the  door  control  mechanism.  It  can 
switch  a  maximum  control  voltage  of  27V  AC, 
one  amp.  This  AC  control  voltage  must  be  pro¬ 
vided  by  the  user  at  the  card  reader  site. 

SPECIFIED  OPERATING  ENVIRONMENT 

PROGRAMMING  SYSTEMS 

This  program  was  written  using  IBM  Series/1 
Control  Program  Support  and  assembler  lan¬ 
guage.  It  has  been  assembled  under  the  IBM 
Series/1  Base  Program  Preparation  Facilities 
(571  9-PA1 )  Version  1 .  There  are  no  prerequisite 
licensed  programs  required  to  operate  this  pro¬ 
gram.  The  basic  material,  which  provides  object 
code  on  two  diskettes,  (one  program  diskette  and 
one  specification  diskette),  a  Program  Descrip¬ 
tion/Operations  Manual  and  a  Physical  Installa¬ 
tion  Planning  Manual  must  be  ordered.  Additional 
copies  of  the  program  diskette  (Feature  Code 
8700)  may  be  ordered  for  use  as  back-up  or  as  a 
convenient  method  of  recording  alternate  access 
strategies.  These  diskettes  may  be  used  only  on 
the  same  Series/1  CPU  licensed  to  use  this  Field 
Developed  Program. 

NOTE:  A  separate  license  is  required  for  each 
processor  on  which  the  license  program 
materials  will  be  used. 

If  modifications  are  desired,  the  Licensed 
Machine  Readable  Materials  containing  source 
and  specifications  modules  and  the  following 
Licensed  Programs  are  required  as  well  as  a 
Series/1  Development  System.  (See  Develop¬ 
ment  System  Series/1  Configuration). 
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•  IBM  Series/1  Base  Program  Preparation 
Facilities  (571  9-PA1 )  Version  1 . 

•  IBM  Series/1  Standalone  Utilities  (571  9-SC2) 

•  IBM  Series/1  Control  Program  Support 
(5799-TAA)  PRPQ  P82508  Version  1  Modifi¬ 
cation  Level  1  and  its  optional  machine 
readable  source  material  (Feature  Code  3000) 

•  IBM  Series/1  4979  Display  Station  Control 
Program  Support  (5799-TAE)  PRPQ  82515 
and  its  optional  machine  readable  source 
material  (Feature  Code  3001 ) 

•  IBM  Series/1  4991-201  Magnetic  Stripe 
Badge  Reader  Control  Program  Support 
(5799-TAJ)  PRPQ  P82504 

SYSTEM  REQUIREMENTS 


Minimum  Series/1  Configuration  for  1000 
Badges  and  31  Doors 


Machine 

Type 

Model  or 
Feature 

Qty. 

Description 

4955 

COO 

1 

32K  Processor 

3581 

1 

Diskette  Attachment 

9136 

1 

Primary  IPL 

3585 

1 

4979  Display  Station 

5620 

1 

Attachment 

4974  Printer 

7840 

1 

Attachment 

Timers 

1560* 

1 

Integrated  DI/DO 

4540 

1 

Rack  Mounting 

9901 

1 

Fixture 

115  VAC  Single 

9029 

1 

Phase,  6'  Cord 
Application  Code 

4964 

001 

1 

Diskette 

9901 

1 

115  VAC  Single 

4974 

001 

1 

Phase,  6'  Cord 
Printer 

9901 

1 

115  VAC  Single 

4979 

001 

1 

Phase,  6'  Cord 
Display  Station 

9901 

1 

115  VAC  Single 

4997 

01 A 

1 

Phase,  6'  Cord 

1  Metre  Rack 

9901 

1 

115  VAC  Single 

9197 

1 

Phase,  6'  Cord 

First  Rack 

*  Order  2  for  32-63  Readers 
Notes: 

1 .  For  4000  badge  capacity,  order  feature  6325, 
quantity  of  1 ,  1  6K  storage  addition  under  the 
4955  machine  type. 


2.  The  4979  Display  Station  and  4974  Printer 
Station  are  provided  with  a  standard  20'  sig¬ 
nal  cable.  They  may  be  extended  up  to  150 
feet  as  an  option. 

3.  Magnetic  Stripe  Readers,  interface  panel, 
and  installation  are  in  addition  to  the  above 
system  configuration  requirements. 

Development  System  Series/1  Configuration 

The  following  minimum  Series/1  system  con¬ 
figuration  is  required  in  lieu  of  the  minimum 
operational  system  shown  above.  If  testing  will 
be  performed  on  the  development  machine,  addi¬ 
tional  memory  and  sensor  I/O  features  may  be 
required. 

Machine  Model  or 


Type 

Feature 

Qty. 

Description 

4955 

COO 

1 

Processor  (32K) 

3580 

1 

Disk  Attachment 

3581 

1 

Diskette  Attachment 

3585 

1 

Display  Attachment 

5620 

1 

Printer  Attachment 

5650 

1 

Programmer's 

Console 

7850 

1 

Teletypewriter 

Adapter 

2055 

1 

Teletypewriter  20' 
Cable 

7840 

1 

Timers 

4962 

002 

1 

Disk/Diskette  Unit 

4974 

001 

1 

Printer 

4979 

001 

1 

Display  Station 

4997 

01 A 

1 

Rack  Enclosure 
(1  meter) 

A  TTY-compatible  terminal  required  to  complete 
the  configuration  is  the  responsibility  of  the 
customer. 

This  FDP  was  developed  to  operate  in  conjunction 
with  the  following  IBM  Magnetic  Stripe  Card 
Readers: 

RPQ  D08140  -  Magnetic  Stripe  Card  Reader 
RPQ  D08141  -  Magnetic  Stripe  Embossed 
Credit  Card  Reader 

RPQ  D08142  -  Magnetic  Stripe  Extended  Dis¬ 
tance/External  Environment 
Reader 

RPQ  D08242  -  Magnetic  Stripe  Embossed  Cre¬ 
dit  Card-Extended  Distance/ 
External  Environment  Reader 
RPQ  D08246  -  Magnetic  Stripe  Card  or  Em¬ 
bossed  Credit  Card-External 
Environment  Reader 
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Depending  upon  the  reader,  reverse  read  (i.e. 
read  data  upon  card  withdrawal)  is  supported  as 
an  optional  feature. 

Interfacing  of  the  Magnetic  Stripe  Reader  to  the 
Series/1  requires  separate  central  powering 
of  the  badge  readers  and  signal  isolation  as 
well  as  other  installation  specifications  noted 
in  the  Physical  Installation  Planning  Manual. 
Installation  guidance,  the  interface  panel  or  the 
entire  subsystem  installation  wiring  (including 
the  interface  panel)  may  be  contracted  through 
IBM  Sensor  Based  Installation  Services  (SBIS)  or 
handled  by  the  user  himself  using  the  installation 
planning  material  and  specifications  provided. 

IRD  (Information  Records  Division  of  IBM)  and 
other  vendors  supply  encoded  cards  in  three 
varieties: 

1.  A  solid  plastic  stock  is  provided  with  user- 
specified  design  and  lettering. 

2.  Card  stock  may  be  combined  with  a  printed  or 
typewritten  ID.  This  ID  is  then  sealed  into 
the  badge  with  the  appropriate  cold  or  hot 
laminate  sealer. 

3.  Card  stock  can  also  be  used  with  a  suitable 
camera  which  produces  a  photo  ID  suitable  in 
size  for  inclusion  within  the  badge.  When  cold 
or  heat  sealed,  this  produces  a  visual  photo 
and  machine  readable  ID.  Badges  can  be  22- 
column  or  "Mr."  Credit  Card  size. 


—  How  many  doors  must  be  controlled? 

—  Which  doors  to  be  alarm  monitored? 

—  Are  there  any  unique  requirements? 

2.  Develop  the  physical  planning  (wiring  and 
components)  requirements  for  badge  readers, 
door  latch  controls,  etc. 

3.  Load  and  run  the  System  Specifications  Pro¬ 
gram  to  specify  the  facility's  needs  and  gen¬ 
erate  badge  ordering  listing. 

4.  Order  magnetic  stripe  badges. 

5.  Design,  procure,  fabricate,  install  and  check 
out  subsystem  components  and  wiring. 

6.  Personalize  the  Controlled  Access  System-1 
program  to  reflect  the  badge,  class,  and  door 
data  for  your  facility. 

8.  Educate  employees,  both  operating  and  users, 
in  the  use  of  the  system,  magnetic  stripe 
cards,  and  the  readers,  as  applicable. 

9.  Create  and  maintain  master  list  records  of 
badges/cards. 

The  preceding  steps  apply  to  the  installation  of 
an  unmodified  version  of  Controlled  Access  Sys¬ 
tem-1.  If  user-written  application  code  is  to  be 
included,  program  assembly  and  link  edit  are 
required  on  a  Series/1  development  system  con¬ 
figuration.  See  the  modification  section  follow¬ 
ing. 


CUSTOMER  INSTALLATION  TASKS 

Successful  implementation  of  Series/1  Control¬ 
led  Access  System-1  should  involve  careful  and 
thoughtful  planning  and  preparation.  A  total  sys¬ 
tem  not  only  includes  a  standard  Series/1  con¬ 
figuration  and  the  Controlled  Access  System-1 
program,  but  also  includes  some  number  of 
Magnetic  Stripe  Readers,  other  controlling  de¬ 
vices,  and  the  necessary  wiring  to  interface  the 
readers. 

In  addition  to  normal  Series/1  physical  installa¬ 
tion,  there  are  several  steps  to  consider  in  setting 
up  or  implementing  the  Controlled  Access 
System-1 : 

1.  Determine  the  needs  for  your  facility. 


A  description  of  installation  procedures  is  in¬ 
cluded  in  the  Controlled  Access  System-1 
Program  Description/Operation  Manual 
(SB30-1 1  76)  and  the  Physical  Installation  Plan¬ 
ning  Manual  (SB30-1177).  IBM  Systems  En¬ 
gineering  Services  and  Sensor  Based  Installation 
Services  (SBIS)  are  available  at  a  fee  for  guidance 
and  assistance  in  implementation. 


Reference  Publications: 


Series/1  System  Summary 
Series/1  Physical  Planning 
Series/1  Operator's  Guide 
4979  Display  Description 
4974  Printer  Description 
4955  Processor  Description 
4964  Diskette  Description 


GA34-0035 

GA34-0029 

GA34-0039 

GA34-0026 

GA34-0025 

GA34-0021 

GA34-0023 
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INTERNAL 

ENVIRONMENT 


EXTERNAL 

ENVIRONMENT 


ORDERING  INFORMATION 

This  program  and  its  related  documentation  are 
scheduled  to  be  available  April  28,  1978.  Contact 
your  local  IBM  Branch  Office  to  order  this  pro¬ 
gram. 

BASIC  MATERIAL 

Unlicensed  Documentation:  One  copy  of  the 
Program  Description/Operations  Manual, 
SB30-1 176  and  the  Controlled  Access  Physical 
Installation  Planning  Manual,  SB30-1177. 

Licensed  Machine  Readable  Material:  One  copy 
of  the  machine  readable  material  which  provides 
object  code  on  two  diskettes  (one  program 
diskette  and  one  specification  diskette). 


Specify  Description  User  Volume 

Number  Requirement 

9041  Diskette  1  None 

@1  28  bytes/ 
sector 

Additional  Copies  of  PROGRAM  DISKETTE 
(Object  Code) 

Licensed  Machine  Readable  Material:  A  maxi¬ 
mum  of  ten  copies  of  the  program  diskette  may 
be  ordered. 

In  order  to  accommodate  those  customers  who 
do  not  have  the  in-house  capability  to  generate 
copies  of  the  program  diskette  (object  code),  up  to 
ten  additional  copies  of  the  machine  readable 
material  may  be  ordered  for  backup  and  to  permit 
offline  storage  of  alternate  access  strategies  for 
use  on  the  same  processor. 


To  order  this  Basic  Material  use  the  following 
Specify  Number: 
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Distribution  of  the  program  diskette  requires 
entry  of  a  quantity  and  the  feature  listed  below. 


Feature  Distribution  User  Volume  Process 
Number  Medium  Required  Charge* 
8700  Diskette  1  None  $1 6/Copy 

@128  bytes/ 
sector 

The  quantity  specified  in  the  order  as  well  as 
associated  charges  will  be  recorded  and  repeated 
automatically  for  future  releases  or  until  changed 
by  the  customer. 

OPTIONAL  MATERIAL 
(SOURCE  CODE) 

Licensed  Documentation:  One  copy  of  the  Sys¬ 
tems  Guide,  LB30-0940. 

Licensed  Machine  Readable  Material:  One  copy 
of  the  machine  readable  material  containing 
source  code. 

Distribution  of  the  Optional  Material  (Source 
Code)  requires  entry  of  the  feature  listed  below. 

Feature  Distribution  User  Volume  Process 
Number  Medium  Required  Charge* 

3041  Diskette  1  None  $93 

@1  28  bytes/ 
sector 

Monthly  Charge:  $145 

Payment  Period:  12  continuous  months 


Unlicensed  Documentation:  The  Program  De¬ 
scription/Operations  Manual  (PDOM)  and  the 
Controlled  Access  Physical  Installation  Planning 
Manual  (PIPM).  Order  from  Mechanicsburg. 


Form  Number  Price/Copy 

SB30-1 176  (PDOM)  $7.80 

SB30-1 1 77  (PIPM)  $6.40 

General  Documentation:  Order  from  Mechanics¬ 
burg. 

Form  Number  Price/Copy 

GB30-1 1  75  Availability  Notice  No  Charge 

PROGRAM  SERVICES 

Central  Service: 

Available  until  April  30,  1979 
Local  Service:  Not  Applicable 
Local  Assistance:  Not  Applicable 
Designated  IBM  Representative:  Not  Applicable 

Warranted:  No 

If,  within  the  service  period,  a  problem  is  en¬ 
countered  which  user  diagnosis  indicates  is 
caused  by  a  defect  in  the  licensed  program, 
documentation  may  be  submitted  to: 


Unless  a  later  ship  date  is  requested,  orders  will 
be  scheduled  for  shipment  the  Friday  of  the  week 
following  AAS  order  entry. 

All  monthly  license  charges  shown  are  provided 
for  information  and  are  subject  to  change  in 
accordance  with  the  terms  of  the  Agreement 
for  IBM  Licensed  Programs. 

Type  Program  Number/AAS 

5798  NQJ 

Location  license  does  not  apply. 

Installation  license  does  not  apply. 

Testing  period:  One  month 

CHARGES  FOR  ADDITIONAL  COPIES  OF 
DOCUMENTATION 

Licensed  Documentation:  The  Systems  Guide. 
For  customers  who  must  already  be  a  licensee 
of  the  program,  order  by  Feature  Number  from 
PID.  For  IBM  Internal  Use,  order  by  Form  Number 
only  from  Mechanicsburg. 

Form  Number  Feature  Number  Price 

LB30-0940  8604  $2.40 

*One-time  process  charge  includes  service  updates. 


IBM  Corporation 

Series/1  Field  Technical  Support  Center 
Department  93E/002 — 3 
P.  O.  Box  1328 
Boca  Raton,  Florida  33432 

Through  the  program  authors  IBM  will,  without 
additional  charge,  respond  to  a  reported  defect 
in  the  current  unaltered  release  of  the  licensed 
program  by  issuing  known  defect  correction  in¬ 
formation  to  the  customer  reporting  the  problem 
and/or  issuing  corrected  code  or  notice  of  avail¬ 
ability  of  corrected  code.  However,  IBM  does  not 
guarantee  service  results  or  represent  or  warrant 
that  all  defects  will  be  corrected. 

All  charges  shown  are  provided  for  information 
and  are  subject  to  change. 


This  Program  is  distributed  on  an  "as  is"  basis, 
without  warranty  either  express  or  implied. 
Successful  implementation  depends  solely  on 
the  customer's  ability  to  integrate  each  pro¬ 
gram  into  his  total  inventory  of  "in-house" 
produced  programs,  including  his  acceptance 
of  full  maintenance  responsibility.  While  each 
offering  has  been  reviewed  by  IBM  for  its 
transferability  and  maintainability,  no  as¬ 
surance  of  successful  installation  can  be  given. 


Serles/1  Controlled  Access  System-1 
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APPENDIX  M 


APD  Specifications 


M-1 


SECURITY  SYSTEMS 

sior  of:  Automatic  Parking  Devices,  Inc. 

24700  Crestview  Ct.,  Farmington  Hills,  Michigan  48018 
(313)  477-2703  or,  toll  free,  1-800-521-9332 
TWX  810-242-9369  APDSS  FMHL 


INDIVIDUAL 
and  GROUP 
CONTROL 


CARD  and 
DIGITAL 
ACCESS 


“INTEGRITY  and  RELIABILITY” 


BSL-1000  SERIES 

Security  Lock 


The  BSL  Card  Lock  is  a  completely  solid 
state  lock  with  low  power  operation  de¬ 
signed  for  building  security  applications. 
Each  BSL  has  15  separate  codes  available 
which  are  determined  by  miniature  code 
switches  mounted  on  the  unit.  The  flexibility 
of  the  unit  allows  the  usage  of  more  than 
one  code  at  a  time  which  can  be  used  to 
control  groups  of  people  or  individuals  up  to 
fifteen.  Anti  Pass  Back  feature  available  on 
similar  unit  designated  as  an  ARL  card  lock. 


I  DC/484 

Individual  Digital  &  Card 
Combination  Lock 


The  IDC/484  Individual  4  Digit  Access 
Controller  is  used  in  conjunction  with  the 
ROL  Card  Lock  or  the  off  line  and  on  line 
Memory  Control  units.  The  interfacing  of 
these  units  provides  maximum  security  in 
that  the  user  must  first  enter  his  own  4  digit 
code  number  and  then  insert  his  own  indi¬ 
vidual  control  card.  The  go  signal  is  deter¬ 
mined  by  a  mathematical  comparison  be¬ 
tween  the  4  digit  number  and  the  individual 
code  within  the  card. 


SELECTRONIC  420 

Code  Combination  Lock 


The  Selectronic  420  is  a  push  button  com¬ 
bination  lock  system  which  allows  pro¬ 
gramming  of  an  individual  code  by  means 
of  code  selection  switches.  Codes  may  be 
changed  easily  to  accommodate  particular 
applications.  The  Selectronic  420  elimi¬ 
nates  the  necessity  of  carrying  cards  or 
keys  yet  provides  a  safe  and  reliable  ac¬ 
cess  system. 


SECURITY  KARDS 


The  APD  Security  Kontrol  Kards  come  in 
two  basic  types,  magnetic  and  differential 
optics.  Standard  APD  Kontrol  Kards  are 
readily  available  for  prompt  delivery  from 
our  factory.  Special  custom  Kontrol  Kards 
are  available  upon  request.  Options  are: 
Personalized  logos,  I.D.  photo  slots  so  you 
can  place  photos  on  kards,  Hole  punch  for 
key  chains  or  bull  dog  clips  or  embossed 
characters  and  multiple  coding.  Contact 
APD  for  your  special  requirements. 


SELECTRONIC/ 
LOCK  1420 

Double  Security 


The  Selectronic  Lock  1 420  provides  double 
security  by  combining  the  finest  features  of 
our  Selectronic  420  and  the  BSL  1000 
Series  card  locks.  Access  is  gained  by 
means  of  the  correct  code  combination  and 
the  properly  encoded  magnicard  being 
used.  Codes  are  easily  changed  for  either 
unit  by  a  selection  of  switches  at  the  rear  of 
the  unit.  A  selection  switch  is  provided  to 
allow  the  individual  usage  of  the  card  lock 
and  Selectronic  or  both  independently. 


DIGITAL  PRINT 
RECORDER 

Model  DP/500 


The  DP/500  Digital  Print  Recorder  offers 
eighteen  column  capacity,  with  black  print¬ 
ing  for  all  valid  entries  and  red  printing  for  all 
invalid  attempts.  The  unit  prints  out  month  & 
day,  military  time,  location  or  station 
number  and  card  number.  The  audit  tape 
will  give  you  a  permanent  record  of  all  ac¬ 
cess  activities  within  your  facility.  The  DPI 
500  Digital  Print  Recorder  can  be  easily 
interfaced  with  any  of  APD  Security  Sys¬ 
tems’  equipment. 
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ON  LINE 

CENTRAL  MEMORY 

710  Series 


PROGRAMMABLE 
OFF-LINE  READER 

740  Series 


The  Memory  Central  is  simply  designed  to 
allow  total  expandibility  of  security  needs  to 
any  size.  The  system  utilizes  the  APD 
Model  731  or  732  on  line  Memory  Reader. 
Additional  readers  can  be  added  to  the 
system  by  using  the  APD  Model  733  Ex¬ 
pander.  The  Memory  Central  has  a 
capacity  of  up  to  8,000  kards.  The  kards 
used  are  the  APD  Optic  Kards.  For  pro¬ 
gramming  an  APD  Model  743  hand  held 
Programmer  is  inserted  in  a  jack  located  on 
the  Memory  Central  front  panel.  Other  op¬ 
tions  that  can  be  added  to  the  Memory 
System,  like  the  Digital  Print  Recorder  can 
be  easily  plugged  into  an  existing  socket  on 
the  rear  of  the  housing. 


The  740  Series  Memory  Kard  Lock  is  a 
stand  alone  programmable  unit  capable  of 
accepting  individually  coded  kards.  The 
kards  used  are  the  APD  Optic  Kards,  which 
may  be  programmed  in  or  out  of  Memory  by 
a  hand  held  model  743  Programmer.  The 
740  Series  is  an  off-line  unit  which  does  not 
require  any  wiring  back  to  a  central  unit. 
Many  various  options  are  available,  in¬ 
cluding  anti  pass  back,  alarm  shunt,  time 
zones  and  printer  interface.  Standard 
capacities  are  1,000,  2,000  and  4,000 


ROL/SR  ROL/200 

ROL/100 


A  communications  reader  which  reads  all  of 
4096  individual  codes  of  a  preset 
systems  code.  ROLVSR  provides  serial 
data  output  for  interfacing  to  central  pro¬ 
cessing  unit  by  others.  ROL/100  provides 
parallel  data  output  for  interfacing  to  central 
processing  unit  by  others. 


A  solid  state  lock  with  relay  dry  contact 
outputs.  Any  combination  of  7  codes 
easily  selectable,  plus  up  to  24  different 
systems  codes  available.  Group  control 
lock. 
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CCR-700 

Common  Code  Reader 


The  APD  CCR-700  Reader  can  be  utilized 
as  an  inexpensive  second  reader  when 
over  all  access  is  controlled  by  an  individual 
programmer  reader.  The  main  function  of 
the  CCR-700  reader  is  to  allow  access  to  an 
entire  group  of  Kards,  rather  than  individual 
Kards.  The  Anti-pass-back  option  is  also 
available  with  the  CCR-700  unit. 


ROL/300 


A  solid  state  lock  which  has  the  ability  to 
be  programmed  at  the  read  lock  itself. 
Any  one  of  4096  codes  are  selected  by 
simply  setting,  the  four  10  position  micro 
dip  switches  to  the  desired  number. 
Reads  24  bits  of  serial  data  encoded  on 
an  APD  magnicard. 


AVAILABLE  OPTIONS 


Surface  or  Flush  Mount  enclosures 
Card  lock  stand 
All  weather  or  privacy  hoods 
Alarm 

Cold  weather 
Power  pack 
Time  zoning 
Anti  tamper  alarm 


Elevator  floor  control 
Monthly  group  control 
Anti  pass  back 
Custom  Kontrol  Kards 
Programmable  security  levels 
Fuel  Pump  control 
Invalid  print. 


A.P.D.  SECURITY  SYSTEMS 

also  handles  a  full  line  of  Parking  Equipment, 
featuring  the  G-89  Auto  Gate  (as  illustrated).  The 
Auto  Gate  can  be  used  in  conjunction  with  any 
Security  Systems’  products. 


For  additional  information  on  your  Security  needs,  please  contact: 


A.P.D.  SECURITY  SYSTEMS 


.  24700  Crestview  Ct. 
Farmington  Hills,  Ml  48018 
Call:  313-477-2703 


11782  Western  Ave.  Unit  3 
Stanton,  CA  90680 
Call:  714-893-0550 


. . .  or  for  your  nearest  A.P.D.  SECURITY  SYSTEMS  Representative: 


WARRANTY 

All  new  equipment  sold  by  A.P.D. 
Security  Systems  is  carefully  inspected 
before  shipment  and  is  warranted 
against  defects  in  material  and  work - 
manship  for  90  days  from  date  of  ship¬ 
ment.  Warranty  covers  repair  or  re¬ 
placement  of  any  part  which  has  failed 
under  normal  usage.  Fair  wear  and  tear 
excepted.  Transportation  charges  (if 
any)  are  to  be  paid  by  customer. 


wW 

□  Send  Additional  Literature 

□  We  are  interested  in  a  phone  call 

Our  phone  number  is _ - _ 

□  We  are  interested  in  a  personal  visit 


(Cut  and  Mail) 

Company  Name: _ 

Name:  _ _ _ 

Title:  _ 

Address: _ 

City: _ State:  _  Zip: 
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Security  Kards  KONTROL  KARDS 


SECURITY  SYSTEMS 


•  Versatile 

•  Credit  Card  Size 

•  Security  Pass 


•  Durable 


•  Pedestrian  & 
Parking 
Application 


Shown  with  clip  I.D.,  personalized  artwork ,  keychain  punch 
and  personalized  artwork  and  the  standard  Kontrol  Kard 


The  A.P.D.  Security  Kard  comes  in  two  basic  types,  Magnetic  and  Differential  Optics 
(Memory  Card).  The  Magnetic  card  is  referred  to  as  “Magnicard”.  This  card  operates 
with  all  A.P.D.  Security  Systems  R.O.L.,  B.S.L.,  Selectronic  1420  and  ARL  card  readers. 
The  card  carries  invisible  magnetic  coding  that  is  virtually  impossible  to  duplicate.  It  is 
embedded  with  a  rubber  bonded  barium  ferrite  composite  material  which  generates  a 
strong  magnetic  field  with  a  high  resistance  to  de-magnetization.  Cards  are  factory  en¬ 
coded  upon  order. 

The  Differential  Optic  or  Memory  Card  operates  with  all  A.P.D.  Security  Systems 
Memory  Control  units.  This  card  contains  light  filters  within  the  card.  These  filters 
allow  for  individual  coding  of  the  card  and  defy  detection,  duplication  or  alteration. 


A.P.D.  SECURITY  SYSTEMS 

24700  CRESTVIEW  COURT 
FARMINGTON  HILLS,  Ml  4801 8  (31 3)  477-2703 

TWX  81 0-242-9369  APDSS  FMHL 
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KONTROL 

KARD 


•  Do  not  expose  card  to  direct  sunlight  or  extreme  heat. 

•  Holder  subject  to  charge  if  replacement  is  required. 

THIS  KONTROL  KARD  NOT  TRANSFERABLE 
The  use  of  this  restricted  area  shall  be  at  the  Kardholder's 
risk  and  management  shall  not  be  responsible  for  personal 
injuries  or  for  damage  to,  or  theft  of  any  Kardholder’s  material 
while  in  this  area.  Only  license  is  granted  hereby  and  no 
bailment  is  created. 


Kontrol  Kard  distributed  by: 

Automatic  Parking  Devices,  Inc.,  24700  Crestview  Ct. 
Farmington  Hills,  Mich  48024,  Phone:  313  -  477-2700 


Standard  Magne  tic  control  card  shown  actual  size 

PHYSICAL  DIMENSIONS 


CARD 

WIDTH 

LENGTH 

THICKNESS 

Magnetic  Kards 

2.125  in. 

3.375  in. 

.035  in.  minimum 
.060  in.  maximum 

Optical  Voider  Kards 

2.328  in. 

3.250  in. 

.025  in.  minimum 
.040  in.  maximum 

KONTROL 

KARD 


•  Do  not  expose  card  to  direct  sunlight  or  extreme  heat. 

•  Holder  subject  to  charge  if  replacement  is  required. 

THIS  KONTROL  KARD  NOT  TRANSFERABLE 
The  use  of  this  restricted  area  shall  be  at  the  Kardholder's 
risk  and  management  shall  not  be  responsible  for  personal 
injuries  or  for  damage  to,  or  theft  of  any  Kardholder’s  material 
while  in  this  area.  Only  license  is  granted  hereby  and  no 
bailment  is  created. 


mtk  Konlrol  Kard  distributed  by: 

3j|]  Automatic  Parking  Devices,  Inc.,  24700  Crestview  Ct 
Farmington  Hills,  Mich.  48024,  Phone:  313-4  77-2700 


Standard  Memory  control  card  shown  actual  size. 


OPTIONS  AVAILABLE 


Personalized  Logos 
Individualized  Cards 
Magnetic  Coding 
Embossed  Characters 
Multiple  Coding 

Hot  Stamping 


Slotted  for  Clips 
I.D.  Photos 
Multiple  Colors 
Signature  Panels 
Hole  Punch  for 
key  chain 
Serial  Numbered 


Except  for  the  A.P.D.  standard  cards  (illustrated  on 
this  sheet h  all  cards  are  custom  made .  For  further 
information,  please  feel  free  to  contact  “A.P.D. 
SECURITY  SYSTEMS" 


WARRANTY 

All  new  equipment  sold  by  A.P.D.  Security  Systems 
is  carefully  inspected  before  shipment  and  is  war - 
ranted  against  defects  in  material  and  workmanship 
for  90  days  from  date  of  shipment.  Warranty  covers 
repair  or  replacement  of  any  part  which  has  failed 
under  normal  usage,  fair  wear  and  tear  excepted. 
Transportation  charges  [if  any]  are  to  be  paid  by 
customer. 


Items  illustrated  on  this  sheet  are  subject  to  engineering  design 
and/or  appearance  modifications  which  are  production  stan¬ 
dards  at  time  of  shipment. 


PROGRAMMABLE  READER 

740  SERIES 


•  Memory  Card  Lock 


SECURITY  SYSTEMS 


•  BASIC  UNIT  ACCEPTS  UP 
TO  1000  INDIVIDUALLY 
CODED  CARDS. 


•  PROVEN  DESIGN-RELIABLE 
IN  ENVIRONMENTAL 
EXTREMES. 


•  MICROELECTRONIC 
CIRCUITRY  FOR  SIMPLICITY 
AND  LOW  COST. 

•  LOW  VOLTAGE  OPERATION. 


SIMPLE  SURFACE  OR  FLUSH 
MOUNT  INSTALLATION. 

NO  WIRING  TO  A  CENTRAL 
MEMORY  UNIT. 


•  OPERATES  WITH 
DIFFERENTIAL  OPTIC 
CARDS. 


SOLID  STATE  DESIGN  WITH 
NO  MOVING  PARTS. 


The  740  Series  Off  Line  is  a  card  lock  that  can  remember  up  to  4,000  different  cards  assigned 
to  it.  It  is  all  done  in  one  enclosure  without  wiring  back  to  central  control  unit.  You  may 
assign,  deny,  re-assign,  or  void  any  card  or  group  of  cards,  anytime.  With  an  inexpensive  ex¬ 
ternal  timer,  you  may  allow  certain  cards  to  enter  during  one  time  period,  and  deny  them 
during  another,  or  there  may  be  cards  assigned  to  any  time  period. 

Voiding  or  validating  cards  from  the  740  Series  Memory  Card  Lock  is  accomplished  by  sim¬ 
ply  opening  the  front  panel  door,  plugging  in  the  hand-held  programmer  and  entering  the 
optic  number  on  the  keyboard.  A  bright  four-digit  display  shows  the  number  and  its 
status.  Just  press  two  buttons  and  the  card  status  can  be  changed. 

The  alarm  shunt  option  allows  card  holders  to  pass  in  and  out  of  alarmed  areas  without  a 
special  shunt  key.  If  the  door  is  opened  by  other  means,  the  alarm  will  sound. 

An  optional  unauthorized  card  alarm  is  available  that  will  signal  when  a  voided  card  his 
been  inserted  into  the  reader.  This  feature  facilitates  recovery  of  lost  or  stolen  cards. 


A.P.D.  SECURITY  SYSTEMS 

24700  CRESTVIEW  COURT 
FARMINGTON  HILLS,  Ml  4801 8  (31 3)  477-2703 

TWX  81 0-242-9369  APDSS  FMHL 
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GENERAL  SPECIFICATIONS 


Model  743 
Programmer 


PHYSICAL  DIMENSIONS 

WIDTH 

HEIGHT 

DEPTH 

Surface  Mount 
Enclosure 

12.0” 

7.25” 

6.25” 

Flush  Wall  Mount 
Enclosure 

9.5” 

■  7.5” 

adj. 

740  CENTRAL  STATION 

The  740/CS  is  a  remote  program  system  by 
which,  up  to  250  off  line  memory  units  can 
be  programmed  from  a  single  station  and 
over  a  single  twisted  pair  of  wires. 
Programming  is  accomplished  by  ad¬ 
dressing  the  desired  memory  lock  to  be 
programmed  by  a  central  station  console. 

Cards  can  now  be  entered  or  voided  from 
memory  by  selecting  the  proper  keys  on  the 
central  station  keyboard. 


To  enable  the  use  of  the  Central  Station, 
each  740  series  reader  must  be  equipped 
with  a  remote  programming  module.  The 
RPM2  receives  the  program  signals  from 
the  Central  Station  and  acknowledges  the 
acurate  reception  by  energizing  an  audio 
“BEEP”  at  the  Central  Station. 

*See  price  datasheet  for  available  options. 


A.P.D’S  MEMORY  CARD 


The  heart  of  the  Series  740  reader  is 
the  patented  “Differential  Optics”  card. 


The  Memory  Card  is  of 
wallet  size  and  contains  invis¬ 
ible  optical  coding  that  defies 
detection,  duplication  or  al¬ 
teration. 


A  variety  of  special  cards  are  available 
to  suit  many  requirements. 


Cards  are  factory  encoded  upon  order. 

See  “Security Kards” Literature  sheet. 


Operational  Temperature  Range  —  +10  °F 
to  plus  125  °F,  without  heater  control. 

Storage  Temperature  —  Minus  25  °F  to 
plus  160  °F. 


ELECTRICAL  SPECIFICATIONS 

22-23  VDC  @  15  watts  or  15-26  VAC  @  15 
VA. 

Output  relay  contacts  rated  @  5  AMP, 
non-inductive,  for  inductive  load  switch¬ 
ing  (door  strikes)  use  varistors  cross 
contacts. 

Battery  may  be  stored  in  a  cold  location  up 
to  15  months. 


WARRANTY 

All  new  equipment  sold  by  A.P.D.  Security  Systems 
is  carefully  inspected  before  shipment  and  is  war¬ 
ranted  against  defects  in  material  and  workmanship 
for  90  days  from  date  of  shipment.  Warranty  covefrs 
repair  or  replacement  of  any  part  which  has  failed 
under  normal  usage ,  fair  wear  and  tear  excepted. 
Transportation  charges  [if  any]  are  to  be  paid  by 
customer . 


Items  illustrated  on  this  sheet  are  subject  to  engineering  design 
and/or  appearance  modifications  which  are  production  stan¬ 
dards  at  time  of  shipment. 
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Digital  Print  Recorder 


SECURITY  SYSTEMS 


•  Black/Red  Print  •  18  Column  Capacity  •  Programmable  •  Binary  Code  •  Digital  Logic 
•  Events  Counter  •  Internal  Crystal  Control  Clock,  prints  time,  date  information 


The  A.P.D.  Security  Systems  Digital  Recorder  offers  18  column  capacity,  integral  quartz 
clock,  printing  real  or  elapsed  time  and  date  counter. 

The  recorder  features  a  printing  rate  of  2.5  lines  per  second  nominal  /  wide  variety  of  sym¬ 
bols  /  programmable  floating  decimal  /  “paper  out”  protection  /  programmable  /  black 
(valid)  or  red  (invalid)  print  /  TTL  compatible,  BCD  input  /  programmable  single  or  double 
spacing  /  systems  output  /  automatic  column  blanking. 

With  the  addition  of  the  A.P.D.  Security  Systems  Digital  Recorder,  it  is  immediately  known 
as  to  which  card  was  used,  where,  and  when  entry  was  gained  or  denied.  For  example,  you  have  a 
printed  record  of  the  date,  time  and  location  of  entry  and  card  I.D.,  if  you  have  a  security  force, 
the  print  recorder  becomes  your  guard’s  partner.  The  recorder  extends  the  guard’s  capacity  by 
providing  him  with  a  completely  automatic  device  that  informs  whether  or  not  the  entry  was 
authorized.  It  also  enables  him  to  control  many  areas  from  a  single  location.  If  you  don’t  have  a 
security  force,  the  print  recorder  provides  you  with  information  for  documenting  the  access 
activities  of  your  employees  without  implying  restriction.  The  print  recorder  serves  as  a  time  re¬ 
corder  as  well,  giving  you  the  exact  time  which  a  particular  door  was  activated  by  a  specific  card. 
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INVALID  PRINT  OPTION 

The  Invalid  Print  Option  or  I.P.O.,  is  an 
available  option  on  the  DP/500  Printer 
which  allows  the  recording  of  only  those 
attempts  at  entry  which  are  denied.  All 
valid  entries  are  not  recorded.  The  invalid 
information  is  printed  in  red  and  gives  the 
same  information  that  would  normally  be 
recorded.  By  simply  flicking  a  switch  the 
printer  is  put  back  into  normal  operation 
where  all  entries  valid  or  invalid  are 
recorded. 

*  See  price  data  sheet  for  available  options. 


GENERAL  SPECIFICATIONS 

Width  —  7.75”  without  mounting  adapter 
Height  — 5.40” 

Depth—  14.45” 

Weight  — 20  lbs. 

Above  dimensions  do  not  include  carrying 
handle  or  feet. 

ELECTRICAL  SPECIFICATIONS 

Power  Requirements  —  105/125  VAC 
210/230  VAC  (switch  on  rear  panel) 

50  to  400  Hz,  25  Watts,  nominal 


PAPER  REQUIREMENTS 

RP/500  Paper  Tape 
#3208-5004-00 


INTERCONNECTION 

REQUIREMENTS 


EXAMPLE  OF  PRINTED  DATA, 
OFFLINE: 


CARD 

CODE 


RED  PRINT 
INDICATES 
INVALID 
ATTEMPT 


DATE 


MILITARY 

TIME 


0  1.2  0 
0  1,2  0 
0L2  0 


1  0  28 
t  0  27 
10  27 


160  1 
1  77  2 
156  6 


0  1.2  0 

0  1,2  0 

0  1.2  0 

0  120 


1027 
10  27 
1026 
10  26 


15  36 


01.2  0 

01,2  0 

01,2  0 

01,2  0 


10  26 
102  6 
1026 
10  26 


1336 
1  6  5  4  j 
1  75  4  1 

1  34  4  1 

134  4 
134  4 
1  34  4 


01,20 

0  120 


0  L20 


0  1,2  0 

0  120 


10  25 
102  5 
102  5 
1  0  25 

102  4 


0  1,2  0 

0  120 


\1  0  2  4\ 

10  24 


14  4  4 
154  4 
136  6 
14  66 
14  36 
1  6  4  4  \ 

1  74  2  \ 


Output  connection  located  on  dual  25  pin 
connectors  provided  on  rear  of  recorder. 

OPERATING  TEMPERATURE 
RANGE 

0°  to  +50°C 


WARRANTY 

All  new  equipment  sold  by  A. P.D.  Security  Systems 
is  carefully  inspected  before  shipment  and  is  war¬ 
ranted  against  defects  in  material  and  workmanship 
for  90  days  from  date  of  shipment.  Warranty  covers 
repair  or  replacement  of  any  part  which  has  failed 
under  normal  usage ,  fair  wear  and  tear  excepted. 
Transportation  charges  [if  any]  are  to  be  paid  by 
customer. 


Items  illustrated  on  this  sheet  are  subject  to  engineering  design 
and/or  appearance  modifications  which  are  production  stan¬ 
dards  at  time  of  shipment. 


SECURITY  SYSTEMS 


•  The  printer  option 
records  every  entry 
attempt.  It  records 
time,  date,  and  location. 
Invalid  cards  are  printed 
in  red  tor  quick 
recognition. 

•  A  truly  reliable  centrally 
controlled  access  con¬ 
trol  system. 

•  The  “dual  memory’’ 
option  eliminates  multiple 
use  of  a  single  card.  The 
card  must  be  used  for 
one  entry,  and  one  exit, 
in  order  to  be  valid  for 

a  second  entry. 


The  patented  optical 
card  readers  permit 
speed  of  light  data 
transmission.  If  the  card 
is  valid,  the  command 
to  unlock  the  door  occurs 
before  the  card  is  even 
to  the  back  of  the  reader 
card  slot. 

The  central  memory  unit 
can  accept  any  number 
of  card  readers  with 
expanders. 


•  The  Central  Memory, 
Memory  System,  and 
Remote  Off  Line  Memory 
units  can  be  combined. 


The  711  Memory  Central  Access  System  brings  together  a  complement  of  the  latest  “State 
of  the  Art”  technology  in  cards  and  electronics.  Using  the  recent  invention  of  Differential 
Optics,  the  Memory  card  makes  possible  the  industry’s  highest  level  of  security,  together 
with  unsurpassed  digital  data  readout.  The  two  mean  high  security,  durability,  and  low  cost. 
The  read  principle  is  a  departure  from  the  typical  method  of  detecting  the  presence  of,  or 
lack  of  presence  of  a  code  bit  (i.e.,  a  magnetic  or  metallic  spot).  Coding  is  accomplished  with 
optical  filters  which  can  only  be  decoded  by  the  reader.  Even  having  access  to  the  precise 
optical  filter  in  the  card  does  not  benefit  the  counterfeiter  since  the  card  contains  a  plurality 
of  different  filters  all  separately  assigned  to  an  analog  value  in  the  reader.  The  filters  are 
inaccessible  and  invisible  and  are  part  of  the  plastic  itself,  defying  duplication. 

The  Memory  Central  Electronics  comprise  the  latest  innovations  in  microelectric  circuitry 
insuring  simplicity  and  reliability.  The  design  concept  was  to  make  memory  access  simple 
and  low  cost.  But  expandable  to  any  size  without  compromise  to  any  size  system.  Thus, 
the  simplest  basic  system  with  one  reader  can  grow  to  several  hundred  readers  without 
modification  of  the  basic  system.  Most  Memory  Central  options,  such  as  a  printer  or  ex¬ 
pander,  may  be  added  at  any  future  time  simply  by  plugging  into  an  existing  jack  on  the 
back  of  the  memory  controller. 
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•  Each  central  unit  will  accept  up  to  8,000  in¬ 
dividually  coded  cards  or  badges.  Each  card 
may  be  voided  or  validated  separately  using 
the  hand  plug-in  programmer.  Groups  of 
cards  may  be  voided  or  validated  according 
to  zone  or  shift  automatically  from  an  ex¬ 
ternal  timer. 


INTER-CONNECTION  REQUIREMENTS 

Output  Relay 

The  output  relay  contains  Form  C  con¬ 
tacts  rated  5  amps  resistive,  120  VAC  with 
adjustable  drop-out  delay  to  1 5  seconds. 
Reader  Power 

The  power  supply  inputs  to  the  card 
reader  are  as  follows: 

+27VDC±5VDC  at  120  ma  maximum  and 
+5VDC±5%  at  800  ma  maximum. 


705  MEMORY  CENTRAL 

The  705  is  a  Memory  Central  with  510  card 
capacity  and  up  to  8  levels  of  security.  The 
system  utilizes  memory  partitioning  of  any 
card  in  any  combination  of  8  levels.  A  level 
consists  of  any  number  of  readers  and  is 
totally  independent  of  any  other  level. 
Programming  is  accomplished  with  the  use 
of  the  743  systems  programmer. 


A.P.D.  MEMORY  CARD 


The  heart  of  the  Series  711  reader  is 
the  patented  “Differential  Optics”  memory 
card. 


The  Memory  Card  is  of 
wallet  size  and  contains  invis¬ 
ible  optical  coding  that  defies 
detection,  duplication,  or  alter¬ 
ation. 


A  variety  of  special  cards  are  available 
to  suit  unusual  requirements. 

Cards  are  factory  enclosed  upon  order. 
See  "Security Kards" Literature  sheet. 


GENERAL  SPECIFICATIONS 


COMPONENT 

WIDTH 

HEIGHT 

DEPTH 

Memory  Central 

8.5” 

6” 

9.5” 

Expander 

7” 

2.5” 

7” 

Power  Supply 

2-3/8” 

1-7/8” 

4-5/8” 

Programmer 

3.250” 

1.25” 

7.25” 

Printer 

8V2” 

574” 

13” 

Memory  Central 

Operational  Temperature  Range -+ 40  °F  to 
plus  90°F 

Reader  Temperature  -+  10°F  to  plus  125°F, 
without  heater  control 

Storage  Temperature  —  minus  25°F  to  plus 
160°F 

ELECTRICAL  SPECIFICATIONS 

Power  Requirements 

1.  Memory  Central  (711) 

24  vac/dc  ±  10%  50-60  HZ(ac), 

20  watts  max. 

2.  Remote  Reader  (731) 

+  5  vdc  ±  5  % ,  5  watts  max. 

+  26  ±4  vdc,  3  watts  max. 

3.  Remote  expander  (733R) 

24  vac/dc  ±  10%,  50-60  HZ(ac), 

6  watts  max. 

4.  Local  expander  (733A) 

No  external  power  required. 

5.  Local  reader  (731) 

No  external  power  required. 

6.  Printer  (6150) 

115  vac  ±10%,  50-60  HZ,  40  watts  max. 

Battery  may  be  stored  in  a  cold  location  up 
to  15  months. 


WARRANTY  j 

All  new  equipment  sold  by  A.P.D.  Security  Systems  I 
is  carefully  inspected  before  shipment  and  is  war¬ 
ranted  against  defects  in  material  and  workmanship 
for  90  days  from  date  of  shipment.  Warranty  covers 
repair  or  replacement  of  any  part  which  has  failed 
under  normal  usage,  fair  wear  and  tear  excepted. 
Transportation  charges  [if  any]  are  to  be  paid  by 
customer. 


Items  illustrated  on  this  sheet  are  subject  to  engineering  design 
and/or  appearance  modifications  which  are  production  stan¬ 
dards  at  time  of  shipment. 
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